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Preface

This volume contains the proceedings of the conference on Computer Aided Ver-
ification (CAV 2003) held in Boulder, Colorado, on July 8-12, 2003. CAV 2003
was the 15th in a series of conferences dedicated to the advancement of the the-
ory and practice of computer-assisted formal analysis methods for hardware and
software systems. The conference covers the spectrum from theoretical results to
applications, with emphasis on practical verification tools, including algorithms
and techniques needed for their implementation. The conference has traditionally
drawn contributions from researchers as well as practitioners in both academia
and industry.

The program of the conference consisted of 32 regular papers, selected from
87 submissions. In addition, the CAV program featured 9 tool presentations and
demonstrations selected from 15 submissions. Each submission received an aver-
age of b referee reviews. The large number of tool submissions and presentations
testifies to the liveliness of the field and to its applied flavor.

The CAV 2003 program included a tutorial day with three invited tutori-
als by Ken McMillan (Cadence) on SAT-Based Methods for Unbounded Model
Checking, Doron Peled (Warwick) on Algorithmic Testing Methods, and Willem
Visser (NASA) on Model Checking Programs with Java PathFinder. The con-
ference also included two invited talks by Amitabh Srivastava (Microsoft) and
Michael Gordon (Cambridge). Five workshops were associated with CAV 2003:

— ACL2 2003: 4th International Workshop on the ACL2 Theorem Prover and
Its Applications.

— BMC 2003: 1st International Workshop on Bounded Model Checking.

PDMC 2003: 2nd International Workshop on Parallel and Distributed Model

Checking.

— RV 2003: 3rd Workshop on Runtime Verification.

SoftMC 2003: 2nd Workshop on Software Model Checking.

The publication of these workshop proceedings was managed by the respective
chairs, independently of the present proceedings.

We would like to thank all the Program Committee members and the sub-
referees who assisted in the selection of the papers. Our thanks also go to the
Steering Committee members and to last year’s organizers for their helpful ad-
vice. Special thanks go to Virginia Schultz of the Office of Conference Services of
the University of Colorado for assisting with the local arrangements; to Robert
Krug for installing and managing the START Conference System; and to Erik
Reeber for the production of the final proceedings. Finally, we gratefully ac-
knowledge support from IBM, Intel, and Esterel Technologies.

May 2003 Warren A. Hunt, Jr. and Fabio Somenzi
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Interpolation and SAT-Based Model Checking

K.L. McMillan

Cadence Berkeley Labs

Abstract. We consider a fully SAT-based method of unbounded sym-
bolic model checking based on computing Craig interpolants. In bench-
mark studies using a set of large industrial circuit verification instances,
this method is greatly more efficient than BDD-based symbolic model
checking, and compares favorably to some recent SAT-based model check-
ing methods on positive instances.

1 Introduction

Symbolic model checking [§[9] is a method of verifying temporal properties of
finite (and sometimes infinite) state systems that relies on a symbolic represen-
tation of sets, typically as Binary Decision Diagrams [7] (BDD’s). By contrast,
bounded model checking [E] can falsify temporal properties by posing the exis-
tence of a counterexample of k steps or fewer as a Boolean satisfiability (SAT)
problem. Using a modern SAT solver, this method is efficient in producing coun-
terexamples [I0J6]. However, it cannot verify properties unless an upper bound
is known on the depth of the state space, which is not generally the case.

This paper presents a purely SAT-based method of unbounded model check-
ing. It exploits a SAT solver’s ability to produce refutations. In bounded model
checking, a refutation is a proof that there is no counterexample of k£ steps or
fewer. Such a proof implies nothing about the truth of the property in general,
but does contain information about the reachable states of the model. In partic-
ular, given a partition of a set of clauses into a pair of subsets (A, B), and a proof
by resolution that the clauses are unsatisfiable, we can generate an interpolant
in linear time [21]. An interpolant for the pair (A, B) is a formula P with
the following properties:

— A implies P,
— P A B is unsatisfiable, and
— P refers only to the common variables of A and B.

Using interpolants, we obtain a complete method for finite-state reachability
analysis, and hence LTL model checking, based entirely on SAT.
1.1 Related Work

SAT solvers have been applied in unbounded model checking in several ways. For
example, they have been used in a hybrid method to detect fixed points, while

W.A. Hunt, Jr. and F. Somenzi (Eds.): CAV 2003, LNCS 2725, pp. 1-[I3] 2003.
© Springer-Verlag Berlin Heidelberg 2003



2 K.L. McMillan

the quantifier elimination required for image computations is performed by other
means (e.g., by expansion of the quantifier as Jv.f = f(0/v) vV f(1/v), followed
by simplification). Such methods include [52I25]. Because of the expense of
quantifier elimination, this approach is limited to models with a small number
of inputs (typically zero or one). By contrast, the present approach is based
entirely on SAT, does not use quantifier elimination, and is not limited in the
number of inputs (examples with thousands of inputs have been verified). SAT
algorithms have also been used to generate a disjunctive decompositions for
BDD-based image computations [I3]. Here, BDD’s are not used.

Another approach is based on unfolding the transition relation to the length
of the longest simple path between two states [22]. The fact that this length
has been reached can be verified using a SAT solver. The longest simple path
can, however, be exponentially longer than the diameter of the state space (for
example, the longest simple path for an n-bit register is 2", while the diameter
is 1). The present method does not require unfolding beyond the diameter of the
state space, and in practice often succeeds with shorter unfoldings.

Finally, Baumgartner, et al. [3], use SAT-based bounded model checking with
a structural method for bounding the depth of the state space. This requires the
circuit in question to have special structure and does not always give useful
bounds. In a suite of benchmarks, we find that the present method successfully
resolves almost all of the model checking problems that could not be resolved
by the structural method.

1.2 Outline

The next section covers resolution proofs and interpolation. Then in section 4
we give a method for unbounded model checking based on interpolation. Finally,
in section 5, we test the method in practice, applying it to the verification of
some properties of commercial microprocessor designs.

2 Interpolation Algorithm

To begin at the beginning, a clause is a disjunction of zero or more literals,
each being either a Boolean variable or its negation. We assume that clauses are
non-tautological, that is, no clause contains a variable and its negation. A clause
set is satisfiable when there is a truth assignment to the Boolean variables that
makes all clauses in the set true.

Given two clauses of the form ¢y = vV A and ¢o = —w V B, we say that the
resolvent of ¢; and ¢ is the clause AV B, provided AV B is non-tautological. For
example, the resolvent of a Vb and —aV —cis bV —¢, while a Vb and —a V —b have
no resolvent, since b V —b is tautological. It is easy to see that any two clauses
have at most one resolvent. The resolvent of ¢; and co (if it exists) is a clause
that is implied by ¢ A o (in fact, it is exactly (Fv)(c1 A ¢z)). We will call v the
pivot variable of ¢y and cs.
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Definition 1. A proof of unsatisfiability I for a set of clauses C is a directed
acyclic graph (Vir, Err), where Vi is a set of clauses, such that

— for every vertex ¢ € Vi, either
e cc (C, and c is a root, or
e ¢ has exactly two predecessors, c¢1 and ca, such that ¢ is the resolvent of
¢, and co, and
— the empty clause is the unique leaf.

Theorem 1. If there is a proof of unsatisfiability for clause set C, then C is
unsatisfiable.

A SAT solver, such as CHAFF [18], or GRASP [23], is a complete decision
procedure for clause sets. In the satisfiable case, it produces a satisfying assign-
ment. In the unsatisfiable case, it can produce a proof of unsatisfiability [T7/26].
This, in turn, can be used to generate an interpolant by a very simple proce-
dure [21I]. This procedure produces a Boolean circuit whose gates correspond
to the vertices (i.e., resolution steps) in the proof. The procedure given here is
similar but not identical to that in [21].

Suppose we are given a pair of clause sets (A, B) and a proof of unsatisfiability
IT of AU B. With respect to (A, B), say that a variable is global if it appears
in both A and B, and local to A if it appears only in A. Similarly, a literal is
global or local to A depending on the variable it contains. Given any clause ¢,
we denote by g¢(c) the disjunction of the global literals in ¢ and by I(c) the
disjunction literals local to A.

For example, suppose we have two clauses, ¢; = (a VbV —¢) and ¢y =
(b VeV —d), and suppose that A = {c¢;} and B = {c2}. Then g(c1) = (bV —¢),
l(c1) = (a), g(c2) = (bV ¢) and I(c2) = FALSE.

Definition 2. Let (A, B) be a pair of clause sets and let II be a proof of unsat-
isfiability of AU B, with leaf vertex FALSE. For all vertices ¢ € Viz, let p(c) be a
boolean formula, such that

— if ¢ is a root, then
e if c€ A then p(c) = g(c),
e clse p(c) is the constant TRUE.
— else, let c1,co be the predecessors of ¢ and let v be their pivot variable:
e if v is local to A, then p(c) = p(c1) V p(ca),
o else p(c) = ple1) A p(ca).

The II-interpolant of (A, B), denoted ITP(II, A, B) is p(FALSE).

Theorem 2. For all (A, B), a pair of clause sets, and II, a proof of unsatisfi-
ability of AU B, ITp(Il, A, B) is an interpolant for (A, B).

The formula ITP(II, A, B) can be computed in time O(N + L), where N is
the number of vertices in the proof |Vjz| and L is the total number of literals in
the proof X.cy,, |c|. Tts circuit size is also O(N + L). Of course, the size of the
proof IT is exponential in the size of AU B in the worst case.
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3 Model Checking Based on Interpolation

Bounded model checking and interpolation can be combined to produce an over-
approximate image operator that can be used in symbolic model checking.

The intuition behind this is as follows. A bounded model checking problem
consists of a set of constraints — initial constraints, transition constraints, final
constraints. These constraints are translated to conjunctive normal form, and,
as appropriate, instantiated for each time frame 0. ..k, as depicted in Figure
In the figure, I represents the initial constraint, T the transition constraint, and
F the final constraint. Now suppose that we partition the clauses so that the

Fig. 1. Bounded model checking.

initial constraint and first instance of the transition constraint are in set A, while
the final condition and the remaining instances of the transition constraint are
in set B, as depicted in Figure 2l The common variables of A and B are exactly
the variables representing state si.

=p

Fig. 2. Computing image by interpolation.

Using a SAT solver, we prove the clause set is unsatisfiable (i.e., there are
no counterexamples of length k). From the proof we derive an interpolant P
for (A, B). Since P is implied by the initial condition and the first transition
constraint, it follows that P is true in every state reachable from the initial
state in one step. That is, P is an over-approximation of the forward image of I.
Further, P and B are unsatisfiable, meaning that no state satisfying P can reach
a final state in k — 1 steps.

This over-approximate image operation can be iterated to compute an over-
approximation of the reachable states. Because of the approximation, we may
falsely conclude that F' is reachable. However, by increasing k, we must even-
tually find a true counterexample (a path from I to F') or prove that F' is not
reachable (i.e., the property is true), as we shall see.
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3.1 Basic Model Checking Algorithm

The LTL model checking problem can be reduced to finding an accepting run of
a finite automaton. This translation has has been extensively studied [T9J22)/T4],
and will not be described here. Moreover, we need consider only the problem of
finding finite counterexamples to safety properties. Liveness properties can then
be handled by the method of [1]. We assume that the problem of safety property
verification is posed in terms of a one-letter automaton on finite words, such that
the property is false exactly when the automaton has an accepting run. Such a
construction can be found, for example, in [15].

The automaton itself will be represented implicitly by Boolean formulas.
The state space of the automaton is defined by an indexed set of Boolean
variables V' = {v1,...,v,}. A state S is a corresponding vector (si,...,Sy)
of Boolean values. A state predicate P is a Boolean formula over V. We will
write P(W) to denote P(w;/v;) (that is, p with w; substituted for each v;). We

also assume an indexed set of “next state” variables V' = {v{,..., v} }, disjoint

’rEn
from V. A state relation R is a Boolean formula over V and V’. We will write
R(W,W') to denote R{w;/v;, w;/v}).

For our purposes, an automaton is a triple M = (I, T, F), where the ini-
tial constraint I and final constraint F are state predicates, and the transi-
tion constraint T is a state relation. A run of M, of length k, is a sequence of
states sq ... sy such that I(sg) is true, and for all 0 < i < k, T'(s;, s;+1) is true,
and F(sg) is true. In bounded model checking, we would translate the existence
of a run of length j <1 < k into a Boolean satisfiability problem by introducing a
new indexed set of variables W; = {w;1, ..., w}, for 0 <i < k. A run of length
in the range j ...k exists exactly when the following formula is satisfiable{]

Buci =I(Wo)A [ A\ TWe, Wip) | A/ FW)
0<i<k j<i<k
We will divide this formula into two parts: one formula representing the possible

prefixes of a run, and another representing the possible suffixes. The possible
prefixes of length [ are characterized by the following formula:

PREF[(M) = I(W_l) AN /\ T(I/Vl7 Wi+1)
—1<i<0

That is, a prefix begins in an initial state W_; and ends in any state W;. The
possible suffixes of length j... k& are characterized by the following formula:

surrk(M) = [ N\ TWe W) | A |\ FW)

0<i<k j<i<k

1 Actually, this characterization is correct only if transition relation is total. In this
paper we will assume that transition relations are total by construction. The gener-
alization to partial transition relations is not difficult, however.
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A suffix begins in any state Wy and ends in some final state W;, where j < i < k.

To apply a SAT solver, we must translate Boolean formulas into conjunctive
normal form. Here, we simply assume the existence of some function CNF that
translates a Boolean formula f into a set of clauses CNF(f,U), where U is a
set of “fresh” variables, not occurring in f. The translation function CNF must
have the property that (3U. CNF(f,U)) = f. That is, the satisfying assignments
of ONF(f,U) are exactly those of f, if we ignore the fresh variables. A suitable
translation that is linear in the formula size can be found in [20]. What follows,
however, does not depend on the precise translation function.

A procedure to check the existence of a finite run of M is shown in Figure[3. In
the figure, U; and Us are assumed to be sets of fresh variables, disjoint from each
other and all the W;’s. The procedure is parameterized by a fixed value k£ > 0.
We will show that the procedure must terminate for sufficiently large values of k,
though for small values it may abort, without deciding the existence of a run.
The procedure runs as follows. First, we check that there is no run of length zero.
Assuming there is not, we set our initial approximation R of the reachable states
to be I, the initial states. We then compute an over-approximation of the forward
image of R. This is done by treating R as the initial condition and checking the
satisfiability of the formula PREF; (M) A SUFFg(M). If this is satisfiable there is
a run of length 1...%k + 1, starting at R and ending at F. In the first iteration,
when R = I, we have found a run of the automaton, and we terminate. If R # I,
we abort, without deciding the existence of a run.

On the other hand, suppose that PREF; (M) A SUFFE(M) is unsatisfiable.
Using the proof of unsatisfiability II, we construct a Il-interpolant P for the
pair (PREF; (M), SUFFE(M)). Since P is a formula that is implied by R(W_;)
and T'(W_1, Wy), we know that P holds in all states Wy reachable from R in one
step (or put another way, it is an over-approximation of the states reachable in
one step). Further, since P and SUFFg (M) are inconsistent, no state satisfying P
can reach F in up to k steps (that is, P is an under-approzimation of the states
that are backward reachable from F' in up to k steps). Thus, we obtain a new
approximation RV P{V/Wy) of the reachable states. If a fixed point is reached,
R is an inductive invariant. Since no state in R satisfies F' (nor can reach F in up
to k steps), we terminate, indicating that no run exists. Otherwise, we continue
the procedure with the new value of R.

Theorem 3. For k > 0, if FINITERUN (M k) terminates without aborting, it
returns TRUE iff M has a run.

Proof. Suppose the procedure returns TRUE. Either I A F' is satisfiable, in which
case M has a run of length 0, or BMC’f(M) is satisfiable, hence M has a run of
length 1...k. Now, suppose the procedure returns FALSE. We can show:

1. T implies R (trivial).

2. R is an invariant of T' (in other words, R(s) and T'(s, s") imply R(s")). Since
PREF; (M’) implies P, it follows that, for all states s,s’, R(s) AT(s,s") =
R'(s"). Thus, when R’ implies R, we have R(s) and T'(s, s’) implies R(s').
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procedure FINITERUN(M = (I, T, F), k > 0)
if I A F is satisfiable, return TRUE
let R=1
while true
let M' = (R, T, F)
let A= CNF(PREF(M'),U1)
let B = CNF(SUFFE(M'), Us)
Run SAT on A U B. If satisfiable, then
if R = I return TRUE else abort
else (if AU B unsatisfiable)
let IT be a proof of unsatisfiability of AU B
let P =1Itr(I1, A, B)
let R = P{(W/Wo).
if R implies R return FALSE
let R=RVER
end

Fig. 3. Procedure for existence of a finite run

3. RAF is unsatisfiable. Initially, R = I and I A I is unsatisfiable. At each iter-
ation, we know P A SUFFg (M) is unsatisfiable, hence R’ A F is unsatisfiable
(assuming T is total).

It follows by induction that M has no run of any length. O

We can also show that the procedure must terminate for sufficiently large
values of k. Let us define the reverse depth of M as the maximum length of the
shortest path from any state to a state satisfying F. This can also be viewed as
the depth of a breadth-first backward traversal from F'. This depth is bounded
by 2/VI but in most practical cases is much smaller.

Theorem 4. For every M, there exists k such that FINITERUN (M k) termi-
nates.

Proof. Let k be the reverse depth of M. In the first iteration, if the SAT problem
is satisfiable, the procedure terminates. Otherwise, R’ cannot reach F in k steps.
Since k is the reverse depth, it follows that R’ cannot reach F' in any number of
steps. Thus, at the next iteration R cannot reach F in k + 1 steps, so the SAT
problem must again be unsatisfiable. Carrying on by induction, we conclude that
at every iteration, R cannot reach F'in up to k + 1 steps. Thus R must continue
to increase (i.e., become weaker) until it reaches a fixed point, at which time the
procedure terminates. 0.
Thus, when procedure FINITERUN aborts, we have only to increase the value
of k. If we continue to do this, eventually FINITERUN will terminate. The amount
by which to increase k has some bearing on performance. If we increase it by
too little, we waste time on aborted runs. If we increase it by too much the
resulting SAT problems may become intractable. In practice, FINITERUN often
terminates for values of k substantially smaller than the reverse depth.
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3.2 Optimizations

The basic algorithm can be improved in several ways. First, the interpolants are
typically highly redundant, in that many subformulas are syntactically distinct
but logically equivalent. Eliminating redundant subformulas thus greatly reduces
the size of the interpolant. There is a large literature on identifying logically
equivalent formulas. For this paper, a simple method of building BDD’s up to a
small fixed size was used.

Second, we can replace SUFF’S with SUFF;?7 for some j > 0 (i.e., we test the
property for times greater than or equal to 7). In most cases, setting j = k to
produces the best results, since the SAT solver only needs to refute the final
condition at a single step, rather than at all steps. Unfortunately, if j > 0,
there is no guarantee of termination, except when the runs of the automaton are
stuttering closed. In practice divergence has been observed for a few hardware
models with two-phase clocks. This was correctable by setting j = k— 1. Clearly,
some automated means is needed to set the value of j, but as yet this has not
been developed.

Third, we can use “frontier set simplification”. That is, it suffices to compute
the forward image approximation of the “new” states, rather than the entire
reachable set R. In fact, any set intermediate between these will do. Since we
use arbitrary Boolean formulas rather than BDD’s, there is no efficient method
available for this simplification. In this work, we simply use R’ (the previous
image result) in place of R.

Finally, note that the formula SUFF? (M') is invariant from one iteration of
the next. It constitutes most of the CNF formula that the SAT solver must
refute. Clearly it is inefficient to rebuild this formula at each iteration. A better
approach would be to keep all the clauses of SUFF?(M "), and all the clauses
inferred from these, from one run of the SAT solver to the next. That was not
done here because it would require modification of the SAT solver. However, the
potential savings in run time is substantial.

4 Practical Experience

The performance of the interpolation-based model checking procedure was tested
on two sets of benchmark problems derived from commercial microprocessor de-
signs. The first is a sampling of properties from the compositional verification of
a unit of the Sun PicoJava IT microprocessorE This unit is the ICU, which man-
ages the instruction cache, prefetches instructions, and does partial instruction
decoding. Originally, the properties were verified by standard symbolic model
checking, using manual directives to remove irrelevant parts of the logic. To make
difficult benchmark examples, these directives were removed, and a neighboring
unit, the instruction folding unit (IFU), was added. The IFU reads instruction

2 The tools needed to construct the benchmark examples from the PicoJava IT source
code can be found at http://www-cad.eecs.berkeley.edu/ kenmcmil.
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bytes from the instruction queue, parses the byte stream into separate instruc-
tions and divides the instructions into groups that can be executed in a single
cycle. Inclusion of the IFU increases the number of state variables in the “cone of
influence” substantially, largely by introducing dependencies on registers within
the ICU itself. It also introduces a large amount of irrelevant combinational logic.

Twenty representative properties were chosen as benchmarks. All are safety
properties, of the form Gp, where p is a formula involving only current time
and the next time (usually only current time). The number of state variables in
these problems after the cone of influence reduction ranges from around 50 to
around 350. All the properties are true. Tests were performed on a Linux work-
station with a 930MHz Pentium IIT processor and 512MB of available memory.
Unbounded BDD-based symbolic model checking was performed using the Ca-
dence SMV system. SAT solving was performed using an implementation of the
BerkMin algorithm [T2], modified to produce proofs of unsatisfiability.

No property could be verified by standard symbolic model checking, within
a limit of 1800 seconds. On the other hand, of the 20 properties, 19 were suc-
cessfully verified by the interpolation method.

Figure [ shows a comparison of the interpolation method against another
method called proof-based abstraction that uses SAT to generate abstractions
which are then verified by standard symbolic model checking [I7]. This method
is more effective than simple BDD-based model checking, successfully verify-
ing 18 of the 20 properties. In the figure, each point represents one benchmark
problem, the X axis representing the time in seconds taken by the proof-based
abstraction method, and the Y axis representing the time in seconds taken by
the interpolation method f A time value of 1000 indicates a time-out after 1000
seconds. Points below the diagonal indicate an advantage for the present method.
We observe 16 wins for interpolation and 3 for proof-based abstraction, with one
problem solved by neither method. In five or six cases, the interpolation method
wins by two orders of magnitude.

Figure [Bl compares the performance of the interpolation approach with re-
sults previously obtained by Baumgartner et al. on a set of model checking
problems derived from the IBM Gigahertz Processor. Their method involved
a combination of SAT-based bounded model checking, structural methods for
bounding the depth of the state space, and target enlargement using BDD’s.
Each point on the graph represents the average verification or falsification time
for a collection of properties of the same circuit model. The average time re-
ported by Baumgartner et al. is on the X axis, while the average time for the
present method is on the Y axisd A point below the diagonal line represents
a lower average time for the interpolation method for one benchmark set. We

3 Times for the interpolation method include only the time actually used by the SAT
solver. Overhead in generating the unfoldings is not counted, since this was imple-
mented inefficiently. An efficient implementation would re-use the unfolding from
one iteration to the next, thus making the unfolding overhead negligible. Time to
generate the interpolants was negligible. A value of j = k was used for these runs.

4 The processor speeds for the two sets of experiments are slightly different. Baum-
gartner et al. used an 800MHz Pentium III, as compared to a 930 MHz Pentium III
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note 21 wins for interpolation and 3 for the structural method. In a few cases the
interpolation method wins by two orders of magnitude. A time of 1000 seconds
indicates that the truth of one or more properties in the benchmark could not be
determined (either because of time-out or incompleteness). Of the 28 individual
properties that could not be resolved by Baumgartner et al., all but one are
successfully resolved by the proof partition method.

Finally, we compare the interpolation method against proof-based abstrac-
tion on the IBM benchmarks. The results are shown in Figure Bl Though the
results are mixed, we find that overall the advantage goes to proof-based ab-
straction (both successfully solve the same set of problems). This appears to
be due to the fact that a large number of properties in the benchmark set are
false (i.e., have counterexamples). The proof-based abstraction method tends
to find counterexamples more quickly because in effect the BDD-based model
checker quickly guides the bounded model checker to the right depth, while the
interpolation method systematically explores all depths. Figure[@ compares the
two methods on only those individual properties that are true, showing an ad-
vantage for interpolation. This suggests that a hybrid method might provide the
best results overall.

5 Conclusion

We have observed that interpolation and bounded model checking can be com-
bined to allow unbounded model checking. This method was seen in two micro-
processor verification benchmark studies to be more efficient than BDD-based
model checking and some recently developed SAT-based methods, for true prop-
erties.

used here. No adjustment has been made for CPU speed. A value of j = k — 1 was
used for these runs, since one problem was found to diverge for j = k.
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For future work, it is interesting to consider what other information can be
extracted from proofs of unsatisfiability that might be useful in model checking.
For example, it is possible to derive an abstraction of the transition relation
from a bounded model checking refutation, using interpolation. Initial studies
have shown that this abstraction is difficult to handle with current BDD-based
model checking methods, which rely on a certain structure in the transition
relation formula. If this difficulty can be overcome, however, it might lead to
an improvement in the proof-based abstraction method. It is also conceivable
that interpolation in first-order theories could be applied in infinite-state model
checking.

Acknowledgment The author would like to thank Jason Baumgartner of
IBM for providing the Gigahertz Processor benchmark problems.
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Abstract. We explore the combination of bounded model checking and
induction for proving safety properties of infinite-state systems. In par-
ticular, we define a general k-induction scheme and prove completeness
thereof. A main characteristic of our methodology is that strengthened
invariants are generated from failed k-induction proofs. This strengthen-
ing step requires quantifier-elimination, and we propose a lazy quantifier-
elimination procedure, which delays expensive computations of disjunc-
tive normal forms when possible. The effectiveness of induction based on
bounded model checking and invariant strengthening is demonstrated
using infinite-state systems ranging from communication protocols to
timed automata and (linear) hybrid automata.

1 Introduction

Bounded model checking (BMC) [5/4l[7] is often used for refutation, where one
systematically searches for counterexamples whose length is bounded by some
integer k. The bound k is increased until a bug is found, or some pre-computed
completeness threshold is reached. Unfortunately, the computation of complete-
ness thresholds is usually prohibitively expensive and these thresholds may be
too large to effectively explore the associated bounded search space. In addition,
such completeness thresholds do not exist for many infinite-state systems.

In deductive approaches to verification, the invariance rule is used for es-
tablishing invariance properties ¢ [11I[10J133]. This rule requires a property
which is stronger than ¢ and inductive in the sense that all initial states satisfy
1, and v is preserved under each transition. Theoretically, the invariance rule is
adequate for verifying a valid property of a system, but its application usually
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requires creativity in coming up with a sufficiently strong inductive invariant. It
is also nontrivial to detect bugs from failed induction proofs.

In this paper, we explore the combination of BMC and induction based on
the k-induction rule. This induction rule generalizes BMC in that it requires
demonstrating the invariance of ¢ in the first k states of any execution. Conse-
quently, error traces of length &k are detected. This induction rule also generalizes
the usual invariance rule in that it requires showing that if ¢ holds in every state
of every execution of length k, then every successor state also satisfies . In its
pure form, however, k-induction does not require the invention of a strengthened
inductive invariant. As in BMC, the bound £k is increased until either a viola-
tion is detected in the first k states of an execution or the property at hand is
shown to be k-inductive. In the ideal case of attempting to prove correctness of
an inductive property, 1-induction suffices and iteration up to a, possibly large,
complete threshold, as in BMC, is avoided. The k-induction rule is sound, but
further conditions, such as the restriction to acyclic execution sequences, must
be added to make k-induction complete even for finite-state systems [17].

One of our main contributions is the definition of a general k-induction rule
and a corresponding completeness result. This induction rule is parameterized
with respect to suitable notions of simulation. These simulation relations induce
different notions of path compression in that an execution path is compressed
if it does not contain two similar states. Many completeness results, such as k-
induction for timed automata, follow by simply instantiating this general result
with the simulation relation at hand. For general transition systems, we develop
an anytime algorithm for approximating adequate simulation relations for k-
induction.

Whenever k-induction fails to prove a property ¢, there is a counterexample
of length k£ + 1 such that the first k states satisfy ¢ and the last state does not
satisfy . If the first state of this trace is reachable, then ¢ is refuted. Otherwise,
the counterexample is labeled spurious. By assuming the first state of this trace
is unreachable, a spurious counterexample is used to automatically obtain a
strengthened invariant. Many infinite-state systems can only be proven with
k-induction enriched with invariant strengthening, whereas for finite systems
the use of strengthening decreases the minimal k for which a k-induction proof
succeeds.

Since our invariant strengthening procedure for k-induction heavily relies
on eliminating existentially quantified state variables, we develop an effective
quantifier elimination algorithm for this purpose. The main characteristic of
this algorithm is that it avoids a potential exponential blowup in the initial
computation of a disjunctive normal form whenever possible, and a constraint
solver is used to identify relevant conjunctions. In this way the paradigm of lazy
theorem proving, as developed by the authors for the ground case [7], is extended
to first-order formulas.

The paper is organized as follows. Section [2 contains background material
on encodings of transition systems in terms of logic formulas. In Section [3 we
develop the notions of reverse and direct simulations together with an anytime
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algorithm for computing these relations. Reverse and direct simulations are used
in Section M to state a generic k-induction principle and to provide sufficient con-
ditions for the completeness of these inductions. Sections[5land [ discuss invari-
ant strengthening and lazy quantifier elimination. Experimental results with k-
induction and invariant strengthening for various infinite-state protocols, timed
automata, and linear hybrid systems are summarized in Section [{l Comparisons
to related work are in Section

2 Background

Let V :={x1,...,2z,} be a set of variables interpreted over nonempty domains
D; through D, together with a type assignment 7 such that 7(x;) = D;. For
a set of typed variables V', a variable assignment is a function v from variables
x € V to an element of 7(x). The variables in V := {z1,...,z,} are also called
state variables, and a program state is a variable assignment over V.

All the developments in this paper are parametric with respect to a given
constraint theories C, such as linear arithmetic or a theory of bitvectors. We
assume a computable function for deciding satisfiability of a conjunction of con-
straints in C. A set of Boolean constraints, Bool(C), includes all constraints in
C and is closed under conjunction A, disjunction V, and negation —. Effective
solvers for deciding the satisfiability problem in Bool(C) have been previously
described [7J6].

A tuple (V,I,T) is a C-program over V', where interpretations of the typed
variables V' describe the set of states, I € Bool(C(V)) is a predicate that de-
scribes the initial states, and T € Bool(C(V UV")) specifies the transition re-
lation between current states and their successor states (V' denotes the current
state variables, while V’ stands for the next state variables). The semantics of a
program is given in terms of a transition system M in the usual way.

For a program M = (V,I,T), a sequence of states 7(sg, s1,...,S,) forms a
path through M if A\j,_,, T(si,si+1). A state s is reachable in M if there is a
path 7(so, 81, ..., 8n—1,8) through M and I(sg), and a state property ¢ € C(V) is
invariant in M iff ¢(s) holds for every reachable state s in M. A counterexample
for a property ¢ is a path 7(sg,...,s,) such that I(sg) and —p(s,), and the
length len(r) of such a counterexample is given by the number of states in this
path.

Typical programming constructs can be rewritten into the program syntax
presented above. For example, Dijkstra’s guarded commands are encoded in
terms of a disjunction of conjunctions of guards g(x1,...,z,) and updates x} =
fi(x1, ... ,zy) for all variables x;. Programs with external, non-deterministic
inputs are defined by partitioning the set of variables into input variables, which
are unconstrained, and the other state variables, whose next-state values are
constrained by the transition relation.

Throughout this paper we use timed automata [2], which are state-transition
graphs augmented with a finite set of real-valued clocks, as a prototypical class
of infinite-state systems. Decidability of the model-checking problem for timed
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automata rests on the fact that the space of clock valuations is partitioned into
finitely many clock regions. Two clock valuations v, v that belong to the same
region are (region) equivalent, denoted as v1 ~ 74 va. This region equivalence is
a stable quotient relation, that is, whenever ¢ ~74 u and T'(q,q’), there exists
a state u’ such that T'(u,u’) and ¢’ ~74 v’ [2]. Encoding of timed automata
in terms of logical programs with linear arithmetic constraints are described
in [19]. In particular, program states consist of a location and nonnegative real
interpretations of clocks. For timed automata we restrict ourselves to proving
so-called clock constraints ¢, such that ¢ ~74 u implies that ¢(q) iff o(u).

3 Direct and Reverse Simulation

The notions of direct and reverse simulation as developed here lay out the foun-
dation for the completeness results in Section [4].

Definition 1 (Direct / Reverse Simulation). Let M = (V,I,T) be a pro-
gram and ¢ a state formula over V. We define the functors Fy and F,. that map
binary relations R over V in the following way.

_ [ if =p(s1) then —p(s2)

Fa(R)(51,52) := {else Vs, . T(s1,5,) = Js} . R(s},54) A T(sa,5})
[ if I(s1) then I(s2)

Er(R)(s1,52) 1= {else Vs, . T(s,,51) = Js} . R(s},54) A T(sh, s2)

A direct simulation over V with respect to ¢ is any binary relation < over V
that satisfies < C Fy(=). Similarly, a reverse simulation over V' with respect to
© is any binary relation < over V that satisfies < C F,.(=X).

In contrast to reverse simulations, direct simulations depend on a state formula
. Also, the definition of direct simulation is inspired by the notion of stable
relations above. Direct (reverse) simulations are usually denoted by <4 (<,). The
following direct and reverse simulations are used as running examples throughout
the paper.

Example 1. The empty relation a=yb := false is a direct and a reverse simula-
tion.

Ezample 2. Equality (=) between states is a direct and a reverse simulation.

Ezample 3. The relation s1=<;s2 := I(s1) AI(s2) is a reverse simulation, where
I is the predicate for describing the set of initial states of the given program.

Ezample 4. Now, consider programs (V,I,T) with inputs such that input(zx)
holds iff = is an input variable. The relation

s1 =; Sg = for all variables x € V . input(z) or si1(x) = sa2(x),
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with s(z) denoting the value of the variable x in the state s, is a reverse simula-
tion, since the values of the input variables are not constrained by the predicate
I and their next values are not constrained by 7. Obviously, for transition sys-
tems with inputs, the relation s; =; s is weaker than =, and therefore gives rise
to shorter paths.

Ezxample 5. 'We now consider timed automata programs and clock constraints.
The region equivalence ~ 4, which give rise to finitely many clock regions, is
stable, and therefore a direct simulation.

The notions of direct and reverse simulation are modular in the sense that
the union of direct (reverse) simulations is also a direct (reverse) simulation.

Proposition 1 (Modularity). If <; and <5 are direct (reverse) simulations,
then <; U =5 is also a direct (reverse) simulation.

This property follows directly from the definitions of direct (reverse) simulations
in Definition [land from the monotonicity of the functors F,; and F,.. For example,
the reverse simulations <; and =; in Examples Bl and [4] may be combined to
obtain a new reverse simulation.

Given a program M = (V,I,T) and a property ¢, the associated largest
direct (reverse) simulation relation <p (=g) is obtained as the greatest fixpoint
of the functor Fy (F,) in Definition [1l These fixpoints exist, since F; and F). are
monotonic. However, the fixpoint iterations are often prohibitively expensive,
and a direct (reverse) simulation is only obtained on convergence of the iteration.
The iteration in Proposition [2 provides a viable alternative in that a reverse
(direct) simulation is refined to obtain a stronger reverse (direct) simulation.
The proof of the proposition below follows from the definitions of reverse (direct)
simulations, from the monotonicity of the functors F,. (Fy), and from modularity
(Proposition [TI).

Proposition 2 (Anytime Iteration). If <, (=) is a reverse (direct) sim-
ulation, then for all n > 0 the relation <, , (=<qn) is also a reverse (direct)
simulation:

=ro0 = = =d,0 := 4
jr,n = jr,n—l U Fr(jr,n—l) jd,n = jd,n—l U Fd(ﬁd,n—l)

Consequently, this iteration gives rise to an anytime algorithm for computing
direct (reverse) simulations, and equality =, for example, may be used as seed,
since it is both a direct and a reverse simulation (see Example[2). Also, quantifier
elimination algorithms such as the one in Section[fl may be used in this iteration.

4 Completeness of k-Induction

Given the notions of direct and reverse simulations, we develop sufficient con-
ditions for proving completeness of k-induction. These results are based on re-
stricting paths to not contain states that are similar with respect to a given direct
or reverse simulation. For direct (reverse) simulations we define a compressed
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)

Fig. 1. Incompleteness of k-induction.

path w.r.t. to the given direct (reverse) simulation as a path w(sg,s1,...,8,)
not containing any s;, s; with j < 4 (i < j) such that s; directly (reversely)
simulates s;.

Definition 2 (Path Compression).

— A path wfd(so, S1y...,8y) 18 compressed w.r.t. the direct simulation < if:

734(50,81,...,8n) = T(50,81,...,8n) A /\ 8i2dS;-
0<j<i<n

— A path wf"(so, S1y.-.,8n) 18 compressed w.r.t. the reverse simulation =<, if:

T37(80, 815+, 8n) = (80,81, +.,8n) A /\ 81275
0<i<j<n

A path that is compressed with respect to the reverse and the direct simulations
=, and =4 is denoted by w=3r,

For example, a path 7(sp,...,s,) is compressed w.r.t. the reverse simulation
(=) from Example @ iff it is acyclic. Moreover, given the reverse simulation <;
from Example B, a path m(so, ..., sy) is compressed w.r.t. < iff it contains at

most one initial state. Obviously, for transition systems with inputs, the relation
(=;) (see Example H)) is weaker than (=), and therefore give rise to shorter
compressed paths. We have collected all ingredients for defining k-induction for
arbitrarily compressed paths.

Definition 3 (k-Induction). Let M = (V,I,T) be a program, k an integer,
=<, a reverse simulation, and <4 a direct simulation. The induction scheme of
depth k, IND=d (k) allows one to deduce the invariance of ¢ in M if the following
holds.

— I(sg) A m3md(sg,...,86-1) — @(s0) A ... A @(Sk—1)
—@(sn) A oo A @(Snak—1) A TS, Snak) — @(Snak)

For example, given the empty relationship <y from Example [T IND=? re-
duces to the naive, incomplete k-induction on arbitrary paths. Consider, for ex-
ample, the system in Figure [Tl and a property ¢, which is assumed to hold only
in gq4. Now, the execution sequence g3z ~» g3 ~> ...~ g3 ~ q4 is not k-inductive,

k
but it is ruled out under the acyclic path restriction. The complete k-induction
schemes in [I7], which consider only acyclic paths and paths that only visit ini-
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tial states once can be recovered by instantiating Definition [3] with the relations
(=) (Example[2) and (=) (Example[3)), respectively. Since both (=) and (<)
are reverse simulations, an induction scheme restricted to acyclic paths visiting
initial states at most once is obtained by modularity (Proposition [J).

Completeness of k-induction relies heavily on the notion of path compression.
We now state the main lemma.

Lemma 1 (Compressing non-7=¢ paths). Let 7(so,...,5,) be a given
path; then:

1. There exists a 7=~ compressed path m="(qo,...,qm), S-t. ¢n = s, and
m < n.

2. There exists a 7=4- compressed path 7=4(qo, . . ., ¢m), S.t. o = so and m < n.

Proofsketch. Assume a path 7(sg, ..., sp), which is not compressed w.r.t. <.

By Definition [ it follows that there are states s;,s; € m(so,...,Sn) such that
$;=rs;, and 1 < j. We distinguish two cases. First, if s; is an initial state, then so
is s;, and therefore a shorter path 7(s;, ..., s,) is obtained as a counterexample.
Second, if s; is not an initial state, then s; # sg, and there exists a s;_; such
that T'(s;—1, s;). Since s;=,s; it follows by Definition [[lthat there is a state s;_;,
such that s,_1=,s,_; and T'(s;_4, s;). If s;,_1 is initial state, then so is s}_;, and
since i < j a shorter path m="(s}_,,s;,...,s,) is obtained. If s;_; is not initial,
by repeating the above argument a shorter path is constructed. In both cases a
shorter path is obtained, if such path is not a compressed path, then it is further
reduced. The proof for 7=¢- compressed paths works analogously.

IND="4(k) is complete if: ¢ is an invariant of M iff there is a k such that
IND="4(k)(p). Now, completeness of k-induction follows from the main lemmal[I]
above.

Theorem 1 (Completeness). IND="“(k) is a complete proof method iff
there is an upper bound on the length of the paths =74 (sg, ..., 8y,).

Using the simulation from Example 2] Theorem [[is instantiated to obtain the
following complete k-induction for finite-state systems.

Corollary 1. Let M be a finite-state program over V' and ¢ a state property
in V; then IND™ (k) induction is complete.

In general, k-induction for (=) is not complete for infinite-state systems. Con-
sider, for example, the program M = (I,T) over the integer state variable x
with I = (x = 0) and T = (2/ = = + 2), and the formula = # 3. Obviously, it
is the case that © # 3 is invariant in M, but there exists no k € IN such that
the property is proven by IND™ (k). However, k-induction is complete for timed
automata, since the equivalence relation ~ 74 is a direct simulation (Example[d),
and an upper bound on the length of the paths 7~ (s, ..., s,) is given by the
number of clock regions.

Corollary 2. Let M be a timed automata program over the clock evaluations
C and ¢ a clock constraint in C; then IND™™ (k) induction is complete.

Similar results are obtained for other direct and reverse simulations and combi-
nations thereof.
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2=0V 1=0V
yl’ =y2+1 yy1§y2 y2 fy1+1/\ﬁ(y1§y2)
al =a2) a3 b1 ~b2) b3
yl’:=0 y2' =0

Fig. 2. Bakery Mutual Exclusion Protocol.

5 Invariant Strengthening

Whenever k-induction fails to prove a property ¢, there is a counterexample
T = Sp,Sn+tls---sSntk such that the first k states satisfy ¢ whereas the last
state sp4ir does not satisfy this property. If s, is indeed reachable, then ¢
is not invariant. Otherwise, the counterexample is labeled as spurious and it
is inconclusive whether ¢ is invariant or not. However, by assuming s, to be
unreachable, such a spurious counterexample is used to obtain a strengthened
invariant ¢ A —(sp,).

Consider, for example, the property —(qq4) for the system in Figure [l Induc-
tion of depth k = 1 fails, and the counterexample g3 ~» g4 is obtained. Now,
—(qq) is strengthened to obtain —(g4) A —(g3), which is proven using 1-induction.
More generally, whenever the induction step of IND="4(k) fails, the formula
Q(Sny- s 8nik) = @(Sn) A oo e Ap(Spak—1) AT (Spy ooy Spvk) A —p(Sptk) is
satisfiable, and each satisfying assignment describes a counterexample for the
induction step. Thus, we define the predicate U(s) for representing the set
of possibly unreachable states, which may reach the bad state in k steps by
means of a 7= path, U(s) = Isp41,-- -, Sntk-Q(S, Snt1,-- -, Sntk). Now, @ is
strengthened as ¢ A —U(s), and quantifier elimination is used for transforming
this strengthened formula into an equivalent Boolean constraint formula. For the
general case, we use the quantifier elimination procedure in Section [6l Notice,
however, that for special cases such as guarded command languages, the quan-
tifiers in U(s) are eliminated using purely syntactic operations such as substitu-
tion, since all quantifications are over “next-state” variables x for which there
are explicit solutions f(.). An example might help to illustrate the combination
of k-induction, strengthening, and quantifier elimination.

Ezxample 6. Consider the usual stripped-down version of Lamport’s Bakery pro-
tocol in Figure [2| with the initial value 0 for both counters y1 and y2 and the
mutual exclusion property M X defined by —(pcl = a3 A pc2 = b3). We apply
3-induction with the empty simulation relation <. The base step holds and the
induction step fails, thus we obtain

U(sn) := 3Snt1,Sn12, Snt3- MX(8p) AMX (Sp41) A
MX(S7L+2> A Wj@ (Sna Sn+1, Sn+2, Sn—i—3> A j]M)((Sn—i-3>

with states s; of the form (pcl;, y1;, pe2;,y2;). Since the transitions of the Bakery
protocol are in terms of guarded commands, simple substitution is used to obtain
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a quantifier-eliminated form, R(s), defined as
R(s) :=(pcl =al Apc2 =0b2Ay2=0)V (pcl = a2 Apc2 = bl Ayl =0).

Now, the strengthened property M X (s) A —R(s) is proven using 3-induction.

6 Quantifier Elimination

Given a quantified formula Jvars. ¢ with ¢ € Bool(C), quantifier-elimination
procedures usually work by transforming ¢ into disjunctive normal form (DNF)
and distributing the existential quantifiers over disjunctions. Thus, one is left
with eliminating quantifiers from a set of existentially quantified conjunctions
of literals. We assume as given such a procedure C-ge. The main drawback of
these procedures is that there is a potential exponential blowup in the initial
transformation to DNF and C-ge might even return further disjunctions (as is
the case for Presburger arithmetic); this problem has been addressed for the
Boolean case by McMillan [14].

The quantifier elimination problem for invariant strengthening, as discussed
in Section [l allows for a purely syntactic quantifier elimination as long as we
are restricting ourselves to guarded command programs. In these cases, C-ge just
applies the substitution rule (x ¢ vars(y))

(Gz.(z =) Ap(x)) iff p(4);

possibly followed by simplification. Quantifier elimination by substitution has
already been used in the context of model checking, for example, by Coud-
ert, Berthet, and Madre [15] and more recently by Williams, Biere, Clarke,
Gupta [20], and Abdulla, Bjesse, Eén [1]. Another C-ge function is used in McMil-
lan’s [14] quantifier elimination algorithm based on propositional SAT solving,
in that his C-ge(vars, ¢) simply deletes the literals in ¢, which contain a variable
in wars. In contrast, depending on the background theory, arbitrary complex
quantifier elimination procedures, such as the ones for Presburger arithmetic or
real-closed fields, can also be used here.

As motivated above, the initial DNF computation should usually be avoided
when possible. Given a set of existentially quantified variables vars and a quan-
tifier-free formula ¢ in Bool(C), the algorithm ge(vars, ) in Figure Blreturns a
formula in Bool(C) which is equivalent to Jvars. ¢. The procedure ge relies on
a satisfiability solver for formulas ¢ € Bool(C), which is assumed to enumerate
representations of sets of satisfiable models in terms of conjunctions of literals in
©. Such a solver is described, for example, in [7JG]. These solutions are supposed
to be enumerated by successive calls to nezt-solution in Figure[3. Since there are
only a finite number of solutions in terms of subsets of literals, the function ge is
terminating. Moreover, minimal solutions or good over-approximations thereof,
as produced by the lazy theorem proving algorithm [76], accelerate convergence.

The variable ¢ in Figure B stores the current solution obtained by mnezt-
solution, and the procedure C-ge applies quantifier elimination for conjunction. In
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procedure ge(vars, ¢)

1 = false

loop
¢ 1= next-solution(p)
if ¢ = false then return ¥
¢ := C-qe(vars,c)
Y=V
p=pA-c

Fig. 3. Lazy Quantifier Elimination.

many cases, C-ge just applies the substitution rule to remove quantified variables.
In order to obtain the next set of solutions, we rule out the current solutions by
updating ¢ with the value —¢’ instead of —¢, since —¢’ is more restrictive.

Thus, the quantifier elimination procedure in Figure Bl avoids eager computa-
tion of a disjunctive normal form. Moreover, a solver for Bool(C) is used to guide
the search for relevant “conjunctions” in . In this way, the ge algorithm extends
the lazy theorem proving paradigm described in [76] to the case of first-order
reasoning.

Example 7. Consider

Hifl,yl ((CIL‘O =1Vxyg=3Vyy > 1)/\3’51 =x0— 1Ay :y0—|—1>
V ((‘Toifl\/wo:*S)/\xl:330+2/\y1:y0*1))/\$1<0

A first satisfiable conjunction of literals is obtained by, say
ci=yo>1Az1=20—1Ay1 =yo+ 1Az <O.

Now, application of the substitution rule yields ¢’ := yg > 1Axzg — 1 < 0, and,
after updating ¢ with —¢’ a second solution is obtained as

ci=x9=—-3Nx1=20+2Ay1 =yo— 1Az1 <O0.

Again, applying the substitution rule, one gets ¢’ := xg = —3Axg + 2 < 0,
and, since there are no further solutions, the quantifier-eliminated formula is
(yo >1Azg—1< O)V($() =-3ANxg+2< 0).

7 Experiments

We describe some of our experiments with k-induction and invariant strength-
ening. Our benchmark examples include infinite-state systems such as commu-
nication protocols, timed automata and linear hybrid systems In particular,
Table [l contains experimental results for the Bakery protocol as described ear-
lier, Simpson’s protocol [I8] to avoid interference between concurrent reads and

! These benchmarks are available at http://www.csl.sri.com/~ demoura/cav03examples
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writes in a fully asynchronous system, well-known timed automata benchmarks
such as the train gate controller and Fischer’s mutual exclusion protocol, and
three linear hybrid automata benchmarks for water level monitoring, the leak-
ing gas burner, and the multi-rate Fischer protocol. Timed automata and linear
hybrid systems are encoded as in [19]. Starting with & = 1 we increase k until
k-induction succeeds. We are using invariant strengthening only in cases where
syntactic quantifier elimination based on substitution suffices. In particular, we
do not use strengthening for the timed and hybrid automata examples, that is,
C-qe tries to apply the substitution rule, if the resulting satisfiability problems
for Boolean combinations of linear arithmetic constraints are solved using the
lazy theorem proving algorithm described in [7] and implemented in the ICS
decision procedures [9].

System Name Proved with k|Time|Refinements
Bakery Protocol 3 0.21 1
Simpson Protocol 2 0.16 2
Train Gate Controller 5 0.52 0
Fischer Protocol 4 0.71 0
Water Level Monitor 1 0.08 0
Leaking Gas Burner 6 1.13 0
Multi Rate Fischer 4 0.84 0

Table 1. Results for k-induction. Timings are in seconds.

The experimental results in Table [l are obtained on a 2GHz Pentium-IV
with 1Gb of memory. The second column in Table [ lists the minimal % for
which k-induction succeeds, the third column includes the total time (in sec-
onds) needed for all inductions from 0 to k, and the fourth column the number
of strengthenings. Timings do not include the one for quantifier elimination,
since we restricted ourselves to syntactic quantifier elimination only. Notice that
invariant strengthening is essential for the proofs of the Bakery protocol and
Simpson’s protocol, since k-induction alone does not succeed for any k.

Simpson’s protocol for avoiding interference between concurrent reads and
writes in a fully asynchronous system has also been studied using traditional
model checking techniques. Using an explicit-state model checker, Rushby [16]
demonstrates correctness of a finitary version of this potentially infinite-state
problem. Whereas it took around 100 seconds for the model checker to verify
this stripped-down problem, k-induction together with invariant strengthening
proves the general problem in a fraction of a second. Moreover, other nontrivial
problems such as correctness of Illinois and Futurebus cache coherence protocols,
as given by [§], are easily established using 1-induction with only one round of
strengthening.
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8 Related Work

We restrict this comparison to work we think is most closely related to ours.
Sheeran, Singh, and Stalmarck’s [I7] also use k-induction, but their approach is
restricted to finite-state systems only. They consider k-induction restricted to
acyclic paths and each path is constrained to contain at most one initial state.
These inductions are simple instances of our general induction scheme based on
reverse and direct simulations. Moreover, invariant strengthening is used here to
decrease the minimal k for which k-induction succeeds.

Our path compression techniques can also be used to compute tight com-
pleteness thresholds for BMC. For example, a compressed recurrence diameter
is defined as the smallest n such that I(sg) A 7=7d(sq,...,sy) is unsatisfiable.
Using equality (=) for the simulation relation, this formula is equivalent to the
recurrence diameter in [4]. A tighter bound of the recurrence diameter, where
values of input variables are ignored, is obtained by using the reverse simulation
=;. In this way, the results in [12] are obtained as specific instances in our general
framework based on reverse and direct simulations. In addition, the compressed
diameter is defined as the smallest n such that

n—1

=,
I(s0) Am=rd(sg,. .., 8,) A /\ ;"% (s0, 84)
=0

is unsatisfiable, where ﬁ?“d(so, 8i) = IS1,...,8-1.T=79(80, 81,81, 5i)
holds if there is a relevant path from sy to s; with ¢ steps. Depending on the
simulation relation, this compressed diameter yields tighter bounds for the com-
pleteness thresholds than the ones usually used in BMC [4].

9 Conclusion

We developed a general k-induction scheme based on the notion of reverse and
direct simulation, and we studied completeness of these inductions. Although any
k-induction proof can be reduced to a 1-induction proof with invariant strength-
ening, there are certain advantages of using k-induction. In particular, bugs of
length k are detected in the initial step, and the number of strengthenings re-
quired to complete a proof is reduced significantly. For example, a 1-induction
proof of the Bakery protocol requires three successive strengthenings each of
which produces 4 new clauses. There is, however, a clear trade-off between the
additional cost of using k-induction and the number of strengthenings required
in 1-induction, which needs to be studied further.
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Abstract. We consider the problem of reasoning with linear temporal
logic on truncated paths. A truncated path is a path that is finite, but
not necessarily maximal. Truncated paths arise naturally in several areas,
among which are incomplete verification methods (such as simulation or
bounded model checking) and hardware resets. We present a formalism
for reasoning about truncated paths, and analyze its characteristics.

1 Introduction

Traditional LTL semantics over finite paths [15] are defined for maximal paths in
the model. That is, if we evaluate a formula over a finite path under traditional
LTL finite semantics, it is because the last state of the path has no successor in
the model. One of the consequences of extending LTL [I6] to finite paths is that
the next operator has to be split into a strong and a weak version [15]. The strong
version, which we denote by X!y, does not hold at the last state of a finite path,
while the weak version, which we denote by Xy, does.

In this paper, we consider not only finite maximal paths, but finite trun-
cated paths. A truncated path is a finite path that is not necessarily maximal.
Truncated paths arise naturally in incomplete verification methods such as sim-
ulation or bounded model checking. There is also a connection to the problem
of describing the behavior of hardware resets in temporal logic, since intuitively
we tend to think of a reset as somehow cutting the path into two disjoint parts -
a finite, truncated part up until the reset, and a possibly infinite, maximal part
after the reset.

Methods of reasoning about finite maximal paths are insufficient for reasoning
about truncated paths. When considering a truncated path, the user might want
to reason about properties of the truncation as well as properties of the model.
For instance, the user might want to specify that a simulation test goes on long
enough to discharge all outstanding obligations, or, on the other hand, that an
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obligation need not be met if it “is the fault of the test” (that is, if the test is
too short). The former approach is useful for a test designed (either manually or
by other means) to continue until correct output can be confirmed. The latter
approach is useful for a test which has no “opinion” on the correct length of a
test - for instance, a monitor running concurrently with the main test to check
for bus protocol errors.

At first glance, it seems that the strong operators (X! and U) can be used in
the case that all outstanding obligations must be met, and the weak operators
(X and W) in the case that they need not. However, we would like a specification
to be independent of the verification method used. Thus, for instance, for a
specification [p U g], we do not want the user to have to modify the formula to
[p W ¢] just because she is running a simulation.

In such a situation, we need to define the semantics over a truncated path. In
other words, at the end of the truncated path, the truth value must be decided. If
the path was truncated after the evaluation of the formula completed, the truth
value is already determined. The problem is to decide the truth value if the path
was truncated before the evaluation of the formula completed, i.e., where there is
doubt regarding what would have been the truth value if the path had not been
truncated. For instance, consider the formula Fp on a truncated path such that
p does not hold for any state. Another example is the formula Gg on a truncated
path such that g holds for every state. In both cases we cannot be sure whether
or not the formula holds on the original untruncated path.

We term a decision to return true when there is doubt the weak view and a
decision to return false when there is doubt the strong view. Thus in the weak
view the formula Fp holds for any finite path, while Gg holds only if ¢ holds at
every state on the path. And in the strong view the formula Fp holds only if
p holds at some state on the path, while the formula Gg does not hold for any
finite path. Alternatively, one can take the position that one should demand the
maximum that can be reasonably expected from a finite path. For formulas of
the form Fp, a prefix on which p holds for some state on the path is sufficient to
show that the formula holds on the entire path, thus it is reasonable to demand
that such a prefix exist. In the case of formulas of the form Gg, no finite prefix
can serve as evidence that the formula holds on the entire path, thus requiring
such evidence is not reasonable. Under this approach, then, the formula Fp holds
only if p holds at some state on the path, while the formula Gg holds only if ¢
holds at every state on the path. This is exactly the traditional LTL semantics
over finite paths [I5], which we term the neutral view.

In this paper, we present a semantics for LTL over truncated paths based
on the weak, neutral, and strong views. We study properties of the truncated
semantics for the resulting logic LTL!"%"¢, as well as its relation to the informative
prefizes of [I2]. We examine the relation between truncated paths and hardware
resets, and show that our truncated semantics are mathematically equivalent to
the reset semantics of [3].

The remainder of this paper is structured as follows. Section [2] presents our
truncated semantics. SectionBlstudies properties of our logic as well as its relation
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to the informative prefizes of [12]. Section[ shows the relation to hardware resets.
Section [o] discusses related work. Section [6] concludes.

2 The Truncated Semantics

Recall that LTL is the logic with the following syntax:
Definition 1 (LTL formulas).

— Fvery atomic proposition is an LTL formula.
— If ¢ and ¥ are LTL formulas then the following are LTL formulas:
o epAYy  eXlyp  efp U]

Additional operators are defined as syntactic sugaring of the above operators:

e oV E (g A) e E apVy e XX (X p)
oFcpdﬁf[trueUcp] chpdﬁf—'F—'go o[chq/J]dg[goUdJ]\/ch

According to our motivation presented above, the formula ¢ holds on a trun-
cated path in the weak view if up to the point where the path ends, “nothing
has yet gone wrong” with ¢. It holds on a truncated path in the neutral view
according to the standard LTL semantics for finite paths. In the strong view, ¢
holds on a truncated path if everything that needs to happen to convince us that
0 holds on the original untruncated path has already occurred. Intuitively then,
our truncated semantics are related to those of standard LTL on finite paths as
follows: the weak view weakens all operators (e.g. U acts like W, X! like X), the
neutral view leaves them unchanged, and the strong view strengthens them (e.g.
W acts like U, X like X!).

We define the truncated semantics of LTL formulas over wordd] from the
alphabet 2F. A letter is a subset of the set of atomic propositions P such that
true belongs to the subset and false does not. We will denote a letter from 2 by £
and an empty, finite, or infinite word from 27 by w. We denote the length of word
w as |w|. An empty word w = € has length 0, a finite word w = (bpl1ls - Ly,)
has length n + 1, and an infinite word has length co. We denote the i*" letter of
w by w1 (since counting of letters starts at zero). We denote by w'" the suffix
of w starting at w®. That is, w* = (wiw™*!...w") or wh = (wiwt...). We
denote by w®7 the finite sequence of letters starting from w’ and ending in w’.
That is, w7 = (wlw™t .. w’).

We make use of an “overflow” and “underflow” for the indices of w. That
is, w = e if j > |w|, and w'* = e if j > |w| or k < j. For example, in the
semantics of [p U 9] under weak context, when we say “Jk”, k is not required
to be less than |w|.

The truncated semantics of an LTL formula are defined with respect to finite
or infinite words and a context indicating the strength, which can be either

! Relating the semantics over words to semantics over models is done in the standard
way. Due to lack of space, we omit the details.
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weak, neutral or strong. Under the neutral context only non-empty words are
evaluated; under weak/strong contexts, empty words are evaluated as well. We

“ 7

use w |:Sg0 to denote that ¢ is satisfied under the model (w, S), where S is “—
if the context is weak, null if it is neutral, and “+” if it is strong. We use w to
denote an empty, finite, or infinite word, ¢ and ¢ to denote LTL formulas, p to
denote an atomic proposition, and j and k to denote natural numbers.

holds weakly: For w such that |w| > 0,

l.wgEp< |w=0o0rpeuw’

2. wE—p<=w |¥ ®

B wEpANYy<—=wEpandw =9

4. wEX = w' Ep

5. w = [pUth] <= Tk such that wk =, and for every j < k, w’ ¢

holds neutrally: For w such that |w| > 0,

Lwkp+<pecu’

2wk wkeyp

B wEeANY <= wEypandw =y

4. wEX ¢ = |Jw|>1and w' ¢

5. w = [pUth] <= Fk < |w| such that w* =, and for every j < k, w' |=¢

holds strongly: For w such that |w| > 0,

1. wEp<+< |w >0and p € w°

2. wE-p = wH

3. w ’=+np/\w<:)w H@andw ):er

4w EX g = w' Egp

5. w 2 [pUy] <= Tk such that w* =1, and for every j < k, w E ¢

Our goal was to give a semantics to LTL formulas for truncated paths, but we
have actually ended up with two parallel semantics: the neutral semantics, and
the weak /strong semantics. The weak /strong semantics form a coupled dual pair
because the negation operator switches between them. Before analyzing these
semantics, we first unify them by augmenting LTL with truncate operators that
connect the neutral semantics to the weak/strong semantics. Intuitively, trunc_.w
truncates a path using the weak view, while trunc_s truncates using the strong
view. Formally, LTL!"“"¢ is the following logic, where we use the term boolean
expression to refer to any application of the standard boolean operators to atomic
propositions, and we associate satisfaction of a boolean expression over a letter
w' with satisfaction of the boolean expression over the word w® .

Definition 2 (LTL!"%"¢ formulas).

— Every atomic proposition is an LTLY"“"¢ formula.
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— If ¢ and + are LTLY“"¢ formulas and b is a boolean expression, then the
following are LTL™*"¢ formulas:
o —p e VAP o Xl p o [p U] e ¢ trunc.w b

We also add the dual of the trunc_w operator as syntactic sugar as follows:

@ truncs b def —(—¢p truncw b)

The semantics of the standard LTL operators are as presented above. The se-
mantics of the truncate operator are as follows:

—w E@truncw b <= w E ¢ or Jk < |w| s.t. w¥ b and w'F E
—wEptruncw b <= w =@ or Ik < |w| s.t. w* Eband w k1 Eo
—w Eptruncw b <= w E ¢ or Ik < |w| s.t. wF E=band wOF 1 =g

Thus, trunc_w performs a truncation and takes us to the weak view, and, as
we show below, trunc_s performs a truncation and takes us to the strong view.
There is no way to get from the weak/strong views back to the neutral view.
This corresponds with our intuition that once a path has been truncated, there
is no way to “untruncate” it.

3 Characteristics of the Truncated Semantics

In this section, we study properties of the truncated semantics as well as its
relation to the informative prefizes of [12]. All theorems are given here without
proof; the proofs can be found in the full version of the paper. We first examine
relations between the views. The first theorem assures that the strong context is
indeed stronger than the neutral, while the neutral is stronger than the weak.

Theorem 3 (Strength relation theorem). Let w be a non-empty word.

LuwEp=wky
2 wkEp=wkEyp

The proof, obtained by induction on the structure of the formula, relies on the
following lemma.

Lemma 4 Let ¢ be a formula in LTLY"C. Then both € = ¢ and € |¥ Pp.

The following corollary to Theorem Bl states that for infinite paths, the
weak /neutral/strong views are the same. Recall that the neutral view with-
out the trunc_w operator is that of standard LTL over finite and infinite paths.
Thus, for LTL*"¢ formulas with no truncation operators (that is, for LTL for-
mulas), Corollary Blimplies that all three views are equivalent over infinite paths
to standard LTL semantics.

Corollary 5 If w is infinite, then w = ¢ iff w =@ iff w = .
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Intuitively, a truncated path w satisfies ¢ in the weak view if w “carries
no evidence against” ¢. It should then follow that any prefix of w “carries no
evidence against” ¢. Similarly, w satisfies ¢ in the strong view if it “supplies
all the evidence needed” to conclude that ¢ holds on the original untruncated
path. Hence any extension of w should also “supply all evidence needed” for this
conclusion. The following theorem confirms these intuitive expectations. We first
formalize the notions of prefix and extension.

Definition 6 (Prefix, extension).

u 1s a prefix of v, denoted u < v, if there exists a word u' such that uu’ = v.
w 18 an extension of v, denoted w = v, if there exists a word v’ such that vv' = w.

Theorem 7 (Prefix/extension theorem).

LvEp <= Yu=v, ulEy
2. v)zﬂp = Yw = v, w’=+<p

We now examine our intuitions regarding some derived operators. Since the
trunc_w operator takes us to the weak view, we expect the trunc_s operator to

take us to the strong view. The following observation confirms our intuition by
capturing directly the semantics of the trunc_s operator.

Observation 8
—wlEp truncsb <= w | and Yk < |w| if w* b then w'F~1 ):ﬂp
—w e truncsb <= w =@ and Yk < |w| if w* [=b then w'F~1 ):ﬂp
—w |=+np trunc.s b <— w |=+<p and Yk < |w| if w* =b then wok-1 ):ﬂp
The following observation shows that our intuitions regarding F and G on
truncated paths hold. In particular, Fe holds for any formula ¢ in weak context

on a truncated path, and Gy does not hold for any formula ¢ in strong context
on a truncated path.

Observation 9

ewEFp < 3k st uwh Eo ew = Gp < Yk, wh =
ewEFp <= Jk<|w st w Ep ewlEGy <= Vk<|uw, v Ep
ewEFp «— Tk st wh o e w = Gp — Yk, wh Eo

Note that for k& > |w|, w* = € and by Lemma[ € = ¢ and e |7§r o for every .
Thus Observation [ shows that for every formula ¢ and for every finite word w,
w EFp and w # Go.

We have already seen that for infinite words, the semantics of the
weak /neutral /strong contexts are equivalent and, in the absence of truncation
operators, are the same as those of standard LTL. The following observations
show that for finite words, the strength of an operator matters only in the neu-
tral context since in a weak context every operator is weak (U acts like W and

X! acts like X) and in a strong context every operator is strong (W acts like U
and X acts like X!).
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Observation 10 Let w be a finite word.

cwEXp = wEA(XIp) ewEpU] <= w [ W(-p A )]
cwEXp = wEX g o w U] <= w E [pWy]
cuwEXp = wEX o uw = [pUy] = wi= [pW]

A consequence of this is that under weak context it might be the case that both ¢
and —¢ hold, while under strong context it might be the case that neither ¢ nor
= holds. It follows immediately that ¢ A=y may hold in the weak context, while
V- does not necessarily hold in the strong context. For example, let ¢ = XXp.
Then on a path w of length 1, w E ¢ A -, and w # @V —p. This property of
the truncated semantics is reminiscent of a similar property in intuitionistic logic
[6], in which ¢ V =¢ does not necessarily hold.

We now argue that the truncated semantics formalizes the intuition behind
the weak, neutral and strong views. Recall that one of the motivating intuitions
for the truncated semantics is that if a path is truncated before evaluation of ¢
“completes”, then the truncated path satisfies ¢ weakly but does not satisfy ¢
strongly. If the evaluation of ¢ “completes” before the path is truncated, then the
truth value on the truncated path is the result of the evaluation. Thus, in order
to claim that we capture the intuition we need to define when the evaluation of
a formula completes. In other words, given a word w and a formula ¢ we would
like to detect the shortest prefix of w which suffices to conclude that ¢ holds or
does not hold on w. We call such a prefix the definitive prefix of ¢ with respect
to w.

Definition 11 (Definitive prefix). Let w be a non-empty path and ¢ a for-
mula. The definitive prefix of w with respect to ¢, denoted dp(w, ), is the short-
est finite prefix u < w such that

uEpe=ukEp<e=uEp

if such u exists and T otherwise.

Intuitively, if w is finite and dp(w, ¢) = T, then even after examination of all
of w, our decision procedure leaves doubt about the dispositions of both ¢ and
- on w. Therefore, both are satisfied weakly on w, neither is satisfied strongly
on w, and all of w is needed to determine which one is satisfied neutrally on w.
If dp(w, p) # T, then for finite or infinite w, examination of dp(w, ¢) is exactly
enough for our decision procedure to resolve without doubt the truth value of
© over any prefix v of w such that v > dp(w, ). Therefore, any proper prefix
of dp(w, ) satisfies weakly both ¢ and —p, while dp(w, ) satisfies strongly
exactly one of ¢ or —p, as do all of its extensions. The following theorem states
this formally:

Theorem 12 (Definitive prefix theorem). Let v be a non-empty word and
@ an LTLY"C formula.

— Ifdp(v,p) # T then
o u=<dp(v,p) = ulEp andu l=-p
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o dplo, ) = u o oru g
— Otherwise
o for every finite u < v, (u = ¢ and u = —) and (u |¥ p and u |¥ )

Plainly, dp(w, ¢) = dp(w, —¢). If u is the definitive prefix of w with respect
to ¢, then it is its own definitive prefix with respect to ¢. That is:

Proposition 13 Let w be a non-empty word and ¢ an LTLY"¢ formula. Then

dp(w7 90) # T = dp(w7 90) = dp(dp(Uh 90)’ 90)

The definitive prefix of the truncated semantics is closely related to the con-
cept of informative prefix in [12]. That work examines the problem of model
checking safety formulas for standard LTL over maximal paths. Let a safety for-
mula be a formula ¢ such that any path w violating ¢ contains a prefix w%* all
of whose infinite extensions violate ¢ [15]. Such a prefix is termed a bad prefiz
by [12]. Our intuitive notion of a bad prefix says that it should be enough to
fully explain the failure of a safety formula. However, [12] showed that for LTL
over maximal paths, there are safety formulas for which this does not hold. For
instance, consider the formula ¢ = (G(q V FGp) A G(r V FG=p)) V Gg V Gr. In
standard LTL semantics, ¢ is equivalent to Gq Vv Gr, and the bad prefixes are ex-
actly the finite words satisfying —(GqV Gr). However, we somehow feel that such
a prefix is too short to “tell the whole story” of formula ¢ on path w, because
it does not explain that (FGp) A (FG—p) is unsatisfiable.

The concept of a prefix which tells the whole story regarding the failure
of formula ¢ on path w is formalized by [12] as an informative prefix. The
precise definition in [12] is inductive over the finite path and the structure of
—p, which is assumed to be in positive normal form. The definition accomplishes
an accounting of the discharge of the various sub-formulas of —¢ and is omitted
due to lack of space. From the intuitive description, if u is an informative prefix

for ¢, then we should have that u E—wp, or equivalently, u |# ¢. The following
theorem confirms this expectation and its converse.

Theorem 14 (Informative prefix theorem). Let w be a non-empty finite
word and ¢ an LTL formula.

w ¢ <= w is informative for ¢

Notice that Theorem [[4 shows that the notion of informative prefix for ¢, de-
fined in terms of syntactic structure, is captured semantically by the weak/strong
truncated semantics. Furthermore, the definitive prefix does not require formulas
to be in positive normal form, as does the informative prefix, and is symmetric
in ¢ and —p, as opposed to the informative prefix, which is defined only for for-
mulas that do not hold. The precise relation of definitive prefixes to informative
prefixes is given by the following corollary.

Corollary 15 Let w be a non-empty path and let ¢ be an LTL formula.
If dp(w, ) = T, then w has no informative prefix for either ¢ or —¢.
Otherwise, dp(w, ) is the shortest informative prefiz of w for either ¢ or —p.
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4 Relation to Hardware Resets

There is an intimate relation between the problem of hardware resets and that
of truncated vs. maximal paths: a hardware reset can be viewed as truncating
the path and canceling future obligations; thus it corresponds to the weak view
of truncated paths. We now consider the relation between the semantics given
to the hardware reset operators of ForSpec [3] (termed the reset semantics by
[2]) and of Sugar2.0 [§] (termed the abort semantics by [2]) and the truncated
semantics we have presented above. We show that the truncated semantics are
equivalent to the reset semantics, thus by [2], different from the abort semantics.

Reset Semantics The reset semantics are defined as follows, where [3] uses
accept_on as the name of the trunc_w operator. Let a and r be mutually exclusive
boolean expressions, where a is the condition for truncating a path and accepting
the formula, and r is the condition for rejection. Let w be a non-empty wordB.
As before, we use ¢ and 1 to denote LTL!"%"¢ formulas, p to denote an atomic
proposition, and j and k£ to denote natural numbers. The reset semantics are
defined in terms of a four-way relation between words, contexts a and r, and

formulas, denoted |s,. The definition of the reset semantics makes use of a two-
way relation between letters and boolean expressions which is defined in the
obvious manner.

Ep<uw'aV(pA-r)

e <= (w,r,a) e

Eo AN <= (w,a,r) K¢ and (w,a,r) 51

EXl g <= uw’ kaor (w’ Krand [w| > 1 and (w',a,7) K¢ )
w,a,r) 5[p U 1p] <= there exists k < |w]| such that (w*, a,r) 1, and
for every j <k, (w’,a,r) K¢

6. (w,a,7) K truncw b <= (w,aV (bA-r), 1) K¢

w,a,r

w,a,r

~_ ~— ~ ~

w,a,r

ARl

(
(
(w,a,r
(
(

Abort Semantics The abort semantics are defined in [8] as the traditional
LTL semantics over finite and infinite (non-empty) paths, with the addition of a

truncate operator (termed there abort), as follows, where we use [ to denote
satisfaction under these semantics:

w =@ trunc.w b <= either w |5 ¢ or there exist j < |w| and word w’ such
that w’/ b and w7 1w’ o

Intuitively, the reset and abort semantics are very similar. They both specify
that the path up to the point of reset must be “well behaved”, without regard to

2 In [3], the reset semantics are defined over infinite words. We present a straightfor-
ward extension to (non-empty) finite as well as infinite words.
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the future behavior of the path. The difference is in the way future obligations
are treated, and is illustrated by the following formulas:

(G(p — F(e A =¢))) trunc_w b (1)
(G—p) truncw b (2)

Formulas [ and are equivalent in the abort semantics, because the future
obligation @ A—p is not satisfiable. They are not equivalent in the reset semantics,
because the reset semantics “do not care” that ¢ A = is not satisfiable. Thus
there exist values of w, a, and r such that Formula [I holds under the reset
semantics, while Formula B] does not. For example, consider a word w such that
p holds on w® and for no other letter and b holds on w® and on no other letter.
If a = r = false, then Formula [0l holds on word w in the reset semantics under
contexts a and r, while Formula [ does not.

As shown in [2], the difference between the reset and the abort semantics
causes a difference in complexity. While the complexity of model checking the
reset semantics is PSPACE-complete, the complexity of model checking the abort
semantics is SPACE(exp(k, n))-complete where n is the length of the formula and
k is the nesting depth of trunc_w.

Unlike the abort semantics, the truncated and reset semantics make no exis-
tential requirements of a path after truncation. The truncated semantics discard
the remainder of the path after truncation, while the reset semantics accumulate
the truncate conditions for later use. Theorem [TA states that they are the same.

Theorem 16 (Equivalence theorem). Let ¢ be a formula of LTLY“"¢ a and
r mutually exclusive boolean expressions, and w a non-empty word. Then,

(w,a,7) K¢ < w = (¢ trunc_w a) trunc_s r

In particular, for an infinite w, (w, false, false) | ¢ in the reset semantics if
and only if w = ¢ in the truncated semantics. It follows easily that the truncated
semantics are not more expressive or harder to decide than the reset semantics,
which were shown in [2] to have the same expressiveness and complexity as LTL.

5 Related Work

Semantics for LTL is typically defined over infinite paths. Often finite paths are
dealt with by infinitely repeating the last state (see e.g. [7]). Lichtenstein et
al. [14] were the first to extend the semantics of LTL to finite paths. In particu-
lar, they introduced the strong next operator (see also [13],[15] pages 272-273]).
However, they consider only finite maximal paths, and the issue of truncated
paths is not considered.

The issue of using temporal logic specifications in simulation is addressed
by [1]. They consider only a special class of safety formulas [4] which can be
translated into formulas of the form Gp, and do not distinguish between maximal
and truncated paths.
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The idea that an obligation need not be met in the weak view if it “is the
fault of the test” is directly related to the idea of weak clocks in [8], in which
obligations need not be met if it “is the fault of the clock”. The weak/strong
clocked semantics of [§] were the starting point for investigations that have led
to [9], which proposes a clocked semantics in which the clock is strengthless, and
to the current work, which preserves much of the intuition of the weak/strong
clocked semantics in a simpler, unclocked setting.

The work described here is the result of discussions in the LRM sub-committee
of the Accellera Formal Verification Technical Committee. Three of the languages
(Sugar2.0, ForSpec, CBV [10]]) examined by the committee enhance temporal
logic with operators intended to support hardware resets. We have discussed
the reset and abort semantics of ForSpec and Sugar2.0 in detail. The opera-
tor of CBV, while termed abort, has semantics similar to those of ForSpec’s
accept_on/reject_on operators. As we have shown, our truncated semantics are
mathematically equivalent to the reset semantics of ForSpec. However, the reset
semantics take the operational view in that they tell us in a fairly direct manner
how to construct an alternating automaton for a formula. Our approach takes
the denotational view and thus tells us more directly the effect of truncation on
the formula. This makes it easy to reason about the semantics in a way that is
intuitively clear, because we can reason explicitly about three constant contexts
(weak/neutral /strong) which are implicit in the operational view.

Bounded model checking [5] considers the problem of searching for coun-
terexamples of finite length to a given LTL formula. The method is to solve the
existential model checking problem for ¢ = -, where ¢ is an LTL formula to be
checked. An infinite path 7 of a model M that shows that M = E is called a
witness for 1. The existence of a witness has to be demonstrated by exhibiting
an appropriate path 7 of finite length k. In some cases, this can be done by
finding a path 7, with a loop (two identical states); this can be expanded to an
infinite path in which the loop is repeated infinitely often. But a finite path 7y
can also demonstrate the existence of a witness, even if it is not known to have
a loop. This can be understood in the framework of the truncated semantics as
follows: The bounded semantics without a loop of [5] is the strong semantics for
LTL formulas in positive normal form. If 7; satisfies ¢ in this semantics, then by
Theorems[d and Bl every extension of 7, satisfies 1 in the neutral semantics. As-
suming there is at least one transition from every state in M, there is an infinite
extension 7 of 7 that is a computation path of M. Then 7 is a witness for .
Conversely, if there is no path of length k satisfying 1 in the bounded semantics
without a loop, then every path of length k weakly satisfies ¢. As noted in [5], the
bounded semantics without a loop break the duality between strong and weak
operators. The truncated semantics provide the missing dual weak semantics,
and therefore render unnecessary the restriction of [5] to positive normal form.

The completeness threshold (CT) of [I1] is reminiscent of our definitive prefix.
However, CT is defined with respect to a model and a formula while the definitive
prefix is defined with respect to a word and a formula. Even if we try to compare
the definitions by taking for a word w a model M,, that accepts w alone, the
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definitions do not coincide: the definitive prefix for any word with respect to the
formula Gp is T but there exists a model M, accepting Gp with a bounded C7 .

In [17] the problem of determining the value of a formula over finite paths
in simulation is also considered. Their semantics can be formulated using the
notion of bad/good prefixes by defining a 3-valued satisfaction that returns true
if a good prefix [12] is seen, false if a bad prefiz is seen and pending otherwise.
The resulting semantics is different than the truncated semantics and is quite
similar to the abort semantics.

6 Conclusion and Future Work

We have considered the problem of reasoning in temporal logic over truncated
as well as maximal paths, and have presented an elegant semantics for LTL
augmented with a truncate operator over truncated and maximal paths. The se-
mantics are defined relative to three views regarding the truth value of a formula
when the truncation occurs before the evaluation of the formula completes. The
weak view is consistent with a preference for false positives, the strong view with
a preference for false negatives, and the neutral view with the desire to see as
much evidence as can reasonably be expected from a finite path.

We have studied properties of the truncated semantics for the resulting logic
LTLI%¢ as well as its relation to the informative prefives of [12]. We have
examined the relation between truncated paths and hardware resets, and have
shown that our truncated semantics are mathematically equivalent to the reset
semantics of [3].

Future work is to investigate how the weak/neutral/strong paradigm can be
generalized: in particular, whether there are useful correspondences between al-
ternative weak/neutral/strong semantics and other decision procedures for LTL,
analogous to that between the truncated semantics and the classical tableau con-
struction. Having a generalized framework, we might be able to find a logic that
has the acceptable complexity of the truncated semantics, while allowing rewrite
rules such as ((p/\wpdéffalse), which are prohibited in the truncated semantics.

In addition, we would like to combine the truncated semantics with those
of LTL® [9], to provide an integrated logic which supports both hardware clocks
and hardware resets for both complete and incomplete verification methods.
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Abstract. In previous work, we showed how structural information can
be used to efficiently generate the state-space of asynchronous systems.
Here, we apply these ideas to symbolic CTL model checking. Thanks to
a Kronecker encoding of the transition relation, we detect and exploit
event locality and apply better fixed-point iteration strategies, resulting
in orders-of-magnitude reductions for both execution times and memory
consumption in comparison to well-established tools such as NuSMV.

1 Introduction

Verifying the correctness of a system, either by proving that it refines a specifi-
cation or by determining that it satisfies certain properties, is an important step
in system design. Model checking is concerned with the tasks of representing a
system with an automaton, usually finite-state, and then showing that the initial
state of this automaton satisfies a temporal logic statement [13].

Model checking has gained increasing attention since the development of tech-
niques based on binary decision diagrams (BDDs) [4]. Symbolic model checking
[6] is known to be effective for computation tree logic (CTL) [12], as it allows for
the efficient storage and manipulation of the large sets of states corresponding to
CTL formulae. However, practical limitations still exist. First, memory and time
requirements might be excessive when tackling real systems. This is especially
true since the size (in number of nodes) of the BDD encoding the set of states
corresponding to a CTL formula is usually much larger during the fixed-point
iterations than upon convergence. This has spurred work on distributed/parallel
algorithms for BDD manipulation and on verification techniques that use only
a fraction of the BDD nodes that would be required in principle [3] [19].

Second, symbolic model checking has been quite successful for hardware ver-
ification but software, in particular distributed software, has so far been consid-
ered beyond reach. This is because the state space of software is much larger, but
also because of the widely-held belief that symbolic techniques work well only in
synchronous settings. We attempt to dispel this myth by showing that symbolic
model checking based on the model structure copes well with asynchronous be-
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havior and even benefits from it. Furthermore, the techniques we introduce excel
at reducing the peak number of nodes in the fixed-point iterations.

The present contribution is based on our earlier work in symbolic state-space
generation using multivalued decision diagrams (MDDs), Kronecker encoding of
the next state function [17, B], and the saturation algorithm [9]. This background
is summarized in Section [, which also discusses how to exploit the model struc-
ture for MDD manipulation. Section [3] contains our main contribution: improved
computation of the basic CTL operators using structural model information.
Section [ gives memory and runtime results for our algorithms implemented in
SMART' [7] and compares them with NuSMV [11].

2 Exploiting the Structure of Asynchronous Models

We consider globally-asynchronous locally-synchronous systems specified by a
tuple (S, 8™ £, N), where the potential state space S is given by the product
Sk X ---x 8y of the K local state spaces of K submodels, i.e., a generic (global)
state is i = (ix, ..., i1); " C S is the set of initial states; € is a set of (asyn-
chronous) events; the next-state function N : S—25is disjunctively partitioned
[14] according to &, i.e., N' = [J,ce Na, where Ny (i) is the set of states that
can be reached when event « fires in state i; we say that « is disabled in i if
N, (1) = 0.

With high-level models such as Petri nets or pseudo-code, the sets Sk, for K >
k>1, might not be known a priori. Their derivation alongside the construction of
the (actual) state space S C S, defined by S = SMHUN (ST )UN?(SMH)U- - - =
N*(8™), where N(X) = ;e N (i), is an interesting problem in itself [10].
Here, we assume that each Sy is known and of finite size nj, and map its elements
to {0,...,n;—1} for notational simplicity and efficiency.

Symbolic model checking manages subsets of S and relations over S. In the
binary case, these are simply subsets of {0,1}% and of {0,1}2X respectively,
and are encoded as BDDs. Our structural approach instead uses MDDs to store
sets and (boolean) sums of Kronecker matrix products to store relations. The
use of MDDs has been proposed before [15], but their implementation through
BDDs made them little more than a “user interface”. In [I7], we showed instead
that implementing MDDs directly may increase “locality”, thus the efficiency
of state-space generation, if paired with our Kronecker encoding of N. We use
quasi-reduced ordered MDDs, directed acyclic edge-labeled multi-graphs where:

— Nodes are organized into K + 1 levels. We write (k|p) to denote a generic
node, where k is the level and p is a unique index for a node at that level.
Level K contains only a single non-terminal node (K|r), the root, whereas
levels K —1 through 1 contain one or more non-terminal nodes.

— Level 0 consists of the two terminal nodes, (00) and (0|1).

A non-terminal node (k|p) has nj arcs, labeled from 0 to nj—1, pointing
to nodes at level k—1. If the arc labeled i; points to node (k—1|q), we
write (k|p)[ix] = q. Duplicate nodes are not allowed but, unlike the (strictly)
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reduced ordered decision diagrams of [15], redundant nodes where all arcs
point to the same node are allowed (both versions are canonical [16]).

Let A((k|p)) be the set of tuples (ik, ..., ix+1) labeling paths from (K|r) to node
(k|p), and B({k|p)) the set of tuples (i, ...,41) labeling paths from (k[p) to (0|1).
In particular, B((K|r)) and A({0|1)) specify the states encoded by the MDD.

A more drastic departure from traditional symbolic approaches is our encod-
ing of N [I7], inspired by the representation of the transition rate matrix for a
continuous-time Markov chain by means of a (real) sum of Kronecker products
Bl I8]. This requires a Kronecker-consistent decomposition of the model into
submodels, i.e., there must exist functions Ny @ Sk — QS’C, for a € £ and
K >k>1, such that, for any i € §, No(i) = No g (ir) X -+ X Noa(i).

Na.i(ir;) represents the set of local states locally reachable (i.e., for submodel
k in isolation) from local state i, when « fires. In particular, « is disabled in
any global state whose k' component iy, satisfies NV, x(ix) = . This consis-
tency requirement is quite natural for asynchronous systems. Indeed, it is al-
ways satisfied by formalisms such as Petri nets, for which any partition of the
P places of the net into K < P subsets is consistent. We define the boolean
incidence matrices W, 1, € {0, 1}5+%Sk 5o that W, x[ix, jr] = 1iff 5 € Nk (ir)-
Then, W = V, ce Qxspo1 Wak encodes N, ie., Wi, j| = 1 iff j € N(i),
where ® denotes the Kronecker product of matrices, and the mixed-base value
Zle ik H;:ll n; of i is used when indexing W.

2.1 Locality, In-Place-Updates, and Saturation

One important advantage of our Kronecker encoding is its ability to evidence
the locality of events inherently present in most asynchronous systems. We say
that an event a is independent of level k if W, is the identity matrix; this
means that the k™ local state does not affect the enabling of «, nor is modified
by the firing of a. We then define Top(«) and Bot(a) to be the maximum and
minimum levels on which o depends. Since an event must be able to modify
at least some local state to be meaningful, we can assume that these levels are
always well defined, i.e., K > Top(«) > Bot(a) > 1.

One advantage of our encoding is that, for practical asynchronous systems,
most Wy, are the identity matrix (thus do not need to be stored explicitly)
while the rest usually have very few nonzero entries per row (thus can be stored
with sparse data structures). This is much more compact than the BDD or MDD
storage of V. In a BDD representation of N, for example, an edge skipping levels
k and k' (the k*™ components of the “from” and “to” states, respectively) means
that, after « fires, the k" component can be either 0 or 1, regardless of whether
it was 0 or 1 before the firing. The more common behavior is instead the one
where 0 remains 0 and 1 remains 1, the default in our Kronecker encoding.

In addition to reducing the memory requirements to encode A/, the Kro-
necker encoding allows us to exploit locality to reduce the execution time when
generating the state space. In [I7], we performed an iteration of the form
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repeat
for each a € € do \3 — S U Na(S)\
until S does not change

with S initialized to S™. If Top(a) = k, Bot(a) = [, and i € S, then, for any
j € No(i) we have j = (i, ooy 8kt1, Jks o5 Ji, bi—1, .31 ). Thus, we descend from
the root of the MDD encoding the current & and, only when encountering a
node (k|p) we call the recursive function Fire(«, (k|p)) to compute the resulting
node at the same level k using the information encoded by W, j; furthermore,
after processing a node (l|q), with [ = Bot(«), the recursive Fire calls stop.

In [8], we gained further efficiency by performing in-place updates of (some)
MDD nodes. This is based on the observation that, for any other i’ € S whose
last k components coincide with those of i and whose first K — k components
(i'%; -1}, 1) lead to the same node (k|p) as (i, ...,ix41), we can immediately
conclude that j' = (i, ..., 7 1, jks - J1, 911, --11) is also reachable. Thus, we
performed an iteration of the form (let & = {a: Top(a) = k})

repeat

for k=1to K do
for each node (k|p) do

for each a € & do [ — S U A((k|p)) x Fire(a, (k|p)) |
until S does not change

where the “A((k|p))x” operation comes at no cost, since it is implied by starting
the firing of a “in the middle of the MDD” and directly updating node (k|p).

The memory and time savings due to in-place updates are compounded to
those due to locality. Especially when studying asynchronous systems with “tall”
MDDs (large K), this results in orders-of-magnitude improvements with respect
to traditional symbolic approaches. However, even greater savings are achieved
by saturation [9], a new iteration control strategy made possible by the use of
structural model information. A node (k|p) is saturated if it is a fixed point with
respect to firing any event that is independent of all levels above k:

Vi,k>12>1, Yo € &, A((klp))xB((klp)) 2 Na( A((klp))xB({klp)) )-
With saturation, the traditional global fixed-point iteration for the overall MDD
disappears. Instead, we start saturating the node at level 1 (assuming |S™| = 1,
the initial MDD contains one node per level), move up in the MDD saturating
nodes, and end the process when we have saturated the root. To saturate a node
(k|p), we exhaustively fire each event « € &, in it, using in-place updates at level
k. Each required Fire(«, (k|p)) call may create nodes at lower levels, which are
recursively saturated before completing the Fire call itself (see Fig. ).

Saturation has numerous advantages over traditional methods, resulting in
enormous memory and time savings. Once (k|p) is saturated, we never fire an
event o € & in it again. Only saturated nodes appear in the unique table and
operation caches. Finally, most of these nodes will still be present in the final
MDD (non-saturated nodes are guaranteed not to be part of it). In fact, the peak
and final number of nodes differ by a mere constant in some models [9].
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Fig. 1: Encoding of N and generation of S using saturation: K =3, £ ={a, b, ¢, d, e}.
Arrows between frames indicate the event being fired (a darker shade is used for the
event label on the “active” level in the firing chain). The firing sequence is: a (3 times),
b, ¢ (at level 1), a (interrupting ¢, 3 times to saturate a new node), ¢ (resumed, at
level 2), e (at level 1) a (interrupting e, 3 times to saturate a new node) e (resumed, at
level 2), b (interrupting e), e (resumed, at level 3), and finally d (the union of
and at level 2, i.e., , is saturated by definition). There is at most one
unsaturated node per level, and the one at the lowest level is being saturated.

3 Structural-Based CTL Model Checking

After having summarized the distinguishing features of the data structures and
algorithms we employ for state-space generation, we now consider how to apply
them to symbolic model checking. CTL [12] is widely used due to its simple yet
expressive syntax and to the existence of efficient algorithms for its analysis [0].
In CTL, operators occur in pairs: the path quantifier, either A (on all paths)
or F (there exists a path), is followed by the tense operator, one of X (next), F’
(future, or finally), G (globally, or generally), and U (until). Of the eight possible
pairings, only a generator (sub)set needs to be implemented in a model checker,
as the remaining operators can be expressed in terms of those in the set [13].
{EX, EU, EG} is such a set, but the following discusses also EF for clarity.
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3.1 The EX Operator

Semantics: i’ | EXp iff Jit € N(i°) s.t. i Ep. (“E” means “satisfies”)

In our notation, EX corresponds to the inverse function of A/, the previous-
state function, N ~!. With our Kronecker matrix encoding, the inverse of N, is
simply obtained by transposing the incidence matrices W, j, in the Kronecker
product, thus ="' is encoded as \ e @ gspn1 Wi

To compute the set of states where F X p is satisfied, we can follow the same
idea used to fire events in an MDD node during our state-space generation: given
the set P of states satisfying formula p, we can accumulate the effect of “firing
backward” each event by taking advantage of locality and in-place updates. This
results in an efficient calculation of EX. Computing its reflexive and transitive
closure, that is, the backward reachability operator FF', is a much more difficult
challenge, which we consider next.

3.2 The EF Operator

Semantics: i’ = EFp iff 3n > 0,3i! € N(i%),...,3i" e N(i"7!) s.t. i" E p.

In our approach, the construction of the set of states satisfying E'F'p is analo-
gous to the saturation algorithm for state-space generation, with two differences.
Besides using the transposed incidence matrices WS &> the execution starts with
the set P, not a single state. These differences do not affect the applicability of
saturation, which retains all its substantial time and memory benefits.

3.3 The EU Operator

Semantics: i’ = E[pU ¢ iff 3n > 0,3i' € N(i9),....,3i" e N(i" ) st i" = ¢
and i™ = p for all m < n. (in particular, i = ¢ implies i = E[pU ¢])

The traditional computation of the set of states satisfying F[pU ¢] uses a
least fixed point algorithm. Starting with the set Q of states satisfying g, it iter-
atively adds all the states that reach them on paths where property p holds (see
Algorithm EUtrad in Fig. ). The number of iterations to reach the fixed point

is max;_s (min{n [3i® € QAVO<m<n,Iim e N1 i ) NP Ai=i"}).

EUtrad(in P, Q : set of state) : set of state

1. declare X,) : set of state;

2. X «— Q; e initialize X with all states in Q
3. repeat

4. Yy «— X

5. X — XUWNTYX)NP); e add predecessors of states in X that are in P
6. until Y = X;

7. return X;

Fig. 2: Traditional algorithm to compute the set of states satisfying E[p U q].
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Applying Saturation to EU. As the main contribution of this paper, we
propose a new approach to computing EU based on saturation. The challenge
in applying saturation arises from the need to “filter out” states not in P (line
of Algorithm EUtrad): as soon as a new predecessor of the working set X is
obtained, it must be intersected with P. Failure to do so can result in paths
to Q that stray, even temporarily, out of P. However, saturation works in a
highly localized manner, adding states out of breadth-first-search (BFS) order.
Performing an expensive intersection after each firing would add enormous over-
head, since our firings are very lightweight operations. To cope with this problem,
we propose a “partial” saturation that is applied to a subset of events for which
no filtering is needed. These are the events whose firing is guaranteed to preserve
the validity of the formula p. For the remaining events, BFS with filtration must
be used. The resulting global fixed point iteration interleaves these two phases
(see Fig. B). The following classification of events is analogous to, but different
from, the wvisible vs. invisible one proposed for partial order reduction [T].

Definition 1 In a discrete state model (3, Sinit g N), an event « is dead with
respect to a set of states X if there is no state in X from which its firing leads
to a state in X, i.e., Ny 1(X) N X = 0 (this includes the case where « is always
disabled in X); it is safe if it is not dead and its firing cannot lead from a state
not in X to a state in X, i.e., ) € NJ7H(X) C X; it is unsafe otherwise, i.e.,
NN X AOANTHX)NX A£0. ]

Given a formula F[p U q], we first classify the safety of events through static
analysis. Then, each FU fixed point iteration consists of two backward steps:
BF'S on unsafe events followed by saturation on safe events. Since saturation is in
turn a fixed point computation, the resulting algorithm computes a nested fixed
point. Note that the operators used in both steps are monotonic (the working
set X is increasing), a condition for applying saturation and in-place updates.

Note 1 Dead events can be ignored altogether by our EUsat algorithm, since
the working set X is always a subset of P U Q.

Note 2 The Saturate procedure in line [[0lof FUsat is analogous to the one we
use for E'F', except that it is restricted to a subset £g of events.

Note 3 ClassifyEvents has the same time complexity as one FX step and is
called only once prior to the fixed point iterations.

Note 4 To simplify the description of EUsat, we call ClassifyFEvents with the
filtker PU Q, ie., Es = {a: 0 C N7 (PUQ) C PUQ}. With a slightly more
complex initialization in EUsat, we could use instead the smaller filter P, i.e.,
Es ={a:0c N;Y(P) C P}. In practice, both sets of events could be computed.
Then, if one is a strict superset of the other, it should be used, since the larger
&g is, the more FUsat behaves like our efficient E'F saturation; otherwise, some
heuristic must be used to choose between the two.
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ClassifyEvents(in X : set of state,out y,Es : set of event)

1. & «— O Eu — 0; e initialize safe and unsafe sets of events
2. for each event a € £ e determine safe and unsafe events, the rest are dead
3. if(@cNI'(x)Ca)

4. Es — EsU{al; e safe event w.r.t. X
5. elseif (W' (X)NX #0)

6. Euv — Euu{a}l; e unsafe event w.r.t. X

EUsat(in P, Q : set of state) : set of state

1. declare X, : set of state;

2. declare &y,E&s : set of event;

3. ClassifyEvents(P U Q,Eu,Es);

4. X «— Q;

5. Saturate(X,Es); e initialize X with all states at unsafe distance 0 from Q
6. repeat

7. Yy «— X

8.

X — XUWSHX)N(PUQ)); e perform one unsafe backward BFS step
9. if X # Y then

10. Saturate(X,Es); e perform one safe backward saturation step

11. until Y = X;

12. return X;

Fig. 3: Saturation-based algorithm to compute the set of states satisfying E[pU ¢].

Note 5 The number of EUsat iterations is 1 plus the “unsafe distance from P to
97, maxjep (min{n|Fi° e RL(Q)AVO<m <n, I eRE(Ry(i™ HNP)AL =i"}),
where Rs(X) = Uyees No ' (X) and Ry (X) = U,ee, Na H(X) are the sets of
“safe predecessors” and “unsafe predecessors” of X, respectively.

Lemma 1 Iteration d of FUsat finds all states i at unsafe distance d from Q.

Proof. By induction on d. Base: d = 0 = i € R5(Q) which is a subset of X
(lines ME). Inductive step: suppose all states at unsafe distance m <d are added
to X in the m'" iteration. By definition, a state i at unsafe distance d+ 1 satisfies:
Ji% € RE(Q)AVO<m<d+1,3j™ € Ry(i™ 1) NP, 3™ € RE(™), and i = i1
Then, i"™ and j™ are at unsafe distance m. By the induction hypothesis, they are
added to X in iteration m. In particular, i? is a new state found in iteration d.
This implies that the algorithm must execute another iteration, which finds j¢t!
as an unsafe predecessor of i? (line [§). Since i is either j¥*! or can reach it

through safe events alone, it is added to X (line [I0). O
Theorem 1 Algorithm EUsat returns the set X of states satisfying E[p U q].

Proof. It is immediate to see that EUsal terminates, since its working set is a
monotonically increasing subset of S, which is finite. Let ) be the set of states
satisfying E[pU q]. We have (i) Q C X (line ) (ii) every state in X can reach a
state in Q through a path in X, and (iii)) X C P U Q (lines BII0). This implies
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unsafe distance:

distance:

Fig. 4: Comparing BFS and saturation order: distance vs. unsafe distance.

X C ). Since any state in ) is at some finite unsafe distance d from Q, by
Lemma[Il we conclude that ) C X. The two set inclusions imply X = ). O

Figure Ml illustrates the way our exploration differs from BFS. Solid and
dashed arcs represent unsafe and safe transitions, respectively. The shaded areas
encircle the explored regions after each iteration of EUsat, four in this case.
EUtrad would instead require seven iterations to explore the entire graph (states
are aligned vertically according to their BFS depth).

Note 6 Our approach exhibits “graceful degradation”. In the best case, all
events are safe, and EUsat performs just one saturation step and stops. This
happens for example when pV g = true, which includes the special case p = true.
As E[true U q] = EFq, we simply perform backward reachability from Q using
saturation on the entire set of events. In the worst case, all events are unsafe, and
EUsat performs the same steps as EUtrad. But even then, locality and our Kro-
necker encoding can still substantially improve the efficiency of the algorithm.

3.4 The EG Operator

Semantics: i’ = EGp iff Vn > 0 ,3i" € N(i"7}) s.t. i | p.

In graph terms, consider the reachability subgraph obtained by restricting
the transition relation to states in P. Then, EGp holds in any state belonging to,
or reaching, a nontrivial strongly connected component (SCC) of this subgraph.

Algorithm EGtrad in Fig. Bl shows the traditional greatest fixed point itera-
tion. It initializes the working set X’ with all states in P and gradually eliminates
states that have no successor in X until only the SCCs of P and their incoming
paths along states in P are left. The number of iterations equals the maximum
length of any path over P that does not lead to such an SCC.

Applying Saturation to EG. EGtrad is a greatest fixed point, so to speed
it up we must eliminate unwanted states faster. The criterion for a state i is a
conjunction: i should be eliminated if all its successors are not in P. Since it
considers a single event at a time and makes local decisions that must be globally
correct, it would appear that saturation cannot be used to improve EGtrad.
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EGtrad(in P : setof state) : EGsat(in P : set of state) : set of state
set of state 1. declare X,Y,C,T : set of state;
1. declare X, : set of state; 2. C « EUsat(P,{ieP:ieN(i)});
2. X «— P; 3. T «— 0
3. repeat 4. whileJie P\ (CUT) do
4. Y — X; 5. X « EUsat(P\C,{i});
5. X «— N HX)NP; 6. Y « ESsat(P\C,{i});
6. until Y = X; 7. if | X NY|>1 then
7. return X; 8. C «— Cux;
9. else
10. T « TUli};
11. return C;

Fig. 5: Traditional and saturation-based EG algorithms.

However, Fig. Bl shows an algorithm for FG which, like [2] 20], enumerates the
SCCs by finding forward and backward reachable sets from a state. However,
it uses saturation, instead of breadth-first search. In line B Algorithm FGsat
disposes of selfloop states in P and of the states reaching them through paths
in P (selfloops can be found by performing FX using a modified set of matrices
W, where off-diagonal entries are set to zero). Then, it chooses a single state
i € P and builds the backward and forward reachable sets from i restricted to P,
using EUsat and ESsat (ES is the dual in the past of EU; it differs from EUsat
only in that it does not transpose the matrices Wy ;). If X and ) have more
than just i in common, i belongs to a nontrivial SCC and all of A" is part of our
answer C. Otherwise, we add i to the set 7 of trivial SCCs (i might nevertheless
reach a nontrivial SCC, in Y, but we have no easy way to tell). The process
ends when P has been partitioned into C, containing nontrivial SCCs and states
reaching them over P, and 7, containing trivial SCCs.

EGsat is more efficient than our EGtrad only in special cases. An example
is when the EUsat and ESsat calls in EGsat find each next state on a long
path of trivial SCCs through a single lightweight firing, while EGtrad always
attempts firing each event at each iteration. In the worst case, however, EGsat
can be much worse than not only EGtrad, but even an explicit approach. For this
reason, the next section discusses only EGtrad, which is guaranteed to benefit
from locality and the Kronecker encoding.

4 Results

We implemented our algorithms in SMART [7] and compared them with NuSMV
(version 2.1.2), on a 2.2 GHz Pentium IV Linux workstation with 1GB of RAM.
Our examples are chosen from the world of distributed systems and protocols.
Each system is modeled in the SMART and NuSMYV input languages. We verified
that the two models are equivalent, by checking that they have the same sets of
potential and reachable states and the same transition relation.
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We briefly describe the chosen models and their characteristics. Detailed
descriptions can be found in [7]. The randomized asynchronous leader election
protocol solves the problem of designating a unique leader among N participants
by sending messages along a unidirectional ring. The dining philosophers and the
round robin protocol models solve a specific type of mutual exclusion problem
among IV processes. The slotted ring models a communication protocol in a net-
work of N nodes. The flexible manufacturing system model describes a factory
with three production units where N parts of each of three different types move
around on pallets (for compatibility with NuSMV, we had to change immediate
events in the original SMART model [7] into timed ones). This is the only model
where the number of levels in the MDD is fixed, not depending on N (of course,
the size of the local state spaces Si, depends instead on N). All of these models
are characterized by loose connectivity between components, i.e., they are ex-
amples of globally-asynchronous locally-synchronous systems. We used the best
known variable ordering for SMART and NuSMV (they coincide in all models
except round robin, where, for best performance, NuSMV uses the reverse of
the one for SMART'). The time to build the encoding of A is not included in the
table; while this time is negligible for our Kronecker encoding, it can be quite
substantial for NuSMV, at times exceeding the reported runtimes.

Tabled shows the state-space size, runtime (sec), and peak memory consump-
tion (MB) for the five models, counting MDD nodes plus Kronecker matrices in
SMART'| and BDD nodes in NuSMV. There are three sets of columns: state-space
generation (analogousto EF'), EU, and EG. See [1] for the meaning of the atomic
propositions. In NuSMYV, it is possible to evaluate EU expressions without ex-
plicitly building the state space first; however, this substantially increases the
runtime, so that it almost equals the sum of the state-space generation and EU
entries. The same holds for FG. In SMART the state-space construction is always
executed in advance, hence the memory consumption includes the MDD for the
state space. We show the largest parameter for which NuSMV can build the
state space in the penultimate row of each model, while the last row shows the
largest parameter for which SMART can evaluate the EU and EG.

Overall, SMART outperforms NuSMV time- and memory-wise. Saturation
excels at state-space generation, with improvements exceeding 100,000 in time
and 1,000 in memory. Indeed, SMART' can scale N even more than shown, e.g., 10
for the leader election, 10,000 for philosophers, 200 for round robin, and 150 for
FMS. For EU, we can see the effect of the data structures and of the algorithm
separately, since we report for both EUtrad and EUsat. When comparing the
two, the latter reaches a fixed point in fewer iterations (recall Fig. H) and uses
less memory. While each FUsat iteration is more complex, it also operates on
smaller MDDs, one of the benefits of saturation. The performance gain is more
evident in large models, where EUtrad runs out of memory before completing
the task and is up to 20 times slower. The comparison between our FUtrad,
EGtrad and NuSMYV highlights instead the differences between data structures.
SMART is still faster and uses much less memory, suggesting that the Kronecker
representation for the transition relation is much more efficient than the 2 K-level
BDD representation.
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5 Conclusion and Future Work

We showed how, by exploiting the structure of a discrete-state model, one can
recognize event locality, encode it using a boolean Kronecker matrix represen-
tation of the next-state function, and greatly improve the efficiency of symbolic
CTL model checking, i.e., the computation of the sets of states satisfying an
EX, EF, EU, or EG formula.

Furthermore, we showed that the saturation algorithm we initially proposed
for state-space generation can be adapted to efficiently find the states satisfying
an FU expression, by automatically classifying the safety of the model events.
The resulting EUsat algorithm is at least as fast, and in many cases much faster
than, our already improved EU computation. EUsat can also be used as the key
procedure to compute the set of states satisfying an EG formula. However, this
approach enumerates the SCCs in the model, thus it can be pathologically poor.

In the future, we will investigate how to further improve the EG computation,
for example by exploring how saturation may be used to obtain the SCC hull
without enumeration. We will also extend our work to Fair-CTL, since our event
classification idea should remain applicable. Finally, since the asynchronous sys-
tems we target are often studied using explicit partial-order reduction techniques,
we intend to perform a thorough comparison with tools such as SPIN.

References

[1] R. Alur et al. Partial-order reduction in symbolic state space exploration. In
Proc. CAV, pages 340-351. Springer, 1997.

[2] R. Bloem, H. Gabow, and F. Somenzi. An algorithm for strongly connected
component analysis in nlogn symbolic steps. In Proc. FMCAD, pages 37-54.
Springer, 2000.

[3] R. Bloem, K. Ravi, and F. Somenzi. Symbolic guided search for CTL model
checking. In Proc. DAC, pages 29-34. ACM Press, 2000.

[4] R. E. Bryant. Symbolic boolean manipulation with ordered binary-decision dia-
grams. ACM Comp. Surv., 24(3):393-318, 1992.

[5] P. Buchholz, G. Ciardo, S. Donatelli, and P. Kemper. Complexity of memory-
efficient Kronecker operations with applications to the solution of Markov models.
INFORMS J. Comp., 12(3):203-222, 2000.

[6] J. R. Burch, E. M. Clarke, K. L. McMillan, D. L. Dill, and L. J. Hwang. Symbolic
model checking: 10%° states and beyond. In LICS, pages 428-439, 4-7 1990.

[7] G. Ciardo et al. SMART": Stochastic Model checking Analyzer for Reliability and
Timing, User Manual. Available at http://www.cs.wm.edu/~ciardo/SMART/.

[8] G. Ciardo, G. Luettgen, and R. Siminiceanu. Efficient symbolic state-space con-
struction for asynchronous systems. In Proc. ICATPN, LNCS 1825, pages 103—
122. Springer, June 2000.

[9] G. Ciardo, G. Luettgen, and R. Siminiceanu. Saturation: An efficient iteration
strategy for symbolic state space generation. In Proc. TACAS, LNCS 2031, pages
328-342. Springer, Apr. 2001.

[10] G. Ciardo, R. Marmorstein, and R. Siminiceanu. Saturation unbound. In Proc.
TACAS, LNCS 2619, pages 379-393. Springer, Apr. 2003.



[11]
[12]
[13]
[14]
[15]
[16]
[17]
[18]
[19]

[20]

Structural Symbolic CTL Model Checking of Asynchronous Systems 53

A. Cimatti, E. Clarke, F. Giunchiglia, and M. Roveri. NuSMV: A new symbolic
model verifier. In Proc. CAV, LNCS 1633, pages 495-499. Springer, 1999.

E. M. Clarke and E. A. Emerson. Design and synthesis of synchronization skele-
tons using branching time temporal logic. In Proc. IBM Workshop on Logics of
Programs, LNCS 131, pages 52-71. Springer, 1981.

E. M. Clarke, O. Grumberg, and D. A. Peled. Model Checking. MIT Press, 1999.
J.R. Burch, E.M. Clarke, and D.E. Long. Symbolic model checking with parti-
tioned transition relations. In Proc. Int. Conference on VLSI, pages 49-58. IFIP
Transactions, North-Holland, Aug. 1991.

T. Kam, T. Villa, R. Brayton, and A. Sangiovanni-Vincentelli. Multi-valued deci-
sion diagrams: theory and applications. Multiple- Valued Logic, 4(1-2):9-62, 1998.
S. Kimura and E. M. Clarke. A parallel algorithm for constructing binary decision
diagrams. In Proc. ICCD, pages 220-223. IEEE Comp. Soc. Press, Sept. 1990.
A. S. Miner and G. Ciardo. Efficient reachability set generation and storage using
decision diagrams. In Proc. ICATPN, LNCS 1639, pages 625, June 1999.

B. Plateau. On the stochastic structure of parallelism and synchronisation models
for distributed algorithms. In Proc. SIGMETRICS, pages 147-153, May 1985.
K. Ravi and F. Somenzi. Efficient fixpoint computation for invariant checking. In
Proc. ICCD, pages 467-474. IEEE Comp. Soc. Press, Oct. 1999.

A. Xie and P. A. Beerel. Implicit enumeration of strongly connected components.
In Proc. ICCAD, pages 37-40. ACM Press, 1999.



A Work-Efficient Distributed Algorithm for
Reachability Analysis

Orna Grumberg, Tamir Heyman, and Assaf Schuster

Computer Science Department, Technion, Haifa, Israel

Abstract. This work presents a novel distributed, symbolic algorithm for reacha-
bility analysis that can effectively exploit, “as needed”, a large number of machines
working in parallel. The novelty of the algorithm is in its dynamic allocation and
reallocation of processes to tasks and in its mechanism for recovery, from lo-
cal state explosion. As a result, the algorithm is work-efficient: it utilizes only
those resources that are actually needed. In addition, its high adaptability makes it
suitable for exploiting the resources of very large and heterogeneous distributed,
non-dedicated environments. Thus, it has the potential of verifying very large
systems.

We implemented our algorithm in a tool called Division. Our preliminary experi-
mental results show that the algorithm is indeed work-efficient. Although that the
goal of this research is to check larger models, the results also indicate the potential
to obtain high speedups, because communication overhead is very small.

1 Introduction

Reachability analysis is a central component of model checking. The verification of
most temporal safety properties can be reduced to reachability analysis [3]. It is also an
important preliminary stage for increasing the efficiency of symbolic model checking.

A significant amount of work is invested in increasing the capacity of model checking.
Current model checking tools can verify systems with hundreds of variables using BDD-
based methods [6114] and falsify systems with thousands of variables using SAT-based
methods [4]]. A recent comparison [1]] shows that each of the BDD-based and the SAT-
based methods is superior to the other for certain types of problems. Nevertheless, it is
generally agreed that the capability of model checking tools should be extended.

Typically, BDD-based model checking tools suffer from high space requirements
while SAT-based tools suffer from high time requirements. The goal of this work is to
overcome the space problem of BDD-based model checkers. A promising approach is to
exploit the accumulative computation power and memory of a number of machines that
work in parallel. Many environments can provide a large number of machines whose
collective memory exceeds the memory size of any single machine.

Several solutions employing parallel computation have been suggested for dealing
with the large memory requirements. Several papers suggest replacing the BDD with a
parallelized data structure [[19,15]. In [18], an explicit model checker that does not use
symbolic methods is parallelized. Other papers suggest reducing the space requirements
by partitioning the work to several tasks [8/17/167]. Although these methods might,
in principle, be parallelized, they have not been. Rather, they use a single computer

W.A. Hunt, Jr. and F. Somenzi (Eds.): CAV 2003, LNCS 2725, pp. 54-666] 2003.
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to sequentially handle one task at a time, while the other tasks are kept in an external
memory.

The work that most resembles this one is distributed symbolic (BDD-based) reach-
ability analysis, suggested in [13]]. It is based on an initial partitioning of the state space
among all processes in the network and on a continuous load balancing that keeps the
workload among the processes relatively balanced.

The success of this approach strongly depends on an effective slicing procedure.
Slicing is said to be effective if it avoids duplication and if it results in evenly split,
smaller BDDs. Duplication is the amount of sharing in a BDD structure that is lost due
to partitioning. The notion of duplication and its implications are discussed in detail
in [13]] and will not be addressed in this paper. Finding such an effective slicing is a
nontrivial problem [8/17/16/13].

In [13]], each process iteratively applies image computation to its set of new states
N, exchanging non-owned states with other processes, and collecting owned states in
its set of reachable states R. Load balance is available at the end of each iteration. It
balances the sizes of the sets of reachable states in the different processes.

This algorithm has several drawbacks. First, it immediately splits to as many slices as
the number of processes in the network and does not release them until it terminates. Thus,
it occupies all processes in the network all the time, regardless of actual need. Second,
slicing is often inefficient because it partitions a relatively small BDD into many small
slices. The more processes in the system, the less efficient the slicing is, which renders
the algorithm non-scalable. Third, it does not provide a means to overcome the memory
overflow that occurs during an image computation or an exchange operation. It is well
known that intermediate results of image computation may be orders of magnitude larger
than its initial and resulting BDDs. Similarly, during an exchange operation the memory
of a process may overflow as a result of the BDDs it receives. Unfortunately, even when
there are under-utilized processes, there is no way to recover from such overflows since
load balancing is available only at the end of iterations. Finally, balancing is applied only
to the sets R. However, the size of intermediate results in image computation depends on
N and is often much larger than R. Thus, load balancing does not handle the dominant
factors of memory overflow.

In this paper we suggest a new algorithm which overcomes the drawbacks of the
previous one. The algorithm uses two types of processes: coordinators and workers.
Each worker can be either active or free. The algorithm works iteratively. It is initialized
with one active worker that runs a symbolic reachability algorithm, starting from the
set of initial states. During its run, workers are allocated and freed, as needed. At any
iteration, each of the active workers applies image computation and then sends those
states it does not own to their owners. Therefore, we will refer to these as a worker’s
non-owned states.

Since memory overflow is likely to occur during the image computation and the
exchange operation, our algorithm is designed to overcome these problems. For image
computation we use a new BDD operation that resembles ordinary image computation,
except that it stops if the intermediate results create memory overflow. In this case, the
BDD representing the intermediate results is partitioned into & slices. One slice is left
with the overflowed worker and the others are distributed to k£ — 1 free colleagues. k is
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called the splitting degree. It is a parameter of the new algorithm and is usually small
(often k = 2). Since the BDD is huge, the slicing is very effective. Once the BDD is split,
each worker resumes the computation of (its part of) the image from the point at which it
stopped. However, each worker now works on a smaller BDD. If state explosion occurs
during the exchange procedure, then RU N is split for sharing with k£ — 1 free colleagues.
Exchanging of non-owned states then proceeds according to the new ownership.

The new algorithm enables the slicing procedure to split according to R, N, or in-
termediate results, depending on what caused the memory overflow. Since the chosen
BDDs are large, slicing is always very effective. Furthermore, slicing affects the perfor-
mance of the new algorithm much less than it affects the one from [13] because, in the
case of a high work load at one of the co-workers, the new algorithm can simply split
again. These features provide the new algorithm with strength and flexibility, and allow
to reduce the slicing complexity.

It may also happen that the memory requirement of a worker decreased below a
certain threshold (the size of a BDD decrease even if it represents a larger set of states).
In that case, several workers with small memory requirements are combined and all but
one become free.

It is important to note that splitting occurs only “as needed”, when a worker actually
has a memory overflow. Thus the algorithm is work-efficient: it exploits to the maximum
the resources of the active workers before allocating additional ones. This efficiency
allows, for a given network, computing reachability of (i.e., verifying) larger systems.
Moreover, our algorithm can effectively exploit any network size. Thus, the larger the
available network, the larger the systems that can be verified.

We have implemented our algorithm in Division, a generic platform for the study
of distributed symbolic model checking [12]]. Division requires a model checker as
an external module. We used NuSMV [10] for this purpose: a re-implementation of
McMillan’s SMV [14].

Unfortunately, using NuSMV implied that we could not directly compare the results
of [[13]] to the results of this work. The experiments in [[13] were conducted using the high-
performance RuleBase [2] model checker that was not available to us in this work. The
two tools are not comparable as many of the RuleBase optimizations are not implemented
in NuSMV.

Our parallel testbed included 25 dual process PC machines. The nodes communicated
via a fast Ethernet connection. We conducted our experiments using four of the largest
circuits from the ISCAS89 and addendum’93 benchmarks.

With our distributed algorithm, we can compute larger models than we can com-
pute with a single machine using the same model checker. In all the examples the new
algorithm using the less sophisticated model checker (NuSMV) would be sufficient to
compute the same models and reach the same BFS step as in [13].

The rest of the paper is organized as follows. In Section 2l we detail the algorithm
that the workers follow. Section Bl describes the operation of the coordinator processes.
Section[4] explains the enhanced slicing employed when overflow occurs during image
computation. Preliminary experimental results are given in Section 3l We summarize
our conclusions and expectations in Section 6l
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2 The Worker Algorithm

Our distributed algorithm uses a set of window functions [8/17] to partition the state
space among all workers in the network. Each worker owns the states in one of the
window functions and computes the reachable states in this window.

Figure[T] presents a high-level view of the workers algorithm. Essentially, the algo-
rithm performs a reachability task. The algorithm starts with only one worker that owns
the entire state space, while the rest of the workers are free. If a worker runs out of
memory (memory overflow), it distributes parts of its work among a few free workers.

The worker repeatedly computes images and sends its non-owned states to their
owners until termination is detected (namely, a fixed-point is reached). While iterating, if
the workload of the worker becomes too small, it participates in a collect_small procedure.

There are two points at which a worker may run out of memory (memory overflow):
during the image computation and during the exchange of non-owned states. Upon
memory overflow, the worker splits the states it owns into two parts: one that will be
processed at the current worker and another to be processed at another worker. As a
result, the states belonging to the new worker become non-owned and are sent out to the
new worker.

function reach_task()

Loop until term nation()
Image() if overflow, split and use new workers
Exchange() if overflow, split and use new workers
Col I ect smal | ()

return owned states

OdWNRE

Fig.1. High-level pseudo—code for a worker

Let us describe the algorithm for the workers in greater detail, as shown in Figure[2l
The reachability task includes a set of reachable states R and a set of reachable states
that are not yet developed, V. For brevity, we omit in this section the worker subscript
id from R;4 and N4, as well as the window function w;4. The set R is included in a
window function w. The sets R and N, as well as the window function w, may change
during the algorithm’s execution.

In the Image procedure, the worker computes the set of states that can be reached
in one step from N and stores the result in a new IN. However, if during image compu-
tation the memory overflows, the worker splits w and updates R and [N accordingly, as
described below.

In the Exchange procedure the worker uses w to define the part of the state space
it “owns”. It sends out the non-owned states (N \ w) to their owners and receives its
owned states that were found by other workers.

Finally, if only a small amount of work remains, the worker joins the Collect_small
procedure. The collect_small procedure adds up the tasks of several workers, each of
which has only a small amount of work. This is done by joining together the parts of the
state space owned by those workers and assigning the unified ownership to one of them.
The others become “free” (w = ()) and return to the pool of free workers.
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function reach_task(R, w, N, method) procedur e Image(R, w, N)
i f method = “exchange’’ N = boundedl mage( N, Max, Failed)
got o Exchange. oop( R, w, N) Wi | e( Failed)
Loop_f orever Split(R,w, N, “Image’’)
I mge( R, w, N) N = boundedl mage( N, Max, Failed)
Exchange( R, w, N)
if (termnation()) return R procedur e Exchange_loop(R, w, N)
N=N\R loop until < done > received from ex.coor
R=RUN <Pelg, Weig>=r ecei ve from ex_coor
Col | ect smal | ( R, w, N) send <N Nweig> t0 perg
if(w=0) <N'>=receive frompey
send <to_pool,id> t0 ex_coor overflow = N’ is too |arge
return to pool send <overflow> t0 peig
send <<status>=receive from p.,,> to ex_coor
procedur e Exchange(R, w, N) if (overflow) Split(R,w,N,“Exchange’)
<{w;}>=receive from ex.coor el se
send <{p;}> to ex_coor N=NUN’
Exchange_l oop( R, w, N) send <“done’’> to ex_coor
procedur e Collect-Small(R, w, N) procedur e Split(R, w, N, method)
Wiile(| N |+ | R|< Min) <{p>...pr}>=receive from poolmgr
send <(| N |,| R|)> to small_coor i f (method = “exchange’
<action>=r ecei ve from small_coor {W/!}={Nw}}=Slice( RU N, k)
if acction =< End > return el se
if action =< Non_owner,pcig > if(| R| big enough
send <R, w,N> t0 pey {W/}=Slice(R,k)
R=w=N=0 el se
<“release’’>=recei ve from ex_coor {W/}=0,i€2...k Wi=w
return {Nw!}=Slice(N,k)
if action =< Owner,pcg > Vie2. .. k:
<R’',w’, N’>=receive from p.y send <RN W/, wN W/, NN Nw,,method> t0 p;
R=RUR;w=wUw’'; N=N UN’ R=RN Wll; w=w N Wll, N=NnN N’wi
send <w,pjq,peig> t0O ex_coor send <{i € 1.k | wN W/}> to excoor

Fig. 2. Pseudo—code for a worker in the distributed reachability computation

In the Image procedure, the image is computed using a new BDD operation. The Im-
age procedure is using a new BDD operation, bounded| mage(N, Max, Failed). This
operation is different from traditional image computation in that it stops the local com-
putation in case of a memory overflow (i.e., the number of BDD nodes exceeds M ax).
Upon overflow, the | nage procedure calls the Spl i t procedure, which repartitions
the ownership of the worker and updates R, w, N accordingly.

In the Exchange procedure, the worker first requests and receives from the ex _coor
process the up-to-date list of window functions owned by the other workers. The worker
then sends the ex_coor the list of workers to whom it wishes to send non-owned states.
Then, in the Exchange_loop procedure, the ex_coor schedules the worker for state
exchange with other workers.

In the Exchange_loop procedure the worker is scheduled by the ex_coor to ex-
change non-owned states with colleagues that either found states owned by the worker
or own states that were found by the worker. The worker continues to receive exchange
commands from the ex_coor until it gets a < done > command when there are no
more pending exchanges. If the worker’s memory overflows during the exchange pro-
cedure and the worker fails to receive more owned states, it notifies the ex_coor and
calls the Split procedure to reduce its ownership.
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If the worker in the Collect_Small procedure has enough work, it exits immediately.
Otherwise, the worker notifies the snal | _.coor about the sizes of its IV and R sets. In
reply, itreceives one of three commands and proceeds accordingly: < End > commands
it to exit the Collect_Small; < Non_owner, p.;q > commands it to deliver its ownership
and owned states to a colleague worker p.;,, waits for the ex_coor to acknowledge
the update of its window functions (performed by p.;4), and then return to the pool;
< Owner, peg > commands it to take over the ownership and states of another worker
Delg and report the new ownership to the ex_coor .

The Split procedure starts by requesting from the pool _ngr k£ — 1 new workers
(which, together with the overflowed worker, makes it a k-way split). If Split is called
from Exchange, then the window function w of the overflowed worker is split into %
new window functions { W/}, such that {W/ N R} have approximately the same sizes.
If Split is called from Image, then two sets of k new window functions are computed, as
follows. If R is big enough, then, as in the previous case, a set of window functions {W/}
is computed such that the sizes of {W/ N R} are approximately the same. Otherwise, if
R is too small, one of the workers gets all of w while the others remain empty. In any
case, the 7th new window function Wi’ determines, for the ith worker, its new window
w;. In addition, w is split again into another set of window functions { Nw;}, this time
making { Nw; N N} equal in size. After the new window functions are computed, the
overflowed worker sends the corresponding states to its new colleagues.

The reason for computing two different partitions when Image overflows is that
{Nwj} attempts to balance the current image computation, while {IW/} attempts to
balance the memory requirement in the full reachability process. In section[4]we further
discuss the optimization of the partitioning process.

In the case that R is ’too small” or even empty, the new colleagues are simply helping
the overflowed worker with a single image computation. Once the image is computed,
all states produced by the helpers are non-owned and will be sent to other workers that
own them. From our experience, this case is not uncommon; it occurs when the peak
memory requirement during image computation is much larger than R.

As mentioned in the introduction, an important advantage of our algorithm over
previous works is that it calls the Slice function only when the memory overflows, and
with £ much smaller than the total number of workers. This makes slicing much more
effective in producing even splits of the input sets of states.

We remark that the Slice procedure itself is no different from the slicing mechanisms
described in [[L3]. Thus, in this paper, we use it as a black box and focus on the distributed
algorithm itself.

3 The Coordinators

The ex_coor coordinator holds the current set of window functions and coordinates
the exchange of non-owned states between workers. In order to hold a consistent view of
the current set of window functions, the ex_coor is notified immediately on every split
or merge of windows. It takes the following actions on incoming event notifications:
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When a worker requests an exchange it first registers at the ex _coor . The ex_coor
replies with the up-to-date set of window functions and receives in return the set of
colleagues the worker wants to communicate with.

— When a worker splits, the ex_coor updates the set of window functions. If the
splitting worker is already registered for exchange states, the ex_coor notifies all
the workers that have asked to send it states that they should send the states to the
new set of workers, according to the new set of window functions.

— When workers perform Collect_Small and join their ownerships, the ex_coor up-
dates the set of window functions. If there are workers registered for exchanging
states with the joining workers, the ex_coor redirects them to the new owner. When
the ex_coor complete to update the set of window functions it sends < release >
command to the worker that become non-owner.

— When a worker completes the exchange of non-owned states with another worker,
the coordinator marks it as available for another round of exchange states.

— When a worker asks to re-launch an exchange because the colleague overflowed and

had to split while they were interacting, the ex_coor adds this request to the list

of exchange requests.

The smal | _coor coordinator collaborates with ex_coor to prevent deadlocks
and to collect as many under-utilized workers as possible. The srmal | _coor receives
registration requests from workers that completed the exchange phase and are left with
a very low load (very small R U N). The first registrant is blocked until more of them
arrive. When there are several registrants the smal | _.coor instructs them to merge.

The pool _nmgr coordinator keeps track of free workers. During initialization, the
pool _mgr marks all but one worker as free. When a worker invokes the Split procedure,
it sends a request to the pool _ngr for & — 1 free workers (where k is the splitting
degree). The pool _ngr replies with a list of & — 1 worker ¢ds and removes them from
the free list. Throughout the algorithm, when a worker becomes free, i.e., when its
ownership becomes empty, it returns to the pool _ngr and is added to the free list for
later assignments.

If at the time free workers are requested from the pool _ngr , the free list happens
to be empty or is shorter than k — 1, the pool _ngr announces a “worker overflow” and
stops the execution globally.

4 Optimizing the Splitting in Image Computation Overflow

Our algorithm is based on the assumption that in case of a memory overflow during
image computation, splitting the window of the overflowing worker enables the com-
pletion of the computation using more workers. The current splitting method strives to
effectively slice the set N on which the image is computed (see [13]). However, since
the computation is symbolic, reducing the size of the subsets does not guarantee a cor-
responding reduction in the image size. Furthermore, it guarantees even less for the size
of the intermediate results that commonly dictate the peak memory requirement during
the image computation. Our experience shows that even when the size of the parts is the
same, the size of the peaks may differ greatly. Thus, while one of the slices may have
no problem in completing the image computation, another may overflow again.
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Another problem with the current splitting method is the time penalty for memory
overflow. When the image computation overflows and the set IV is split, the work that was
invested in the current image step is lost, and the work is repeated all over again. In fact, in
the case of several subsequent memory overflows, the work is repeated again and again.
Notice that the ratio between the peak memory requirement in the image computation
and the set N is commonly two or three orders of magnitude. Thus, memory overflow
commonly occurs when a big part of the image computation has already been done
locally, and all this work must be repeated. Since the image computation takes most
of the time in our distributed algorithm, the repeated work slows down the algorithm
substantially.

The solution to the above two problems is simply to split the intermediate results
and not the set V. After the splitting, the parts of the intermediate results are distributed
among the new workers, so computing the image for each of them continues from the
point of the overflow. In this way there is no time penalty for overflow except for the
splitting computation (which is of somewhat higher complexity than before). Of course,
communicating the intermediate results requires a much higher bandwidth. However,
network bandwidth and communication delay turn out to be minor factors as compared
with the time spent in the image computation, even with our standard fast Ethernet.

In terms of memory requirements this solution has two advantages. First, splitting
is applied on a much larger set, which makes it a lot easier to split effectively. Second,
splitting is applied much closer to the peak, which makes it more efficient in reducing
the peak memory requirements of the resulting parts.

The optimized algorithm uses a partitioned transition relation. The full transition
relation is a conjunction of all partitions:

TV, V) =T1(V,V)NT(V,V') A ... AT, (V, V'),
and an image computation thus becomes
SV =3VISV)ANTL(V,VYANTR(V, VYA o AT (V, V).

The technique for image computation suggested by Burch et al. [5] is to iteratively
conjunct-in the partitions, and to quantify-out variables as soon as further steps do not
depend on them. The order in which T;(V, V') are conjuncted is very important to the
efficiency of this technique [L1]]. For the sake of simplicity, let us assume the order is
given such that 77 is the first to conjunct, then T», until 7),. Let D; be the set of variables
on which T;(V, V') depend. Let E; = D; — |, _;. | Dm. A symbolic step is carried
out iteratively as follows:

S (V, V') = 3B [Ty (V, V') A S(V)]
S2(V, V') = 3E[To(V, V') A Sy (V, V)]

S'(V') = 3B [Ta(V, V') A Sy (V, V7).

If overflow occurs during step 0 < j < n, we look for a set of window functions
wy . .. wy such that \/f:1 w; = 1. The ith worker will get S;(V, V') A w;. We can now
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Fig. 3. Number of workers required in each BFS step of s1269. Overflow is declared for worker
memory utilization exceeding 6/ BDD nodes.

rewrite the j + 1 step as follows:

k
Sin1(V.V') =3B [\ Tiaa(V.V') AS;(V, V') Aw).
i=1
Since the existential quantification is distributive over disjunction, the above expres-
sion is equal to:

k
Si+1(V,V') =\ 3E; [Ty (V, V) A S;(V, V') Awy).

i=1

Therefore, the disjunction of the j + 1th steps assigned to each worker is equal to the
step done without splitting.

The algorithm uses anew BDD operation: Boundl nc(S(V, V'), {T;(V,V")}, Max),
where S(V, V') is the function from which the image computation continues, {7;(V, V')}
is the set of partitions that were not yet used, and Max is the threshold for overflow
during image computation. In the beginning of the algorithm, S(V, V’) is the set of
states whose image is to be computed in this step, and {7;(V, V') } are all the partitions.
If the algorithm overflows, BoundInc returns in S(V, V') the last intermediate result
computed prior to the overflow, and in {T;(V,V’)} the rest of the partitions that have
not been used. If the algorithm completes the image computation, S(V, V') equals the
next set of states, and an empty list of partitions is returned.

FigureBlillustrates the benefit of using the optimized algorithm for the circuit s1269.
Figure Ba) provides the number of workers required in each step for various splitting
degrees. For instance, for splitting degree k = 2, six workers are needed in order to
complete Step 3. Figure[3(b) shows that this step requires only four workers when using
the optimization described in this section. In all other steps and splitting degrees the
number of workers required by the optimized algorithm was always less than or equal
to the non-optimized version.
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5 Experimental Results

Our parallel testbed included 25 PC machines, each consisting of dual 1.7GHz Pentium
4 processors with 1GB memory. The communication between the nodes consisted of a
fast Ethernet. We conducted our experiments using four of the largest circuits from the
ISCAS89 benchmarks. The characteristics of the circuits are given in Figure 4l

Circuit|#vars peak fixed point
size | step |time| steps
prolog | 117| 2.6M 512,431 9
s1269 55| 16M 5(5,053| 10
$3330 | 172|{16M >| Ov(3) Ov(3)
s1423 88[16M >|0Ov(13) -|Ov(13)

Fig.4. Benchmark suite characteristics. The peak is the maximal memory requirement at any
point during an image step. Fixed point is the number of image steps and the time (seconds) it
takes to get to the fixed point. Ov(m) denotes memory overflow at step m.
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Fig. 5. Number of workers in each BFS step. Overflow is declared for worker memory utilization
exceeding Maxz BDD nodes. W-overflow halts the computation when more than 60 workers are
required.

5.1 Number of Workers for Reachability Analysis

Since the memory required by each worker is bounded by a given threshold, we only
care about the number of active workers at each iteration. Figures and 3
give the number of workers required at any step of the analysis, and the threshold that
was used. The figures prove that using a lower splitting degree is more work efficient,
namely, the computation can be carried using fewer resources with a lower splitting
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degree. This is explained by the fact that when the splitting degree is high, new workers
may join in even when the computation can do without them: the computation proceeds
with workers that may be under-utilized (but not sufficiently so to be collected by the
Collect_Small process).

In steps 1, 2, 3 in Figure[5(a) only one worker is needed. In step 4, this worker needs
help in order to complete the image computation. Dividing the work into two is sufficient,
but when the splitting degree is higher we occupy more workers without actually needing
them. In steps 8 and 9 the image computation requires less memory and the size of the
sets R and N requires less workers. Indeed the number of workers decreases as a result
of the Collect_Small procedure.

Figure[5(b)| shows that the distributed system can complete the reachability analysis,
whereas a single machine overflows.

60

—->W-overflow

[N

PR
NOOAN

xx

50 |-

a0 | ‘W-ovgrflow

L--/*W-overflow

30 |-

Number of working processes

20 |-

10 - -overflaw
~gveriow

o - - - - -

BFS steps

Fig. 6. Number of workers in each BFS step of s1423. Overflow is declared for worker memory
utilization exceeding 6 BDD nodes. W-overflow is where more than 60 workers required.

5.2 Timing and Communication

We have performed some initial studies regarding the timing and breakdown of running
our distributed system. The results show several very clear findings and trends that we
now briefly discuss.

First, communication overhead is minor. Our experiments show that the time to reach
local overflow is much higher than the time required to dump the contents of memory into
the network. Although this finding should be re-evaluated when our system is further
optimized (see below), it seems strong enough to sustain. If the system scales up to
include more workers, the communication time might grow as a result of more non-
owned states that are found. Nevertheless, we expect the computation time to remain
dominant because the communication volume for every worker at any split or exchange
operation is bounded by the size of the RAM of that worker. We remark that technology
trends predict much faster commodity networks (even when compared to the larger
expected RAMs) very soon.
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Second, splitting is a major element in the computation. It can count up to dozens
of percentage points of the computation time, and these numbers grow rapidly when
the system scales up. Others have previously addressed the splitting complexity [9]; we
intend to speed up the splitting module in our future work.

Third, the fact that the reachability computation is synchronized in a step-by-step
fashion has a major impact on the computation time. The problem is that at the end
of a step all computing workers wait for the slowest one, who may be slicing and re-
slicing several times during the step (remember that slicing is slow!). However, despite
its synchronized operation, the new algorithm is very flexible. We believe that it can
become the basis for a truly non-synchronized variant.

One interesting phenomena that was not masked by the inefficiencies above is a
tradeoff between being work efficient and obtaining speedups. While the best hardware
utilization is achieved with splitting degree of 2, the fastest computation times are ob-
tained using somewhat higher splitting degrees (e.g., k = 8 for Prolog). Thus, a splitting
degree higher that 2 may become instrumental in cases that the speedup is more important
than RAM utilization.

6 Conclusions and Expectations

This paper presents a new distributed algorithm for symbolic reachability analysis that
improves significantly on previous works. Its adaptability to any network size and its
high utilization of network resources make it suitable for solving very large verification
problems.

The experimental environment that is used to evaluate our new algorithm currently
consists of NuSMV and the newly introduced Division system. Division is anew platform
for distributed symbolic model checking research, featuring a high-level generic interface
to “external” model checkers. Eventually, we intend to release Division source code
through the Division web-site [12].

At the point that the final version of this paper is due, Division is in the final stages
of interfacing with Intel’s high-performance model checker — Forest. We thus expect
our results to improve substantially and to become more accurate in the near future. We
refer the interested reader to the Division web-site for up-to-date result reports and for
the full and final version of this paper.
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Abstract. In this paper, we focus on solving games in recursive game
graphs that can model the control flow of sequential programs with recur-
sive procedure calls. The winning condition is given as an w-regular speci-
fication over the observable, and, unlike traditional pushdown games, the
strategy is required to be modular: resolution of choices within a com-
ponent should not depend on the context in which the component is
invoked, but only on the history within the current invocation of the
component. We first consider the case when the specification is given
as a deterministic Biichi automaton. We show the problem to be decid-
able, and present a solution based on two-way alternating tree automata
with time complexity that is polynomial in the number of internal nodes,
exponential in the specification and exponential in the number of exits
of the components. We show that the problem is EXPTIME-complete in
general, and Np-complete for fixed-size specifications. Then, we show
that the same complexity bounds apply if the specification is given as a
universal co-Biichi automaton. Finally, for specifications given as formu-
las of linear temporal logic LTL, we obtain a synthesis algorithm that is
doubly-exponential in the formula and singly exponential in the number
of exits of components.

1 Introduction

An interesting class of infinite-state systems that permits algorithmic verification
is pushdown systems. Pushdown systems can model the control flow in sequential
imperative programming languages with recursive procedure calls. Their analy-
sis has been well studied theoretically [6]20], and forms the basis of recent tools
for software verification [4JITJ12]. In this paper, we focus on solving games over
such models. The original motivation for studying games in the context of formal
analysis of systems comes from the controller synthesis problem [7ITG[I7]: given
a model of the system where some of the choices depend upon the controllable
inputs and some of the choices represent uncontrollable nondeterminism, synthe-
sizing a controller that supplies inputs to the system so that the product of the
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controller and the system satisfies the correctness specification corresponds to
computing winning strategies in two-player games. Besides the long-term dream
of synthesizing correct programs from formal specifications, games are relevant
for modular verification of open systems. For instance, Alternating Temporal
Logic allows specification of requirements such as “module A can ensure deliv-
ery of the message no matter how module B behaves” [2]; module checking deals
with the problem of checking whether a module behaves correctly no matter in
which environment it is placed [14]; and the framework of interface automata
allows assumptions about the usage of a component to be built into the specifica-
tion of the interface of the component, and formulates compatibility of interfaces
using games [10].

Among the many roughly equivalent formulations of pushdown systems, we
use the model of recursive state machines (RSMs) [I5]. A recursive state ma-
chine consists of a set of component machines called modules. Each module has
a set of nodes (atomic states) and bozes (each of which is mapped to a module),
a well-defined interface consisting of entry and exit nodes, and edges connecting
nodes/boxes. An edge entering a box models the invocation of the module as-
sociated with the box, and an edge leaving a box corresponds to a return from
that module. To define two-player games on recursive state machines, the nodes
are partitioned into two sets such that a player gets to choose the transition
when the current node belongs to its own partition. While the complexity of
pushdown games has already been studied [8I120], existing algorithms for solving
pushdown games assume that each player has access to the entire global history
which includes the information of the play in all modules. In a recent paper, we
introduced the notion of modular strategies for games on RSMs [3]. A modular
strategy is a strategy that has only local memory, and thus, resolution of choices
within a module does not depend on the context in which the module is invoked,
but only on the history within the current invocation of the module. This permits
a natural definition of synthesis of recursive controllers: a controller for a module
can be plugged into any context where the module is invoked. Recent work on
the interface compatibility checking for software modules implements the global
games on pushdown systems [I0)], but we believe that checking for existence of
modular strategies matches better with the intuition for compatibility.

In [3], we showed that solving modular reachability games is NP-complete.
In this paper, we consider the general case where the winning condition is spec-
ified as an w-regular language over the observable, using Biichi automata or
linear temporal logic formulas. Compared to reachability games, there are two
additional technical hurdles now. First, the winning strategy needs to produce
accepting cycles. Second, the specification is external, and we require the same
strategy to be used every time a module is invoked. Consequently, if we take the
product of the game graph and the specification automaton, as is done typically,
we need to find a winning strategy over the product graph that is modular as
well as oblivious to the state of the specification.

Our first result is that for a specification given as a deterministic Biichi au-
tomaton B, the problem of deciding whether there exists a modular strategy
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so that the resulting plays are guaranteed to be accepted by B is EXPTIME-
complete. The upper bound is established using an automata-theoretic solution.
We first define strategy trees that encode modular strategies in the recursive
game graph A in a particular way. The strategy tree contains a subtree corre-
sponding to each module. The subtree corresponding to a module A,, specifies
the choice at every existential node of A,,, and when it enters a box b corre-
sponding to an invocation of another module A,,, it just specifies the exit nodes
of A, that are guaranteed to be avoided by the strategy for A,, . The next step
is to define a two-way alternating tree automaton T that accepts the winning
strategy trees. An important task of this automaton is to check the consistency
of the input tree with respect to the exits to be avoided in each module. The
alternating nature allows sending of multiple copies, and the two-way nature is
exploited to move up and down the tree, rereading strategies of modules as and
when needed, and thereby making sure that only one strategy for each module is
used. Using the exponential translation from two-way alternating tree automata
to nondeterministic tree automata [I8], and then, employing the polynomial-time
algorithm for checking emptiness of nondeterministic tree automata, we get a
complexity bound that is polynomial in the number of internal nodes of A, ex-
ponential in the specification automaton 5, and exponential in the total number
of exit nodes in A. The exponential dependence on the number of exits seems
unavoidable as even reachability games are Np-hard [3]. We show that the NP
upper bound applies for fixed-size specifications given by Biichi automata.

Our second result is that given a recursive game graph A whose nodes are
labeled with atomic propositions, and a formula ¢ of linear temporal logic LTL,
the problem of deciding whether there exists a modular strategy in A so that
the resulting paths are guaranteed to satisfy ¢, is 2EXPTIME-complete. The
hardness holds even for ordinary game graphs [16]. Since translation from LTL
to deterministic parity automata is doubly-exponential, using our construction
for deterministic specifications would lead to a 3EXPTIME upper bound. We show
that the construction for deterministic Biichi specifications can be modified to
universal Biichi as well as co-Bilichi specifications with the same complexity.
Unlike a nondeterministic automaton, a universal automaton accepts a word if
all runs over that word are accepting. Since the set of models of an LTL formula
can be characterized by a universal co-Biichi automaton that is only exponential
in the formula, we get a 2EXPTIME bound for LTL games.

We recall that two-way alternating tree automata have been used to solve
synthesis problems for pushdown systems with respect to specifications given by
p-calculus formulas [I3] and parity pushdown games [9]. Apart from the fact
that these papers only solve for global strategies and not modular ones, the
encodings of strategies are different. While in their encodings, paths to nodes of
the tree represent the stack content and the two-way nature is used to push and
pop elements, in our setup paths to nodes represent the local history and the
two-way nature is used to re-read strategies for a module.

Due to the lack of space we omit some details in this version and refer the
interested reader to the full paper.
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2 Games on Recursive Graphs

Let us fix a finite alphabet Y. Let X* denote the finite words and X“ denote
the set of w-words over X. For any n € N, let [n] denote the set {1,...,n}.

Definition 1. A recursive game graph A (for short RGG) over X is a tuple
(M, miny { A tmenr), where M is a finite set of module names, m.;, € M is
the name of the initial module and for every m € M, A,, is a game module
(Nun, Biny Yo, Envny B, PO P 8,y min) that consists of:

— A finite set of nodes N,, and a finite set of boxes B,,.

— A nonempty set of entry nodes En,, C N,, and a nonempty set of exit
nodes Ex,, C N,,.

— A labeling Yy, : By, — M that assigns a module to every box.

— Let Calls,, = {(b,e) | b€ By, e € Eny, @} denote the set of calls of m and
let Retnsy, = {(b,x) | b € By,,x € Exy, )} denote the set of returns in m.
Then, 6, : Ny U Retns,, — NmUCallsm s o transition function.

— PY and Pl form a partition of N,, U B,, into the set of positions of player
0 and player 1, respectively.

— N 18 a labeling function n,, @ Ny, — X that associates a letter in X with
each node.

We assume that all the sets N, and By, (m € M) are disjoint. Also, we let

N =U,, Nm, B=,, Bm, Calls =, Calls,, and Retns = J,,, Retns,, denote

the set of all nodes, boxes, calls and returns, respectively. Similarly, let EFn =

Umenr Enm, Ex = U,,crr Exm, Pt = Unmenr P! for £ € {0,1}. We extend the

functions Y, to a single function Y : B — M by defining Y (b) = Y,,,(b), where

b € B,,. Similarly, we extend the functions 7,, to a single function n: N — X.
An element in Calls,, of the form (b, e) represents a call from m to the module

m’, where Y;,,(b) = m/ and e is an entry of A,,,. An element in Retns,, of the

form (b, z) corresponds to the associated return of control from m’ to m when

the call exits from m’ at exit x. The transition function hence defines moves
from nodes and returns to a set of nodes and calls.

We denote the set of vertices of m as V,,, = N,,, U Calls,, U Retns,,. Viewed
in terms of vertices, each A,, defines a graph over the set of vertices V,,,. Let
V! = (Nm N PL) U{(b,x) € Retns,, | b € PL} denote the set of vertices of
player ¢. Note that returns are identified as belonging to player ¢ if the box
corresponding to it belongs to player ¢. The vertices in Calls,, are not assigned
to any player. (One can assign nodes to players in various ways; we have just
chosen one such way, without any real loss in generality.)

Without loss of generality, we make some assumptions of these graphs in the
sequel that enable a more readable presentation:

— There is only one entry point to every module, i.e. |E,,| = 1 for every m. We
refer to this unique entry point of A,, as e,,. One can reduce a game-graph
module with multiple entries to this setting by making copies of this module,
one for each entry point, and changing the calls and returns appropriately.
This causes only a cubic blow-up (see [3] where this is done for reachability
specifications).
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Fig. 1. An example of a recursive game graph.

— For every u € Ny, €, & 0y (u) holds, and for every « € Ex,,, 6,,(x) is empty.
That is, within a module there are no transitions to its entry point and no
transitions from its exits.

— A module is not called immediately after a return from another module. That
is, for any m, 0., (Retns,,) C Ny,.

As an example of a recursive game graph consider the graph in Figure[Il There

are two modules A; and As, and A; is the initial module. We denote by squares

the nodes of player 1 and by circles those of player 0. The rectangles with curved
corners denote the boxes of player 0. Box b; is mapped by Y to module A; and

bo is mapped to As. In this recursive game graph, all boxes belong to player 0.
A state of the game is an element in (y,u) € B* x N such that either

— y=¢€eand u € Ny, , or,

— 7 =by...bg, by € By, and for each i € [1,k — 1], if Y(b;) = m, then
bi+1 € B, and u € N,y where Y (b;) = m/.

Intuitively a state of the form (b ba, u) represents the global state of the system

where, if Y (b1) = m and Y (ba) = m’, then the module A,,,, has called module

A,, by box by, which in turn has called module m’ by box by and the current

node inside m’ is u. Hence, in a state (vy,u), v denotes the stack of calls and u

denotes the current node in the last invoked module.

The following then defines the natural notion of a run of an RGG. A run of
an RGG A is a finite or infinite non-null sequence of states, sgsy ... such that:
1. S = (E, 60)

2. If s; = (y,u), u € Ny, and sj41 = (7, u’), then one of the following holds:
Internal move: u € Ny, \ Ezp,, v € §p,(u) and 7/ = 7.

Call a module: u € Ny, \ Bz, (b, €r) € 0 (u), v/ = €y and 7' = 7.b.

Return from a call: u € Ex,,, v =7".b, v’ € 0y, ((b,u)), where b € B,,.
The first case above is when the control stays within module m, the second case
is when a new module m’ is entered via a box of m (and we “push” the box
name b onto the stack) and the third is when the control exits m and returns to
m' (and we “pop” the box name b from the stack). A play in A is a run of A. We
denote by II; and II, the set of all finite and infinite plays of A, respectively.

For a state s = (v, u), let V(s) denote the vertex corresponding to the state:
V(s) =uif vy =€ or u € Ny \ Ezxp; otherwise V(s) = (b,u) where v = +'.b.
Then ctr : Iy — M identifies the module where the control is after any finite
run and is defined as follows: for any m.s € Iy, ctr(m.s) = m, where V(s) € V;,.
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We can now define local histories that describe, for every finite play 7 such
that ctr(m) = m, the history of the play within m since the current invocation
of the module m. For a state s = (b1 ...b.,u), an s-history is (61,02, ..., Br),
where for each i € [r], 3; € VX where b; € B,,. In other words, each 3; is a
sequence of vertices of the module b; belongs to. We define a history function
Hst that associates with every finite play m.s an s-history Hst(m.s) as follows.
— If 7 =59 = (€, €m,,), then Hst(m) = (e, ).

— Let # = 7'.(¢/,u) where ' = 7”.(v,u), and let Hst(n") = (f1,...,0,). Then:

Internal move: If v/ = v, then Hst(w) = (f1,..., Br—1, Br.u').

Call: If o' = ~.b with Y(b) = m/, then Hst(m) = (B1,...,Br,m).

Return: If y =+'.b, then Hst(m) = (01,...,0r-1).

Intuitively, in the beginning of the run, when the control is at m;,, the history is
a single string e;,. On an internal move, the last element in the history tuple gets
updated, while the other tuples remain unchanged. On a call, the last element
in the history tuple also freezes, and a new entry is created and initialized to the
entry corresponding to the called module. When the call returns, the last tuple
in the history gets erased. The history function hence keeps a stack of histories:
for each module in the stack of calls, there is a record of the moves that have
happened in that module during the play thus far.

We now define the local history, u, after a finite play . For any play =, p(7) =
Ok where Hst(m) = (61, ..., Ok). In other words, the local history is the fragment
of the play inside the current module m = ctr(m) since the corresponding entry
into m. Note that the local history is a sequence of vertices that correspond to
internal nodes, calls or returns of the module m.

A modular strategy is intuitively a set of functions, one for each module, that
encodes how player 0 must play in the game. However, which move to make at a
state can depend only on the local history of the play so far in the current module.
Formally, a modular strategy is a set of functions, f = {fm}menm, one for each
module, where for every m, f,, : V..V — V,, such that f,,(7v) € §,,(v), for
everym € Vi, ve VY.

A play 7 in A according to a modular strategy f is a run sgs; ... such that for
every i < ||, if ctr(sp...s;) = m and V(s;) € V.2, then s;11 = (7/, ), where
Fm(1(so ... 8;)) is either u’ or (b,u’), for some b € B. In other words, if a prefix
of the play ends in a player 0 vertex, the move recommended by f for the local
memory in the current module must be taken.

Winning conditions. A winning set over X is a reqular w-language over X,
i.e. a regular language £ C X%. A recursive game is a pair (A, L) where A is
a recursive game graph and £ is a winning set, both over Y. Let us extend 7
to states by defining n((y,«)) = n(w). This then extends to plays: n(sgsy ...) =
n(so)n(s1).... A play 7 is said to be winning if n(w) € L, the winning set. A
modular strategy is winning if every play according to it is winning. We consider
the following decision problem:

“Given a recursive game (A4, L) is there a modular winning strategy for the
protagonist?”

In this paper we solve this problem for £ given by safety and determinis-
tic/universal Biichi/co-Biichi automata, and by LTL formulas.
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3 Automata for Winning Strategies

3.1 Background: Words, Trees and Automata

An automaton on w-words over X' is A = (Q, q1,9, W) where @ is a finite set of
states, g1 € Q is the initial state, ¢ : Q x X — 2¢ is a transition function and W
is a winning condition. Depending on the winning condition we have a Biichi,
co-Biichi, or a parity automaton. A Biichi (resp. co-Biichi) winning condition
is W C @ and requires that a state from W repeats infinitely often (resp. only
finitely often). A parity condition is a function W : @Q — |[¢], for some ¢ € N,
that associates a colour to every element in . It requires that the minimal
colour seen infinitely often is even. A run of A over a word ogoy... € X% is
an w-sequence of states popy ... such that pgp = ¢1 and Vi € N, p;11 € d(pi, 04).
A run is accepting if it satisfies the winning condition W. An automaton is
deterministic if |6(q,0)| < 1 for every ¢ € @, o € X. For either deterministic or
nondeterministic automata a word av € X“ is accepted if there exists an accepting
run on it. For universal automata « is accepted if all runs on it are accepting.
A safety automaton is a deterministic Biichi automaton A = (Q, g1, 6, W) where
W = @. In other words, it accepts a word as long as it has a run over the word,
thus we omit mentioning the winning condition.

Let k € N and A be a finite alphabet. A A-labelled k-tree is (T, v) where
Ty, = (Z,FE) is a tree with Z = [k]* and E = {(y,y.d) | y € [k]*,d € [k]}, and
v: Z — Ais alabelling function that labels every vertex of the tree with a letter
in A. To distinguish vertices of trees and vertices of recursive game graphs, we
refer to the former as tree-vertices. The tree-vertex € is the root of the tree Ty,
and for every y € Z, tree-vertex y.d is the d*" child of . For any set X,
let BT(X) denote the set of boolean formulae over X using conjunctions and
disjunctions only (negation is not allowed). For any subset F' of X, we say that
F satisfies a formula ¢ € BT (X) if ¢ evaluates to true assigning the elements
in F' to true and the other elements in X to false.

A two-way alternating parity tree automaton (see [18]) over A-labelled k-
trees is A = (Q, q1,6, W), where @ is a finite set of states, g1 € @ is the initial
state, W is a parity condition on @ and 6 : @ x A — BT (({—1,0,1,..., k) x Q).
Intuitively, {—1,0,..., k} code the directions from a tree-vertex, where {1, ..., k}
stand for the k children of the tree vertex, —1 stands for the parent of the
tree vertex, and 0 stands for the current tree-vertex itself. Let us extend the
definition of concatenation of words over [k]* as follows: (xi.(—1)) = = and
2.0 = z, for any x € [k]*, i € [k], i.e. when a word is concatenated with —1,
it removes the last letter and concatenating with 0 is the identity function. A
one-way nondeterministic tree automaton can be seen as a two-way alternating
tree automaton where the transition function is always a disjunction of formulas
of the kind /\?Zl(j, gj), i.e. the automaton guesses nondeterministically to send
exactly one copy of itself in each forward direction.

A run of A over a A-labelled k-tree (T}, v), where Ty, = (Z, E), is a labelled
tree T, = (R,, E,) where each tree-vertex in R, is labelled with a pair (z,q)
where x € Z is a tree-vertex of the input tree and ¢ € @ is a state of the automa-
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ton A, such that: (a) the root of T, is labelled (e, ¢1), and (b) if a tree-vertex y of
T, is labelled (x, ), then we require that there is a set /' C {—1,0,1,...,k} xQ
such that F satisfies d(q,v(z)) and for each (i,¢') € F, y has a child labelled
(x.4,¢'). A run is accepting, if for every infinite path in the run tree, if one
projects the second component of the labels along the path, then it is a sequence
of states in () that satisfies the winning condition of A. Note that there is no
condition for finite paths of the run tree. An automaton A accepts a A-labelled
k-tree T iff there is an accepting run of A on T'; the language of A, denoted
L(A), is the set of all A-labelled k-trees that A accepts.

Proposition 1.

— Let A be a two-way alternating parity tree automaton. Then there is a one-
way nondeterministic parity tree automaton A" such that L(A) = L(A'), the
number of states in A’ is exponential in the number of states in A, and the
number of colours in the parity condition of A’ is linear in the number of
colours in the parity condition of A [18].

— The emptiness of one-way parity tree automata can be checked in time that is
polynomial in the number of states and exponential in the number of colours
in the parity condition (see [17]).

3.2 Strategy Trees

Let us fix a set of h modules M = {mq,...,mp}, which is ordered, and a

finite alphabet X for this section. Let us fix a recursive game graph over X,

A = (M,m1,{An}menr), where each A,, = (Np, B, Yo, Enny B, 01). By

A, we denote the set of labels {root, dummy} U (V x {T, L}).

A strategy tree is a A4-labelled k-tree and is intended to encode a modular
strategy in the following way. First, we have the special symbol root labelling
the root of the tree. The subtree rooted at the i child of the root will encode
the modular strategy for m;. The root of the subtree for m is labelled by the
entry point of m and tagged with T. (The other children of the root, if any, are
marked to be dummy tree-vertices and will not encode any information). No
other tree-vertices are labelled from the set En x {T, L}.

The subtree for a module m encodes the strategy for the module m by un-
ravelling the graph A,, and annotating each tree-vertex with either T or L, with
T intuitively encoding that a move to the corresponding node is possible while
a |-tag signifies that the strategy will not allow a play to visit this node.

If a tree-vertex v of the subtree for m is labelled (p, T), then:

— When p € (N, \ Bz, )URetns,,, the children of v are labelled by the successors
of p along with a T /L annotation. Further, if p is a player 0 vertex, then the
strategy must choose exactly one successor of p, and thus exactly one of the
annotations of the children is T. If p is a player 1 vertex, then all moves of
player 1 need to be accounted for, hence all children are tagged with T.

— When p € Calls,,, we do not encode calling the other module; we instead
simply have children corresponding to the returns from the called module,
with any T /L annotation. This hence encodes an assumption that the call to
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root
/ \
(e, T) \ dummy
‘ (62, T)
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((b1,22), 1) (x3,T)
(b1, 1), T) (ns, 1)
(nlv—l—) ((51,61),J_)

Fig. 2. A fragment of a strategy tree.

the other module will definitely not end in any return which is tagged with

1, no matter how player 1 plays. Note that we do not put any constraints

at this point that this assumption is indeed true—we take care of this later

when we check these trees using automata.

If a tree-vertex of the subtree for m is labelled (p, L), this denotes a move
disabled by the strategy and we do not continue to define the strategy from it;
we hence label the entire subtree under it as dummy. Similarly, if a tree-vertex
is labelled (p,¢) where p € Ex.,, then this signifies reaching an exit node of the
module and again we do not encode the strategy after this point.

For example, consider the recursive game graph in Figure[I], and a modular
strategy such that the choices for player 0 are resolved selecting (bo, e2) from
ny and x3 from no. A fragment of the corresponding strategy tree is shown in
Figure 2 Note that the subtree encoding the strategy for module A; assumes
that when As is called, it will not exit at x4, and the subtree for A; assumes
that when A; is called, it will not exit at zo. In this example, the strategy does
indeed guarantee these assumptions. It is easy to see that:

Proposition 2. There exists an effectively constructible one-way nondetermin-
istic tree automaton Agy of size O(|A]) that accepts a A-labelled k-tree if and
only if it is a strategy tree.

3.3 Automata Accepting Winning Strategy Trees

In this section we sketch the construction of an automaton A,,;, that accepts a
strategy tree iff it represents a winning strategy with respect to a specification
given as a safety automaton B = (Q, g1, d5). In this construction it is crucial the
use of an avoid component in states of A,;,. An avoid component (z,q) € FxxQ
corresponds to the assumption that a play must not end at the exit z with the
specification state gq. There is also another type of avoid component denoted
$,, that is used instead for the assumption that the play must not exit at all
the current invocation of the module m. We will return to the avoid component
later.
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Automaton A, is a two-way alternating tree automaton that performs
three main tasks. The first task is to simulate B so that we ensure the satisfac-
tion of the specification on an accepted strategy tree. This is achieved basically
simulating the transitions from 3, whenever a node is read. On reading an exit
node the automaton also checks that the assumption of the avoid component is
fulfilled.

The second task is to ensure that plays are generated from the entry point of
the initial module m;,, starting with the initial state of the specification, and that
this invocation of m;,, does not exit. If this call exits then this would mean that
there are finite maximal plays according to the strategy, which are by definition
losing for player 0. Hence, the first transition sets the avoid component to every
possible pair (x,q) € Exy,,, X Q.

The last task is to ensure that when a return of the input tree is tagged with
L, no matter how player 1 plays, the call to the other module will definitely not
end in such a return (see Section B2)). Assuming that this return is from a module
m at exit x, the above requirement is checked sending a copy of the automaton
to the root of the subtree corresponding to m for every avoid component of the
form (x,q).

The winning condition we choose for A, is trivial: we just map every state
to the colour 0; hence the winning condition simply requires that there be a
run over the tree. There is a trick that is needed in the construction to keep
the size of Ay, small. When reading a T-tagged return (b,z) (x € Ex,),
the strategy encodes the assumption that when m’ is called, it may return at
exit x, but it does not contain information on what the specification state can
be when it returns. The automaton hence will guess what the set of possible
specification states can be when the call returns. Since we would like to keep the
size of the transition function polynomial, we let the automaton step through
the specification states ¢ one by one, but staying at the same tree vertex, and
guess whether the current specification state ¢ is a possibility as the state on a
return. We omit further details here. Thus, we have the following.

Lemma 1. A, is a two-way alternating tree automaton that accepts a strategy
tree iff it corresponds to a winning strateqy. Further, the size of Awin is O(|Q|? -
|Ex|) where @ is the set of states in the specification automaton and Ex is the
set of all exits in the recursive game graph.

We now convert A, to a one-way nondeterministic tree automaton and
take its intersection with the automaton Ay, that accepts strategy trees, to get
a one-way nondeterministic automaton A’ which accepts a tree iff it corresponds
to a winning strategy tree. Since we can prove EXPTIME-hardness, via a direct
reduction from linear-space Turing machines, and using Proposition [Tl we have:

Theorem 1. For a recursive game graph A and a specification safety automa-
ton B, the problem whether there is a winning modular strategy for player 0 is
EXPTIME-complete, and can be decided in time O(|A| - exp(|Ex| - |B])). [l

! exp(z) stands for 2%.
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4 Complexity of Modular Games

4.1 Handling Other w-Regular Specifications

The construction given in Section [3.3] can be extended to games with specifica-
tions given as deterministic Biichi or co-Biichi automata on words. We consider
here only the case of Biichi automata; the case for co-Biichi automata is dual.

Let B = (Q, q1,65, W) be a deterministic Biichi automaton on words, and A
be a recursive game graph. We can extend the automaton A, of Section [3.3]
to a two-way alternating tree automaton A/ .~ that accepts strategy trees cor-
responding to winning strategies in this game.

The main modifications are as follows. When the automaton reads a call in
the subtree for a module m, recall that we guessed for every return labelled T,
the set of specification states the play could be at when it exits from the called
module. In the case of Biichi specifications, we need to guess more about what
happened during the call. More precisely, we need to know whether all possible
sub-plays that return at this exit and specification state would have definitely
met a state in W or not. If the automaton guesses that this is so, it must send a
copy to the called module to check this, and also signal a Biichi final state (for
the tree automaton) before continuing the play in the current module.

Again, by Proposition [l and the lower bound given in Theorem[I] we have.

Theorem 2. Deciding recursive game graphs with deterministic Biichi (or co-
Biichi) automaton specifications is EXPTIME-complete.

We can also extend the tree automaton from Section [3.3] to handle specifica-
tions given as universal Biichi (or co-Biichi) specifications. In the construction
of the automaton, whenever we were updating the specification state, we now
need to create a copy for each possible update of the specification state.

Theorem 3. Deciding recursive game graphs with universal Biichi(or co-Biichi)
automaton specifications is EXPTIME-complete.

The above theorem in fact shows that we can solve games for any w-regular
specification. If £ is any w-regular language, then its complement, £ is also w-
regular and can be accepted by some nondeterministic Biichi automaton B’. It is
easy to see that if B’ is viewed as a universal co-Biichi automaton B (we keep the
same states and the same transitions but interpret the automaton as universal
and co-Biichi), then B accepts a word « iff B’ rejects «. Hence B accepts £ and
we can solve games against this automaton.

We can also deal with LTL-specifications ([I5]) over a set of propositions P,
assuming the nodes in the game graph are labelled over X = 27. Given an LTL
formula ¢, we can construct a nondeterministic Biichi automaton B-4 over 27
that accepts a word iff it satisfies =¢ [T9]. Moreover, the size of this automaton
is exponential in |¢|. By the previous observation, this automaton when viewed
as a universal co-Biichi automaton accepts the models of ¢. In other words,
for any LTL formula, we can construct an exponential sized universal co-Biichi
automaton accepting its models. Invoking Theorem B and using the fact that
LrL-games are 2EXPTIME-hard [I6] even for normal graphs, we have:
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Theorem 4. Deciding LTL recursive game graphs is 2EXPTIME-complete.

4.2 Structure Complexity

Our algorithm for deterministic automata specifications works in time exponen-
tial in the number of exits in the recursive game graph. We could ask whether this
exponential is necessary by asking for the structural complezity of the problem,
i.e. what is the complexity for fixed w-regular specifications. Since a reachability
game on a recursive game graph can be formulated by a simple fixed automaton
specification, and since reachability games in recursive game graphs are Np-hard
[B], we cannot hope to do polynomial in the game graph. However, we can show
that for fixed specifications, the problem is in Np.

The NP upper bound can be shown by direct means, not involving automata.
Let us sketch the proof for deterministic safety automata. When a module m
invokes a module m’ at a specification state g, the only relevant information
that it needs is the set of exits m’ could return at, and at each of these exits,
the possible states the specification automaton can be in. This is a polynomial-
sized information that we can guess. For each module m and specification state
g, we build a graph G, , which is a product of the game module for m and
the specification automaton starting at state ¢. The problem then boils down to
finding whether, for every module m, there is a strategy for the game module
for m such that, when this strategy is played on G, 4, for every ¢ € @ (in the
obvious way), the strategy meets the assumption pertaining to how module m
should behave when invoked at q. In doing this, whenever we call another module
in G4, we can “plug-in” a graph that captures the assumption on how the other
modules will behave. For any m, solving the game graphs G, 4 simultaneously is
akin to solving partial information games, which causes an exponential blow-up
only in the size of the specification state space @), which is a constant. Hence
the problem can be solved in NP. The procedure extends to universal Biichi and
co-Biichi automata with some effort.

Theorem 5. Deciding recursive game graphs for fived w-regular specifications
1s NP-complete.

5 Conclusions

In this paper, we have solved the problem of deciding the existence of modular
strategies in infinite games over recursive structures for winning conditions spec-
ified using w-automata or linear temporal logic. We have argued that the notion
of modular strategies, compared to the traditional definition of global strategies,
is more appropriate for designing modules that can be plugged in any context.
Our solution is automata theoretic, and can be generalized to allow other types
of specifications such as branching time logics. In terms of future work, we are
exploring the application of games to generate interface abstractions, and effi-
cient implementations using a combination of BDD-based symbolic techniques
and SAT solvers.
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Abstract. We show that the model checking problem for p-calculus on
graphs of bounded tree-width can be solved in time linear in the size
of the system. The result is presented by first showing a related result:
the winner in a parity game on a graph of bounded tree-width can be
decided in polynomial time. The given algorithm is then modified to
obtain a new algorithm for u-calculus model checking. One possible use
of this algorithm may be software verification, since control flow graphs
of programs written in high-level languages are usually of bounded tree-
width. Finally, we discuss some implications and future work.

1 Introduction

The modal p-calculus introduced by Kozen [10] is a very expressive fixpoint logic
capable of specifying a wide range of properties of (non-terminating) programs,
such as safety, liveness, fairness etc. Moreover, many important temporal logics
were shown to be fragments of the modal u-calculus [4/5].

Even though modal pu-calculus was extensively studied, the exact complexity
of model checking problem for this logic is not known. The original result of
Emerson and Lei [§] states the following: The model checking problem for a
formula of size m and alternation depth d on a system of size n is O(m - nd+1).
So model checking is exponential in alternation depth of the formula. In [4] the
complexity was shown to be in NPNco-NP, though it is unlikely for the problem
to be NP-complete. A substantial effort was undertaken to find a polynomial
model checking algorithm. The only improvement since the original work came
from Long et al. [TT]. Their delicate result allowed the complexity to be decreased
to O(m - nld/21+1),

In contrast with the explicit computation of fixpoints in the original algo-
rithm [5], the paper [] shows that the model checking problem for p-calculus
is equivalent to the non-emptiness problem for automata on infinite trees with
parity acceptance condition. As a consequence of this fact it can be shown that
this is equivalent to the problem of deciding a winner in parity games (there is
a polynomial-time reduction). See also [I5]. Parity games were therefore exten-
sively studied [8I8], but so far this research has not come up with a polynomial
algorithm.

W.A. Hunt, Jr. and F. Somenzi (Eds.): CAV 2003, LNCS 2725, pp. 80-{32] 2003.
© Springer-Verlag Berlin Heidelberg 2003



Fast Mu-Calculus Model Checking when Tree-Width Is Bounded 81

Tree-width is a graph theoretic concept introduced first by Robertson and Sey-
mour [14] in their work on graph minors. Roughly speaking, tree-width measures
how close is the given graph to being a tree. Graphs with low tree-width then
allow a decomposition of the problem being solved into subproblems, decreasing
the overall complexity — some in general NP-complete problems were show to
be polynomial on these graphs. (Following the intuition that solving problems
on trees is much easier than on general graphs. E.g. modal p-calculus model
checking is linear on trees.) See Bodlaender’s paper [1] for an excellent survey.

Even though the concept of tree-width is quite restrictive, in practice the
systems considered are surprisingly often of a low tree-width. In [I7] it was
shown that all C programs (resp. their control-flow graphs) are of tree-width
at most 6, and Pascal programs of tree-width at most 3! This result does not
hold for Java, as the labelled versions of break and continue can be as harmful
as goto [7]. In practice, however, programs with high tree-width do not appear
(since they are written by sane humans).

In this paper we show that for graphs of bounded tree-width, the p-calculus
model checking problem can be solved in time O(n - a(m,k)) on systems of
tree-width k. In general this is a consequence of a general theorem of Courcelle
[2]: For a fixed MSO formula ¢ and a graph of bounded tree-width the model
checking problem can be solved in time linear in the size of the graph. This result,
however, does not provide any estimate on a(m, k) (except for being “large”).
Recently it was shown [6] that « is not even elementary. Moreover the algorithm
itself is quite complicated and does not provide any insight into what are the
results/strategies in the underlying game.

In contrast, our algorithm does not require translation into MSO. Its com-
plexity is clearly expressed in the parameters m, k and d and in addition one
can easily follow the workings of the algorithm as well as the evolving strategies.
We start by first proving a related important result: That a winner in a parity
game can be determined in polynomial time (linear when the number of colors
is fixed). This result is new and does not follow from [2]. We then extend this to
give a new p-calculus model checking algorithm.

Acknowledgement. I am indebted to Colin Stirling for his invaluable support,
guidance, and for suggesting me to work on this topic in the first place.

2 Parity Games and p-Calculus
2.1 Parity Games

The Parity game G = (Vo, Vi, E, ) cousists of a directed graph D = (V, E),
where V' is disjoint union of Vj and Vi, and a parity function A : V.— N (0 ¢ N).
For clarity we assume that for every vertex of V there is at least one outgoing
edge in D.

The game is played by two players Py and P; (called also Fven and Odd),
who form an infinite path in D by moving a token along the edges. The game
starts in an initial vertex and players play indefinitely in the following way. If the
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token is on vertex v of Vj, then player Py moves the token along some edge with
tail v. If the token is on vertex of Vi, player P; moves the token. As a result,
the players form an infinite path 7 : w7 ..., which corresponds to the infinite
sequence of priorities Inf(m) : p(71)p(m2) ... Player P; wins the path (play) = if
the highest priority appearing infinitely often in Inf(w) is odd, otherwise player
Py wins.

Next we define the notion of strategy for player Py (it is dual for player P;).
A (memoryless) strategy S assigns to every vertex v € Vp one of the edges of F
with a tail in v. More formally, S is a function S : Vo — V s.t. Yo € V5.5(v) =
w = (v,w) € E. A player plays using a strategy S, if in his vertex v he always
chooses S(v) as the next vertex. We say that a strategy S is winning for player
Py (resp. player P1) from v € V, if he wins every play starting in v using this
strategy.

From the well known determinacy result [3] we know that the vertex set V
can be divided into two sets Wy and W7, containing the vertices for which the
player Py (P1) has a winning strategy. Moreover, it is shown sufficient to take
just memoryless strategies defined as above. Every strategy for player Py gives
us a graph D*:

Definition 1 (D®). For a graph D = (V,E) and a strategy S we define D% =
(V,E') to be a subgraph of D, where E' = E~ {(v,w) € E |v € Vy AS(v) # w}
In other words, we remove all the edges leaving the vertex v of Vi except for the
one corresponding to the strategy S.

It is easy to show, that on this graph Py wins if there is no cycle reachable from
the initial vertex such that P; wins this cycle.

2.2 Modal p-Calculus

The syntax of modal p-calculus we use (positive normal form) is defined by:

pu=Ze1Vpa|pr Ao | (@) | ap | uZ.o |vZ.

Z here ranges over a family of propositional variables. We do not give the se-
mantics here, as we assume the reader is familiar with the modal p-calculus (see
[16] for a good introduction). In the text we also deal only with closed formulas
(i.e. not containing any free variables).

We evaluate p-calculus formulas on labelled transition systems (LTSs), an
LTS T being a triple (P, Act,—). These LTS can for example represent a
control flow graph of some program. In the rest of this text we use p,q,... to
denote states (members of P) and write p — ¢ for (p,a,q) €—.

There is a well known algorithm for constructing a parity game G = (Vp, V1,
E, \) corresponding to model checking problem for 7 = (P, Act, —) and ¢. This
construction is basically by computing a synchronised product of the graphs of
¢ and G (see eg. [16]). The following theorem holds:

Theorem 1 ([16]). Player Vi has a winning strategy for (p,p) in the parity
game G iff p =1 .
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3 Tree Decompositions

Here we present the relevant facts about tree decompositions and tree-width,
which will be needed later in the text.

Definition 2 (Tree decomposition). A tree decomposition of an (undirected)
graph G = (V, E) is a pair (X,T), where T = (I, F) is a tree (its vertices are
called nodes throughout this paper) and X = {X; | i € I} family of subsets of V
such that:

- UieI Xi=V,
— for every edge {v,w} € E there exists an i € I s.t. {v,w} C X;, and
— foralli,j, k € I if j is on the (unique) path from i to k in T, then X;NX} C

X;.

The width of a tree decomposition (X,T) is max;cy | X;|—1. The tree-width of a
graph G is the minimum width over all possible tree decompositions of G. Trees
have tree-width one. One obtains an equivalent definition if the third condition
15 replaced by:

For allv € V, the set of nodes {i € I | v € X;} forms a connected subtree
of T.

Let ¢ be a node of T in a tree decomposition (X,T) of D. Then we use the
following notation:

T; — subtree of T rooted in 4

V; — vertices of D appearing in T; — i.e. V; = UjeTi X;

D; — subgraph of D induced by V; —i.e. V(D;) =V; and E(D;) = {(s,t) € E |
s,t € Vi}

D~ W —subgraph of D induced by vertices V(D) ~ W

The following fact about tree decompositions is one of the basic properties of
graphs of bounded tree-width, which allows for all the interesting results.

Fact 1. Let (X,T) be a tree decomposition and i a node of T. Then the only
vertices in V; adjacent to vertices V- 'V; are those belonging to X;. In other
words, X; is an interface between D; and the rest of the graph.

The following notion of nice tree decomposition allows us to significantly simplify
the construction of our algorithm. This choice is justified by Lemma [l

Definition 3 (Nice tree decomposition). Tree decomposition (X, T) is called
nice tree decomposition, if the following three conditions are satisfied:

1. every node of T has at most two children,
2. if a node i has two children j and k, then X; = X; = Xy, and
3. if a node i has one child j, then either | X;| = |X;|+ 1 and X; C X; or
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Lemma 1 (See [9]). Every graph G of tree-width k has a nice tree decomposi-
tion of width k. Furthermore, if n is the number of vertices of G then there exists
a nice tree decomposition with at most 4n nodes. Moreover, this decomposition
can be constructed in O(n) time.

In a nice tree decomposition (X,T') every node is one of four possible types.
These types are:

Start If a node is a leaf, it is called a start node.

Join If a node has two children, it is called a join node (note that the subgraphs
of its children are then disjunct except for X;).

Forget If a node ¢ has one child j and |X;| < |Xj|, node i is called a forget
node.

Introduce If a node ¢ has one child j and |X;| > |X,|, node i is called an
introduce node.

Moreover, we may assume that start nodes contain only a single vertex. If this is
not the case, we can transform the nice tree decomposition into one having this
property by adding a chain of introduce nodes in place of non-conforming start
nodes. We will also need a notion of terminal graph, which is closely related to
tree decompositions.

Definition 4 (Terminal graph). A terminal graph is a triple H = (V, E, X),
where (V, E) is a graph and X an ordered subset of vertices of V called terminals.
The operation & is defined on pairs of terminal graphs with the same number of
terminals: H® H' is obtained by taking the disjoint union of H and H' and then
identifying the i-th terminal of H with i-th terminal of H' for i€ {1,...,1}. A
terminal graph H is a terminal subgraph of a graph G iff there exists a terminal
graph H' s.t. G = H ® H'. Finally we define H; to be D; taken as a terminal
subgraph with X; as a set of its terminals (the ordering of X; is not important
here).

4 The Algorithm for Parity Games

In this section we give the algorithm for solving parity games on graphs of
bounded tree-width in polynomial time. First let us fix a parity game G =
(Vo, Vi, E, A). In the text we will often use only D = (V, E) (where V = Vo UV;)
to denote the game G — sets Vj, Vi, and A are then implied by context. Then
we take G to be the undirected graph which arises from D by forgetting the
orientation of edges (i.e. an edge e = {z,y} of G can correspond to two edges
(z,y) and (y, x) of D). We also assume that we have a tree decomposition (X, T)
of G of tree-width k and there is no cycle of length one. (If there is such a cycle,
than the winner is known and we can safely remove the edge.) In the case of
control flow graphs of programs, tree decomposition can be obtained by a simple
syntactical analysis (see [17]).

We start by converting a tree decomposition (?, T) into a nice tree decompo-
sition (X, T') of the same width — this can be done using Lemma [l Our algorithm
then follows a general approach for solving problems on graphs of bounded tree-
width (see [I]). The crux of the algorithm lies in computing a bounded rep-
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resentation of the exponential set of strategies. Given node i of T', we only need
to know effect of a given strategy for vertices in the interface Xj;, size of which
is bounded by a (small) constant. We compute the effects of strategies (called
full borders) at nodes of T in a bottom-up manner. From a full border for the
root we can then quickly decide the winner for vertices in the root node. Using
force-sets or some similar technique, winners for the other vertices can be found
as well (the complexity then increases by at most a factor of n).

4.1 Borders

In this section we will define the notion of full border for a graph G and show it
is adequate. We need to have a means to record the “winner” for a set of paths.
To do that, we define the function R (called reward) by the following pre-

scription:
R(p) = =A(v) iff AM(v) is even
Pr= A(v)  iff A(v) is odd

We will overload R so we can use it to talk about (finite) paths R(w) =
max(R(m1), ..., R(m,)). The intuition behind this definition is the following: In
the game where there is a fixed strategy S for player Py (i.e. every vertex in
Vo has a single outgoing edge), it is the player P, who decides which way to
go if there are multiple choices available. To maximise her chances of winning,
she chooses the path where the highest priority is odd, and the maximum of all
such paths. If player Py wins all the paths, then P; tries to minimise the harm
by selecting the one with the lowest winning priority. For a set of paths IT we
define R = max{R(w) | m € IT}. We will need also the following property, which
is easy to prove:

Lemma 2. Let D be a graph and u,v,w € V. Let IIp(u,v) be the set of all paths
from w to v in D, and Hp(u,v,w) set of those which pass through w. Then

R(IIp(u,v,w)) = max(R(IIp(u,w)), R(Ip(w,v)))
A border of i tells us what happens inside the subgraph D; —i.e. we take vertices
of X; as entry points for D;, but not as its inner vertices. We start with some
useful definitions.

An i-path in a graph D is path 7 : w7y ... 7, where 1 = s, 1, =t € V; and
{my...m—1} C Vi~ X;. We allow s = t. For s,t € X; we use IT5(s,t) to denote
the set of all i-paths from s to ¢ in D.

An i-internal cycle in a graph D is a cycle 0 = 0105...0k, where 01 = oy,
and o1,...,01 € V;\ X;. Vertex w € X; is called i-losing, if there is an i-internal
cycle o won by P; and a path 7w : myme ... 7w s.t. 11 = w, o ... € V; N X; and
T € 0.

Definition 5 (border). A border b of i is a function b : X; — {1,0,2%*P},
A border b (of i) corresponds to a strategy S, iff Vv € X; . b(v) =

— L1 iff v is i-losing in D°,

— o iff v € Vo has no outgoing edge in Df, and

—{(w,p) |lwe X N Hps(v,w) #0 N p=TR(Ins(v,w))} otherwise.
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First note that many strategies can correspond to a single border. This “com-
pression” makes the algorithm work. Members of b(s) are called entries. Note
that for each v,w € X; there is at most one entry (w,p) € b(v) when b(v) # L
or o. For the sake of clarity, we will overload the notation a little bit and write
b(s,t) = p as a shorthand for (¢,p) € b(s) and b(s,t) = 0 when there is no pair
(t,p) € b(s). In addition to border being a function, we can look at it as being a
table of priorities with dimensions (k + 1) x (k + 1). In this table the rows and
columns are labelled by vertices. Likewise if symbols L or o appear in a row,
then the whole row must be marked by this symbol.

Next we want to show that border (corresponding to S) is well defined — i.e.
that it contains all the information we need to know about D in order to check
whether Py wins using the strategy S. To do this we first define a notion of link:

Definition 6 (link). A link of a border b (of a node i) is a terminal graph
H=(X,UWuU{vL},EU (vi,v1),X;) and priority function X\ s.t.:

— for every pair s,t € X; with b(s,t) # 0 we put a new vertex w into W and
two edges (s,w) and (w,t) into E. We also set A(w) = b(s,t).

— for every s € X; with b(s) = L we insert an edge (s,v1) into E.

— p(v) for v € X, is the same as in original game, A\(v,) = 1.

We also write Link(b) for the link of the border b.

In other words a link of b, where b € B(i) corresponds to a strategy S, is just
a graph having the same properties w.r.t. winning the game as DZS does. The
formal proof of this statement is subject of the following lemma:

Lemma 3 (Border is well defined). Let b be a border of i corresponding to
some strateqy S. Let H be s.t. DS = DY ® H and v a verter in V ~ (V; \ X;).
Then Py has a winning strategy for v in D° iff she has a winning strategy for v
in L = Link(b) & H.

Proof. = Suppose Py does not win in D®. Then there must be a cycle o =
o1 ...0} reachable from v s.t. P; wins this cycle. Let w be the path from v
to a vertex of o. There are two cases to be considered:

1. V(o) CV; N X;
Then there must be i € N sit. m; = w € X; and b(w) = L by Fact [
From definition of Link(b) player P; has a winning strategy for v in L
(she can force play to v and then loop through this vertex).

2. Otherwise
Let j bes.t. 05 € X; and Vi < j.o; € V;\ X, (such a j must exist). Then
o, is also reachable in L (by definition of border correspondence and
Link(b)). Moreover, let ¢’ be a cycle obtained from ¢ by substituting
every sequence s = 0; ...0;4; = t, where s,t € X; and {0j41...0i41} C
Vi N\ Xi, by path swst. Then o’ is a cycle of L and it is easy to check
that P; also wins the cycle ¢’ of L.

< similar
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Definition 7 (full border). A full border B(i) (of node i) is just a set of all
borders of i corresponding to some strategy S.

The following important corollary says how we can derive the desired information
from the full border for the root r of T'.

Corollary 1. Let (X,T) be a tree decomposition of D, r its root node and v €
X, a vertex of D. Then Py has a winning strategy for v in D iff there is b € B(r)
s.t. Py has a winning strategy for v in Link(b).

It should be noted that the check in the corollary above can be done in constant
time, which depends only on the tree-width of D.

4.2 Computing Full Border

Having a nice tree decomposition (X,T'), we compute B(i) for every node i of
T in a bottom-up manner. Here we give an algorithm for each of the four node
types. Detailed algorithms can be found in the full version of the paper [13].

Start Node If 7 is a Start node, then it contains only a single vertex v. Two
cases:

v e Vy -weset B(i) = {b} where b(v) = o, since we have to postpone the choice.
v € Vi - we set B(i) = {b} where b(v) =0 (no choice here).

Forget Node - detecting cycles. Let ¢ be a forget node with a single child j
and X; = X; U {v}. By definition of tree-width we know that there is no edge
connecting v with D \ V;, since v does not appear anywhere in the part of T" yet
to be explored. For b € B(j):

1. Create V' from b by copying all entries not containing v.

2. If b(v) = L or b(v,v) = p for p odd, set b'(u) = L for all vertices u € X s.t.
b(u,v) # 0, since u is i-losing.

3. Otherwise let s,t be a pair of vertices s.t. b(s,v) = p1 and b(v,t) = pe and
let p = max(p1, p2). Then V' (s,t) = pif b(s,t) = 0, and b'(s,t) = R(b(s, 1), p)
otherwise.

4. Put b into B(i).

Introduce Node - adding new borders. Let ¢ be an introduce node with a
single child j and X; = X,; U {v}. For every border b € B(j):

1. Create a copy b’ of b.

2. For every edge (v,w) € F s.t. w € X; insert an entry o' (v, w) = max(A(v),
AMw)). If v € V4, then we add all such entries. Otherwise v € V; and we create
a new border for each of the edges (these borders correspond to different
strategies) and also include the possibility o' (v) = o.
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3. For every border V' created in the previous step and every edge (u,v) €
E,ue X;NV; we set b/ (u,v) = max(A(u), A(v)).

4. For every W C {u € X; | (u,v) € E Ab(u) = o} we create a new copy
b of b with b (u,v) = max(A(u), A(v)) for u € W. Every such subset may
correspond to some strategy S for D.

5. Remove every newly created b which can not correspond to a strategy. This
happens when there is v/ € X; s.t. b(v') = o, but there is no w € V \'V; s.t.
(v',w) € E. In other words - we have postponed the choice, but there are no

remaining edges to choose from.
6. Add the resulting borders to B(7).

Join Node Let i be a join node with j; and jy as its children and B(j;) and
B(j2) their full borders. It is enough to define the join operation for every pair
(b1, b2) where by € B(j1) and by € B(j2). Each such join will result in a new
border b to be added into full border B(3) of .

Note on joining To get correct results, we must not apply the join operation to
two borders which do not correspond to some common strategy. By definition of
tree-width V;, NV, = X, (i.e. D;, and D;, are disjoint except for their common
interface), so we only have to check the choices made for P, vertices in X;. To
allow for the check, in every border we remember the choice made for these
vertices. Look at the following table. For every v € X; NV} there is a single edge
(v,w) in D®. The possible cases are:

HweV\V 2Q)weX,;
JweV; NX; HweV;, NX;

To distinguish among these cases, we already can deduce some information from
b1(v) and b2(v) (we use S,S" to mark the fact that b(s) is a non-empty set of
pairs):

by (v)\b2(v)| o | L[S’
o 1)|4)(4?
1 3| |-
S 37— (27

As we see, there are some cases which need further checking (these are marked
“?” in the table). Note that b(v,w) # 0 when w is in X;, so we can remember
the choice by selecting a single pair from b(v) for every v € X; N V. No pair
selected then corresponds to w being in V; \ X;. Our algorithms can be easily
extended to keep track of this information.

Algorithm For a pair of borders by and by we first check whether they can be
both borders of a same strategy as outlined above. Now we have to “merge” by
and b into b by going through all vertices in X;. The only interesting case is
when by (s,t) = p; and by(s,t) = pa, in which case we set b(s,t) = R(p1,p2)-
Once finished, we must remove borders which cannot correspond to a strategy
(see the Introduce node).
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4.3 Correctness and Complexity

The following theorem states that our algorithm is correct.

Theorem 2 (correctness). Let G = (V, V1, E, ) be a parity game and (X,T)
a nice tree decomposition of D. Let i be a node of T and B(i) the set computed
using our algorithm for a node i. Then B(i) is a full border for i.

Proof (Sketch). The proof goes by induction on structure of T'. For every node
we have to prove that

1. For every strategy S there is b € B(i) corresponding to .S
2. Every b € B(i) corresponds to some strategy S.

The proof itself is straightforward, since all the necessary facts were mentioned
in Sect. alongside the algorithms. O

Theorem 3 (complexity). Let G = (Vu, Vi, E, \) be a parity game with tree
decomposition (X, T) of D =(V =Vy UV, E) of width k. Let p = |{\(v) | v €
V'}| be the number of priorities. The algorithm described in this section runs in
time O(n - k2p2(k+1)2) where n is the number of vertices of D.

Proof. There are at most p(k+1)2 different borders in a full border. That is
because the dimensions of a single border are at most (k+ 1) x (k + 1), and
a border is nothing else than a table of priorities. It can be easily seen that
full border for each of the four node types can be computed in constant time
depending onlﬁy on k. A precise analysis shows that this time has an upper bound
of k2 . p2(k+1)*,

According to Lemma [I] we know that a nice tree decomposition has at
most 4n nodes and can be constructed in O(n) time. This gives the bound
O(n - k2p2(k+1)2). It remains to mention that in the general case the number of
priorities p is from the range (1,n), and therefore our algorithm is polynomial
in n. O

We have been able to identify examples of parity games for which the standard
algorithm based on computing the approximants needs exponential time, but
which are of very low tree-width. In [T2] there is an example of such a parity
game. This example is parametrized by n — the number of vertices. The game
graph in Fig. [Ishows an instance of size 10. In our notation vertices of Py(Py)
are shown as circles (squares) and the number associated with each vertex shows
its priority. Note that the tree-width of this game graph is only 2 (this value does
not depend on n).

5 Adaptation to pu-Calculus

In this section we explain how to adapt the algorithm for parity games to u-
calculus model checking. As an instance of a model checking problem, we are
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Fig. 1. Parity game example

given an LTS 7 of size n and a p-calculus formula ¢ of size m. Moreover, we
assume that 7 has a tree decomposition of tree-width k£ and therefore also a nice
tree decomposition (Y, T), where T = (I, F),Y = {Y; | i € I}, of the same size.
For D we take the corresponding game graph created using the translation from
Sect.

It is important to realize that a direct approach by taking a parity game
graph D and using the previous algorithm to solve D does not work as intended.
This is because of the fact that D can be of much higher tree-width than 7,
because the graph of the formula ¢ can contain several loops. Actually, the
following fact holds:

Fact 2. The graph of a p-formula ¢ is of tree-width at most n, where n is the
number of variables in the formula (and not any greater than alternation depth).
Moreover for every n there exists a formula ¢ with n variables such that the
tree-width of the graph of ¢ is n.

Instead of computing the game graph first, we can just use the algorithm for
parity games on the graph of the system being checked. The only change we
make is that instead of adding/removing a single vertex p, we will add/remove
m vertices (p, ) at a time — one for every ¥ € Sub(p) (m = |Sub(p)|).

Taking (Y, T) and D as above, we define X; = {(p,®) | p € Y;, ¢ € Sub(p)}.
It is easy to check that using these X;’s and D in the definition of border makes
all the results in Sect. 21 hold. Now we must modify the algorithm a little bit.
We will progress on the structure of Y:

Introduce node A vertex v of T is being introduced. We will add vertices (v, 1)
one by one, as a sequence of vertices in the original algorithm. The order is not
important here.

Start node A leaf containing only v is created. In this case we create a border
with vertex (v, ¢) and then add vertices (v, 1), ¢ € Sub(¢) one by one, as in the
original introduce node algorithm.

Forget node Vertex v of T is being removed. We remove the vertices (v, ) one
by one as a sequence of vertices in the original algorithm.

Join node The only different bit is checking whether two borders can correspond
to some common strategy. The choices made in the vertices of type (v, (a)y) are
checked by the original algorithm, as the edge goes to some vertex (w, 1), where
v # w. The choices made for vertices (v, 11 V1)) can be checked easily, as there
is an edge to either (v,11) or (v,12) in both the borders.
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5.1 Complexity

Theorem 4 (complexity). Let 7 be a LTS of size n with a tree decomposition
of tree-width k, and ¢ a foerula of size m. Then the previous algorithm runs in
time O(n - (km)2d2((k+1)m)7)

Proof. We start with the complexity estimate for parity games. In the p-calculus
case, the size of borders has grown from &k + 1 to (k+ 1) - m. However, we do not
increase the number of nodes in tree-decomposition. The number of priorities
p is bounded by m (actually, we can bound it by d, the alternation depth of
formula). The rest follows from Theorem 3 O

Comparing to the result of [T1], our algorithm is linear in the size of the system,
no matter what the formula is. It should be also noted, that the estimated
running time is really the upper bound and the algorithm may benefit from
further optimisation.

5.2 Application to Software Model Checking

The algorithm presented above looks suitable for model checking software pro-
grams. For structured programs have a low tree-width and, moreover, we can
find the tree decomposition just by performing a simple syntactic analysis [17].
In practice it is usually the case that the size of the system itself is huge, whereas
the formula is quite small. This is where the fact that our algorithm is linear in
the size of the system may give better results compared to previous algorithms.

6 Conclusions and Future Work

We have shown that parity games can be solved in polynomial time for the
important class of systems of bounded tree-width. This result was then used
to present p-calculus model checking algorithm which is linear in the size of
the system. We hope that these results can bring another insight into what is
the exact complexity of solving parity games and p-calculus model checking. In
addition software model checking may benefit from this work, since control flow
graphs of structured programs have bounded tree-width.

Following the approach presented here, there is a hope to obtain even better
results. For example, our algorithm is not optimal on directed acyclic graphs
(DAGS). Even though p-calculus model checking (or solving parity games) on
DAGs can be done in linear time, DAGs can have a high tree-width. This is
because we decompose the underlying undirected graph, and therefore do not
take into account some knowledge we have about the system. Finding some right
structural property of directed graphs might prove useful.
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Abstract. We generalize the traditional definition of a multicounter machine
(where the counters, which can only assume nonnegative integer values, can be
incremented/decremented by 1 and tested for zero) by allowing the machine the
additional ability to increment/decrement each counter C; by a nondeterministi-
cally chosen fractional amount J; between 0 and 1 (d; may be different at each
step). Further at each step, the d;’s of some counters can be linearly related in that
they can be integral multiples of the same fractional § (e.g., 61 = 39, d3 = 6J).
We show that, under some restrictions on counter behavior, the binary reachability
set of such a machine is definable in the additive theory of the reals and integers.
There are applications of this result in verification, and we give an example in
the paper. We also extend the notion of “semilinear language” to “dense semilin-
ear language” and show its connection to a restricted class of dense multicounter
automata.

1 Introduction

Dense counters are necessary in modeling many control systems and real-time applica-
tions. Their importance has already been noticed in model-checking. One of the focuses
during the past ten years is the study of hybrid automata [2|[13] where dense counters
follow some complex continuous flow, typically characterized by differential equations,
and interact with bounded discrete control variables. Decidable results on reachability
has been obtained for many forms of hybrid automata (e.g., timed automata [3]], multirate
automata [2/18], initialized rectangular automata [19]]). On the other hand, linear hybrid
automata in general are undecidable for reachability [19]. In fact, the undecidability
remains even for timed automata augmented with one stop watch [19].

Another focus approaches dense counters in a different way. Ultimately, in the view
of an external observer, the evolution of a system containing dense counters in X can
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be characterized by a formula T'(s, X, s’, X’), whose meaning is roughly: the system
transits from control state s to s’ while changing the counters from X to X’. In other
words, T’ characterizes a one-step transition of the system, called a dense counter system.
A fundamental question is then: what kinds of 7" would make the transitive closure 7™
computable? Many model-checking queries (e.g., reachability) relies on the answer.
Some results studying special forms of 7" and its (restricted) transitive closure can be
found in e.g., [6/7120/5012].

Recently, it has been shown that some fundamental results in automata theory (such
as [T4UT5/8]) on some restricted discrete counter machines are quite useful in studying
various model-checking problems for infinite state systems containing discrete counters
(e.g., [OITT] etc.). Following this line, we believe that developing a fundamental theory
(which does not exist) in the view of automata theory for these machines but with dense
counters should be equally useful for studying dense counter systems. This automata-
theoretic approach is different from those taken in [6Z0[5/T2] mentioned earlier. As a
starting point, in this paper we will develop a preliminary automata theory for dense
counter machines.

We define a dense counter machine M as a finite state machine augmented with a
number of dense counters. The counters can assume nonnegative real values. At each
step, each counter C; can be incremented/decremented by 0, 1 or a nondeterministically
chosen fractional amount §; between 0 and 1 (J; may be different at each step). We
will see that without loss of generality, we can assume that at a single step, for all 7,
the d;’s are of the same amount ¢ (but still the § may be different between steps). This
d-increment/decrement is the essential difference between dense and discrete counters.
The machine M can also test a counter against 0 (= 07, > 07). Since counters are
assumed nonnegative, M crashes if a counter falls below 0. (Note that since the counters
can be tested against 0, the system can actually check if it will crash and if so enter a
distinguished state. So the assumption of “crashing” can be made w.l.0.g.) Given two
designated states sipit and sgp a1 in M, we study the possibility of computing the transitive
closure “~»", called the binary reachability, of M:

X ~ X’ iff X at sipn;¢ reaches X’ at sgpa1 in M.

On the negative side, even the state reachability problem (whether sj,;¢ reaches Sgpal,
or equivalently, whether ~ is empty) is in general undecidable. This is because a two
(discrete) counter machine can be simulated by M in which no §-increments/decrements
are made. But, what if M only performs d-increments/decrements (along with tests
against 0)? In this case, the undecidability remains even when there are only four dense
counters. Interestingly, still in this case, the state reachability problem becomes decidable
when there are two counters. The case for three counters is open.

On the positive side, we will show some restricted versions of M whose binary
reachability is definable in the additive theory of the reals and integers. The theory is
decidable, for instance, by the Biichi-automata based decision procedure presented in [4]]
and a quantifier elimination technique in [21]]. This will allow us to automatically verify
some safety properties for the restricted M: Are there X and X’ such that 7(X, X') A
X ~s X’? where I is definable in the additive theory of the reals and integers (e.g.,
1+ — 3xe > 4 A wg — 2 is an integer Axhy — x1 < 7). Furthermore, some liveness
properties (e.g., infinitely ofteness [[11]]) can also be automatically verified:
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Are there X0 ... X" ... such that X° ~» X! ~s -~ X s - 1(X)
holds, and, there are infinitely many n for which P(X,,) holds?

where I and P are definable in the additive theory of the reals and integers.

In this paper, we first consider a restricted version of M in which all the dense
counters are monotonic (i.e., never decreasing). Then we consider the case when all
the dense counters are reversal-bounded (the alternations between nondecreasing and
nonincreasing are bounded by a fixed integer, for each counter). The concept of “reversal-
boundedness" is borrowed from its counterpart for discrete counters [14]). It is not too
difficult to prove that in these cases ~ is definable in the additive theory of the reals
and integers. The proof becomes more difficult when M is further augmented with an
unrestricted dense counter (called a free counter). In the rather complex proof, we use a
“shifting" technique to simplify the behavior of the free counter.

The proofs can be easily generalized to the cases when counters in M are of multirate.
That is, a nonnegative integer rate vector (1, - - -, ) is now associated with a counter
instruction such that, for each counter z; (1 < ¢ < k), an increment/decrement by 1
now corresponds to an increment/decrement by r;; an increment/decrement by § now
corresponds to an increment/decrement by r; - 6. Also note that, in an instruction, the
0 need not necessarily be the same for each counter. For instance, one may have an
instruction by associating d; with x1, xo and do with x4, x5 as follows:

s: if ;>0 then for sonme 0<d1,00 <1,

IE’l =T +3’51, $/2 :I’274’51, $31I3+51,
Iﬂil :I’476’52, Iﬂls :I’577’52,

goto ¢.

The automata-theoretic approach taken in this paper is new and the decidable results
for the transitive closure computations on the counter systems are incomparable to pre-
viously known results (e.g., [6]20/5l12]). The models, e.g., the reversal-bounded dense
counter machines with a free counter, are incomparable with some restricted and decid-
able models for hybrid systems (e.g., timed automata [3], initialized rectangle automata
[T9], etc). In the future, we plan to use the results in this paper as a fundamental tool
to reason about a broader class of dense counter systems. For instance, we may study a
subclass of timed automata whose accumulated delays [[I]] are decidable over a formula
of the additive theory of reals and integers. Our models are convenient in modeling
accumulated delays which are simply monotonic dense counters. We can also use the
model to specify some interesting systems with multiple dense/discrete counters.

Consider, e.g., the following version of the traditional producer-consumer system.
A system may produce, consume or be idle. When in state produce, a resource is pro-
duced, which may be stored and later consumed while in state consume. The system
may alternate between production and consumption states, but it may not produce and
consume at the same time. Production may be stored, and used up much later (or not
used at all). The novelty is that the resource may be a real number, representing for
instance the available amount of a physical quantity (e.g., fuel, water or time).

This system may be easily modeled by a finite state machine with a free purely-dense
counter, where the resource is added when produced or subtracted when consumed.
Since the free counter may never decrease below zero (e.g., it can tested against 0),
the system clearly implements the physical constraint that consumption must never
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exceed production. Using a dense-counter, there is an underlying assumption that a
continuous variable, such as our resource, changes in discrete steps only; however, this
is acceptable in many cases where a variable actually changes continuously, since the
increments/decrements may be arbitrarily small.

We note that decidable versions of timed or hybrid automata do not appear to be able
to specify the producer-consumer example above (even though we cannot rule out that
some other decidable model can). In timed automata, when the resource is interpreted
as time, the amount of production (respectively, consumption) is equivalent to the “total
accumulated time spent while in state produce (respectively, consume)". Implementing
the constraint production — consumption > 0 is then tantamount to implementing a
stop watch, which is known to lead to undecidability of the model. In hybrid automata,
a continuous variable for production — consumption must have different flow rates
in state produce (nonnegative) and in state consume (nonpositive). A rate change, at
least for the decidable class of initialized rectangular automata, forces the variable to be
reinitialized to a predefined value after a state change: the value a variable had in state
produce is lost in state consume. Adding more variables does not appear to solve the
problem, either, since no variable comparison is possible.

The dense-counter model of the example can be easily adapted to more complex
situations. For instance, suppose that a constraint on the system is that total production
is at most twice the amount of consumption. This can be described by adding two
reversal-bounded dense counters, namely p, ¢, to store the total production (p) and twice
the total consumption (c). For the sake of clarity, a nondeterministic version of the
producer-consumer model M is shown in Figure [l in which counter count denotes
the difference between the total production and the total consumption. Each arc has a
boolean guard and may specify an increment or decrement that is a multiple of a J,
0 < 0 < 1, for each counter count, p, c. Recall that § may be different at eah step. If
no variation is specified, then the counter stays. When in the (initial) state idle, M may

true,30 < § < 1
Q count := count + 9
pi=p+46
count > 0,30 < J < 1
Q count := count — §
c:=c+20

true,30 < 6 < 1

c:=c—9§
pi=p—24§ C

Fig. 1. A producer-consumer system M.

start producing or, nondeterministically, may go into the checking state if p > 0. While
producing (in state produce), counter p is increased together with count (hence, of the
same amount). Eventually consumption starts: counter c is increased in state consume of
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the double amount used to decrease count. Then M may go back to the idle state. Notice
that count may never go below 0, otherwise M crashes (alternatively, count could be
tested against 0, but crashing is ruled out since it leads anyway to a nonaccepting path).

When finished producing and consuming, M goes into state check, where it decre-
ments both p and ¢ until p goes to 0. At this time, it moves to the final state end. Hence,
if the value of c is not greater or equal to p, M crashes. Nondeterminism allows the
automaton to guess a sequence of decrements ¢ that leads to p = 0 and hence to the
final state end. To verify that the system really produces at most twice than it consumes,
it is enough to check whether M may reach state end. Similar linear bounds, such as
“total production should not exceed consumption more than 5 per cent", can be dealt
with analogously.

A more sophisticated verification capability is given by the fact that the binary
reachability ~» is not only computable but may be represented with a formula in
the additive theory of reals and integers (hence, decidable). For instance, consider the
property that the system may be implemented with finite storage (i.e., count is bounded).
This can be expressed by the following decidable formula:

Jy > 0VsvX ((idle, 0) ~M (s, X) = X(count) < y)

whose meaning is that there is a bound y > 0 such that, starting in idle state with all
counters equal to 0, M can only reach configurations (s, X) where the value of count
in X, X(count), is not greater than y.

In the simple case of Figure[l the property is obviously violated since for instance
production in state produce may go on unbounded without consumption.

Due to space limitation, proofs are omitted in the paper. The full version of the paper
is accessible at ww\v. eecs. wsu. edu/ ~ zdang.

2 Preliminaries

A dense counter is a nonnegative real variable. A dense multicounter machine M is a
finite state machine augmented with a number of dense counters. On a move from one
state to another, M can add an amount of 0, +1, —1, +46, or —¢ for some nondetermin-
istically chosen 4, with 0 < § < 1. On a move, M can also test a counter against 0 while
leaving all the counters unchanged. Formally, we have the following definitions. A dense
counter changes according to one of the following five modes: stay, unit increment, unit
decrement, fractional increment, fractional decrement. We use X to denote a vector of
values for dense counters z1, - - -, . In the sequel, we shall use X(x;) to denote the
component for x; in X. A mode vector is a k-tuple of modes. There are 5% different
mode vectors. Given a mode vector m = (my, - -+, my) and an amount 0 < 6 < 1, we
define
Rm,é (Xa X/)

as follows: Ry, 5(X, X') iff foreach 1 <4 < k, X(z;) > 0 and X'(x;) > 0, and each
of the followings holds:

— if m; is stay, then X'(x;) = X(=;);
— if m; is unit increment, then X' (z;) = X(z;) + 1;
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— if m; is unit decrement, then X'(x;) = X(z;) — 1;
— if m; is fractional increment, then X'(x;) = X(z;) + 9;
— if m; is fractional decrement, then X'(z;) = X(z;) — ¢.

We use
R (X, X’)

to characterize the relationship between the old values X and the new values X’ un-
der the mode vector; i.e., Rm (X, X’) is true iff there exists some 0 < ¢ < 1 such
that Ry 5(X, X’) holds. Notice that when m does not contain any mode of fractional
increment/decrement, the amount ¢ is irrelevant.

Formally, a (nondeterministic) dense counter machine M is tuple

<57 {x17'"7xkf}a8init7sﬁnal7T>7 (1)
where S is a finite set of (control) states where s;n;; and Sgna) are the initial and the
final states. x1, - - -,z are dense counters. 7' is a set of transitions. Each transition is

a triple (s,m, s’) of a source state s, a mode vector m, and a destination state s’. A
configuration of M is a pair (s, X) of a state and (nonnegative) dense counter values.
We write

(5,X) 2 (s, X",

called a move of M, if (s,m,s’) € T and R (X,X'). As usual, (s,X) reaches

(s',X’), written (s,X) ~ (s’,X’), if there are states syg = s,81,--+$, = s, mode

vectorsmy, - - - , my,,, counter values X° = X, X!, ..., X" = X', for some n, such that
m my

(S()aXO) 4% (Slaxl)"’ ( ’ann) (2)

The set of all pairs (X, X’) satisfying (Sinit, X) ~ (Sfinal, X') is called the binary
reachability of M. M can be thought of as a transducer, which is able to generate X’
from X whenever (X, X’) is in the binary reachability.

Before proceeding further, some more definitions are needed. M is monotonic (resp.
purely dense, purely discrete) if, in every transition (s, m, s’) in 7', the mode vector m
does not contain any mode of unit/fractional decrement (resp. unit increment/decrement,
fractional increment/decrement). Let 7 be a nonnegative integer. A sequence of modes
is r-reversal-bounded if, on the sequence, the mode changes from a unit/fractional in-
crement (followed by 0 or more stay modes) to a unit/fractional decrement and vice
versa for at most » number of times. On an execution in @) from s to s’, counter z; is
r-reversal-bounded if the sequence of modes for x; is r-reversal-bounded. Counter z;
is reversal-bounded in M if there is an r such that, on every execution from sj,j; to
Sfinal, T; 18 r-reversal-bounded. M is a reversal-bounded dense multicounter machine
if every counter in M is reversal-bounded. M is a reversal-bounded dense multicounter
machine with a free counter if all but one counters in M are reversal-bounded. The no-
tion of reversal-boundedness is generalized from the same notion for discrete counters
[T4]. Also notice that a dense counter in M can be effectively restricted to be reversal-
bounded, since one may use additional control states to remember each reversal and not
to go over the bound. A discrete multicounter machine is a dense multicounter machine
that is purely discrete and whose counters start from nonnegative integer values. Sim-
ilarly, one can define a monotonic discrete multicounter machine, a reversal-bounded
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discrete multicounter machine, and a reversal-bounded discrete multicounter machine
with a free discrete counter (NCMF).
Let m and n be positive integers. Consider a formula

Z a;x; + Z bjijc,

1<i<m 1<j<n

where each x; is a nonnegative real variable, each y; is a nonnegative integer variable,
each a;, each b; and care integers, 1 <47 < m,1 < j < n,and ~is =, >, or =4 for some
integer d > 0. The formula is a mixed linear constraint if ~ is = or >. The formula is
called a dense linear constraint if ~is = or > and each b; = 0,1 < 7 < n. The formula
is called a discrete linear constraint if ~ is > or =, and each a; = 0, 1 < 7 < m. The
formula is called a discrete mod constraint, if each a; = 0,1 < ¢ < m, and ~ is =4 for
some integer d > 0.

A formula is definable in the additive theory of reals and integers (resp. reals,
integers) if itis the result of applying quantification (3) and Boolean operations (—and A)
over mixed linear constraints (resp. dense linear constraints, discrete linear constraints);
the formula is called a mixed formula (resp. dense formula, Presburger formula). It is
decidable whether a mixed formula is satisfiable (see for a quantifier elimination
procedure for mixed formulas).

Theorem 1. The satisfiability of mixed formulas (and hence of dense formulas and
Presburger formulas) is decidable.

A set of nonnegative real/integer tuples is definable by a mixed formula with free vari-
ables: a tuple is in the set iff the tuple satisfies the formula. Similarly, a set of nonnegative
real (resp. integer) tuples is definable by a dense (resp. Presburger) formulaif a tuple is in
the set iff the tuple satisfies the formula. One may have already noticed that, for the pur-
pose of this paper, our definition of mixed/Presburger/dense formulas is on nonnegative
variables.

Consider a mixed formula R(x1,---,Zn, Y1, ,Ym). By separating each dense
variable x; into a discrete variable [x; | for the integral part and a dense variable | z; | for
the fractional part, R(21,- -, Zpn, Y1, -, Ym) can always be written into the following

form (after quantifier elimination), for some [: R; V --- V R;, where each R; is in the
form of
321,"',Zn,t1,"',tn. :171 :Zl +t1 /\"’/\%n :Zn+tnA

P(Z1, oy Rns Yty 7y7n) A Q(tla Tt 7t’n>7 (3)
where 21, - - -, z,, are (nonnegative) discrete variables, and ¢4, - - - , t,, are dense variables
(defined on the interval [0, 1)). This representation can be easily obtained from [21]].
In the representation, P is a conjunction of discrete linear constraints and discrete mod
constraints and () is a conjunction of dense linear constraints. For the given R, we define
J(N, X1, ++, Xp, Y1, ,Y,,) if there are 2%, - - 2 yi, - -yl foralll <i < N,
such that forall 1 <i < N, R(x%,---, 2t vt -+, yt,) and

X1 = § zy, e, Xp = § T, Y1 = E Yoo Ym = E Ym -
1<i<N 1<i<N 1<i<N 1<i<N

Notice that all the above variables are nonnegative.
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Lemmal. J(N, Xy, -+, X,,, Y1, -+, Y,,) is definable by a mixed formula.

Let Ry,---, R; be mixed formulas over n dense variables and m discrete vari-
ables. M is a monotonic multicounter machine with discrete counters yi, - - -, ¥, and
dense counters x1, - - -, ,,. All the counters start from 0. M moves from its initial state
and ends with its final state. On a move from one state to another, M increments its
counters (1, -+, &n, Y1, ", Ym) by any amount (d1,-+,0,,d1,--,dy,) satisfying
Ri(61,-++,0pn,d1, -+, dp) — here we say R; is picked. The choice of i is given in the
description of M and only depends on the source and destination state of the move. We
define R(Xy, -+, X, Y1, -, V) iff (X1, -, X, Y1, -+, Y},,) are the counter values
when M reaches the final state.

Theorem 2. R(Xy,---,X,, Y1, --,Y,,) is definable by a mixed formula.
The following results [O] are also needed in the paper.

Theorem 3. The binary reachability for a reversal-bounded discrete multicounter ma-
chine with a free counter is Presburger. Therefore, the same result also holds for a
monotonic discrete multicounter machine and a reversal-bounded discrete multicounter
machine.

3 Decidability Results

In this section, we show a decidable characterization for various restricted versions of
dense multicounter machines. The following two results can be shown using Theorem

Theorem 4. The binary reachability of a monotonic dense multicounter machine is
definable by a mixed formula.

Theorem 5. The binary reachability of a reversal-bounded dense multicounter machine
is definable by a mixed formula.

Now, we consider a dense multicounter machine M with k reversal-bounded coun-
ters x1, - - -, £} and a free counter x(, in which siyi¢ and sana) are two designated states.
We further assume that M satisfies the following conditions:

— (Condl) On any execution sequence in M from syt t0 Sanal, the reversal bounded
counters are nondecreasing (i.e., never reverse),

— (Cond2) On any execution sequence in M from sinit t0 Sgnal, €ach move will
change the free counter z( by a fractional decrement, a fractional increment, a unit
decrement, or a unit increment (i.e., the free counter can not stay),

— (Cond3) On any execution sequence in M from sipit tO Sfnal, the initial and ending
values of the free counter are both 0, and in between, the free counter remains
positive (> 0).

We first show a binary reachability characterization of M under the three conditions.
The proof of the result is rather complex. It uses a technique of shifting the free counter
values so that the free counter behavior is simplified.
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Lemma 2. The binary reachability of reversal-bounded dense multicounter machines
with a free counter, satisfying the above three conditions, is definable by a mixed formula.

In fact, the three conditions in Lemmal[2can be completely removed, using Theorem
and Lemma[2l

Theorem 6. The binary reachability of reversal-bounded dense multicounter machines
with a free counter is definable by a mixed formula.

Now we generalize M to have multirate dense counters. The counters are multirate
if a move in M, in addition to the mode vector m, is further associated with a k-ary
positive integer vector r = (74, - - -, 7). The vector r is called a rate vector. The move
can bring counter values from X to X’ whenever Ry, (X, X"), where X" is defined as
follows, foreach 1 < i < k,

X' () = X(zs)

X// J) =
(@)

For instance, suppose & = 2 and m is (fractional increment, fractional decrement). Let
r = (4,5). Then the effect of the move is to increment x; by 49 and decrement z2 by
50, forsome 0 < § < 1.

One can show that Theorem [@ (and hence Theorem B and Theorem [3) still holds
even when the dense counters are multirate, using the following ideas. Let M be a
reversal-bounded dense multicounter machine with a free counter. Let xg, x1, - -, Tk
be all the counters in M (zq is the free counter). Suppose that the reversal-bounded
counters x1, - - -, ) are monotonic (the technique can be easily generalized). We now
construct another M’ to simulate M as follows. In M, each z;;, 1 <1 < k, is replaced
with many monotonic counters, namely, yfm for all mode vectors m. When M performs

an instruction with mode vector m and a rate vector (1o, 7y - - -, 7%), M’ performs the
same instruction, repeated for r( times, on counters (g, ¥, - - -, y£,) with mode vector
m but with rate (1,---,1) (i.e., single rate instead of multirate). Let 1 < i < k. What

is the relationship between x; in M and all the ¥, in M’? We use & to denote the net
change to counter x; after M performs the instruction. We use d;, to denote the net
change to counter 3, after M’ performs the simulated instructions. Clearly,

. T .

1 ' )

§l=—L.5 .
To

Similarly, we use 4; to denote the net change to counter x; on a path of M, and use
At to denote the net change to counter °,, on the simulated path of M’. One can show

T :
A= —- E AL
r
(N —
Since M’ preserves the free counter z(, and counters in M’ is with single rate, from

Theorem[@, we can show,

Theorem 7. The binary reachability of multirate reversal-bounded dense multicounter
machines (with a free counter) is definable by a mixed formula.
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So far, we have only focused on dense multicounter machines with at most one free
counter. Now consider M with multiple free counters. Suppose that all the counters start
from 0 in M. The state reachability problem for M is: is there an execution path in
M from the initial state to the final state? Obviously, if M contains two counters, the
problem is undecidable. This is because, when the two dense counters only implement
discrete increments/decrements, M is a Minsky machine [[I7] (a two (discrete) counter
machine). A more interesting case is when M contains purely dense free counters only;
i.e., the counters do not perform any discrete increments/decrements. The following
theorem states that the state reachability problem is undecidable even when M has only
four purely dense free counters.

Theorem 8. The state reachability problem for purely dense multicounter machines is
undecidable. The undecidability remains even when there are only four purely dense
free counters.

Turning now to the case when M has only two purely dense free counters, we have
the following decidable result. The case when there are three counters is open.

Theorem 9. The state reachability problem for machines with only two purely dense
free counters is decidable.

4 Safety/Liveness Verification

From the binary reachability characterizations given in the previous section, one can
establish decidable results on various verification problems for a reversal-bounded dense
multicounter machine M with a free counter, even when counters in M are of multirate.

The binary reachability problem for M is defined as follows: Given a mixed formula
I(X, X’), are there X and X’ such that (X, X') holds and (sinis, X) reaches (Sfina1, X')
in M? An example of the problem is as follows:

Is there (x1, 22, 3, 2}, ©, %) satisfying “a} — 221 + x4 is an integer Aak+
ah > ws 4+ 2o + 21 + 1" and (Sinit, €1, T2, T3) reaches (Sanal, £}, h, x5) in

M?

Using Theorem [ and Theorem[@ one can show that the binary reachability problem is
decidable.

Additionally, one can also consider the mixed i.o. (infinitely often) problem for M
as follows. Given two mixed formulas I and P, the problem is to decide whether there
is an infinite execution path of M

(S(),XO>—>(81,X1>—>-~-—>(8n,xn>—>-~-

such that s° = sipit, I(Xo) holds, and there are infinitely n; < ng < --- such that
P(X™) holds for all i. An example of the problem is as follows: Is there an infinite run
of M such that

T3 > a2 +x1 — 1 A2x9 — 21 1S an integer

is satisfied for infinitely many times? The problem can be used to formalize some fairness
properties along an w execution path of a transition system (see also [[11])). Because of
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Theorem[6] M is a mixed linear system in the sense of [[I0]. From the main theorem in
[10], one can conclude that the mixed i.0. problem is decidable.

A dense monotonic counter machine with a free counter (with multirate counters)
can be used to model a dense counter system with counter instructions in the following
form

30<5<1.I’€):I’()+T()'t()/\l’/1:I’1+T1'tlA"’A$§€:Ik+Tk’tk,

where, 1o, - - -, 7} are positive integers (rates), zq is the free counter, and x1, - - -, xj, are
the monotonic counters. We use the primed variables to indicate the new values. The term
to for the free counter x¢ is one of 0, , —9, 1, —1. The term ¢;, 1 < ¢ < k, for monotonic
counter x; is one of 0, §, 1. In addition, the counters can be tested against 0. Though the
machine models are intended to be a fundamental tool to reason about a broader class
of dense counter systems, using Theorem[6] one can also use the model to specify some
interesting systems with multiple dense/discrete counters (e.g., the consumer/producer
system in Section [I).

5 Discussions

It is a natural idea to transform a dense counter machine M into a dense counter au-
tomaton (i.e., acceptor) A in which a one-way input tape is provided. In contrast to a
traditional word automaton, a dense word is provided on the input tape. We elaborate
on this as follows. A block B is a pair (¢, d), where ¢ € C is the color of the block and
0 < 6 < 1is called the block’s length. There are only finitely many possible colors in
C. Let Blocks be the set of all blocks on colors in C' and Blocks* be the free monoid
generated by the infinite set Blocks. Hence, there exists an associative operation (called
concatenation) of blocks with an identity €. The Kleene closures * and ™ are defined as
usual using concatenation. A dense word is an element of Blocks™ and a dense language
is a subset of Blocks*. Given a dense word w as input, 4 reads the blocks in w one by
one. On reading a block, .4 updates its control state and the counters in the same way
as M does, except that A knows the color of the block, can distinguish whether the
length of the block is 0, 1, or strictly greater than O and strictly less than 1. A can incre-
ment/decrement some of the counters by 0, 1, or the length of the block. In this way, one
can similarly define dense monotonic counter automata, dense reversal-bounded counter
automata, and dense reversal-bounded counter automata with a free counter.

For a dense word w, we use #.(w) (resp. l.(w)) to denote the total number (resp.
length) of blocks with color ¢ in w. We use Parikh(w) to denote the tuple of counts
#.(w) and [.(w) foreach c € C} i.e.,

P(I’f‘lkh(w) = (#01 (w)7 Tt #Cn (w)7 ZC1 (w)7 T lCn (w))

For a dense language L, we use Parikh(L), the Parikh map of L, to denote the set of
all Parikh(w) forw € L. A dense language L is a mixed semilinear dense language
if Parikh(L) is definable by a mixed formula F’ over n integer variables and n dense
variables: For all z1,---,x, € N and forall y1,---,y, € R,

(Ila oy Ty Y, ayn) € PCLT’Zkh(L)
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iff F(x1, -+, 2Zn, Y1, -, Yn) holds. The above definition of a Parikh map for a dense
language can be seen as a natural extension of the concept of Parikh maps for discrete
languages. Indeed, one can treat a discrete language £ as a special dense language L,
where a symbol in C' is understood as a unit block. One can easily verify that £ is
a semilinear discrete language iff L, is a mixed semilinear dense language. So, over
discrete languages, our definition of “mixed semilinearity" coincides with the traditional
“semilinearity" definition.

It is straightforward to verify the following theorem, using the results in Section

Theorem 10. Dense languages accepted by dense reversal-bounded counter automata
with a free counter are mixed semilinear languages. Hence, the emptiness and infiniteness
problems for these automata are decidable.

One can define a deterministic dense reversal-bounded counter automaton in the
usual way, with the additional requirement that the transition the automaton makes on
an input block (¢, 0) with 0 < § < 1 should be the same if the block is replaced by any
(c,0") with 0 < ¢’ < 1.

The following corollaries are easily verified:

Corollary 1. Let Ay and As be dense reversal-bounded counter automata.

1. We can effectively construct dense reversal-bounded counter automata A and A’
accepting L(A1) N L(As) and L(A1) U L(Ayg), respectively.

2. IF A; is deterministic, we can effectively construct a deterministic dense reversal-
bounded counter automaton accepting the complement of L(Ay).

If one of Ay or As (but not both) has a free counter, then A and A’ will also have
a free counter. It follows that the class of languages accepted by deterministic dense
reversal-bounded counter automata is closed under the boolean operations.

Corollary 2. The emptiness, infiniteness, and disjointness problems for dense reversal-
bounded counter automata are decidable. The containment and equivalence problems
for deterministic dense reversal-bounded counter automata are decidable.

Notice that the universe problem for dense reversal-bounded counter automata is
undecidable, since the undecidability holds even for discrete counters [14]. Obviously,
from Theorem when the automata (even with a free counter) are deterministic, the
universe problem is decidable.
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Abstract. TRIM is a tool for analyzing system requirements expressed using
Triggered Message Sequence Charts (TMSCs). TMSCs enhance MSCs with ca-
pabilities for expressing conditional and partial behavior and with a refinement
ordering. This paper shows how the Concurrency Workbench of the New Century
may be adapted to check refinements between TMSC specifications.

1 Introduction

Triggered Message Sequence Charts (TMSCs) [14] are a scenario-based visual for-
malism for capturing requirements of distributed systems. TMSCs enhance traditional
MSCs [3] with capabilities for expressing conditional and partial behavior and with a
mathematically precise notion of refinement, which may be used to check whether one
set of requirements correctly elaborates on another. This paper presents TRIM, a tool
for checking refinement between TMSCs. The main features of TRIM are: (i) a textual
language for TMSCs that includes the algebraic combinators of [[14]; (ii) a routine for
checking refinements among TMSC specifications; and (iii) a capability for generating
diagnostic information in the form of zests when one system fails to refine another.

TMSCs. Graphically, TMSCs, as exemplified in Fig. [I] extend MSCs in two respects.
The first is the dashed horizontal line cutting across
the instances (vertical axes) and partitioning the
sequences of events for each instance into a trigger
— the subsequence above the line — and an ac-
tion — the subsequence below. A TMSC requires
that if an instance performs its trigger, then it must
execute its action; otherwise, it is unconstrained.
The second new feature in TMSCs is the possibil-
ity of a hollow bar at the foot of each instance, as
in instances I; and I3 in Fig.[Il and whose pres-
ence signals termination: no further behavior is
Fig. 1. An Example TMSC allowed. A bar’s absence (cf. instance [») means
that there are no constraints on subsequent behav-
ior, which may be extended in the future. TMSCs
have an abstract textual syntax that is described formally in [14]]; [15] compares and
contrasts TMSCs with other MSC-based formalisms.
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CWB
tmsc.syn PAC O r I;te;f;cg foirtl"l;[siCi ﬁ\
S — — J
/ ‘ Analysis Routines ‘
{1SC.S08 transitions function TRIM
’ (SML code)

Fig. 2. Implementing TRIM

TMSC Expressions. Single TMSCs capture individual system requirements. The work
in [[14] also presents a set of operators for constructing structured collections of TMSCs.
The resulting TMSC expressions have the following syntax:

Su=M (single TMSC) | X (variable)
| S;S  (sequential composition) | S| S (parallel composition)
| SFS (delayed choice) | recX.S (recursive operator)
| S®S (internal choice) | SAS (logical and)

The language includes programming-like constructs such as sequential and parallel
composition, delayed choice, and recursion (to express iterative behavior), as well as
more declarative operators such as internal choice and conjunction. The latter enable
TMSCs to capture logical as well as operational requirements. The semantics of TMSC
expressions is based on acceptance tress and the must preorder [12/14].

2 TRIM

TRIM supports the textual notation for TMSCs given in [14] and provides: a simulator
for executing TMSC expressions; a compilation tool for converting TMSC expressions
into manually inspectable acceptance trees for manual inspection (impractical for large
examples but often effective for smaller, early-stage artifacts); routines for checking
the refinement ordering between TMSC expressions, and for returning diagnostic in-
formation when refinement fails to hold. The tool also includes routines for checking
temporal properties of, and minimizing, finite-state TMSC expressions. The remainder
of this section briefly describes how TRIM is implemented and used.

Implementing TRIM. TRIM is implemented on top of the Concurrency Workbench
of the New Century (CWB-NC) [8/9], an easy-to-retarget verification tool for finite-
state systems. Instances of the CWB-NC consist of a front end that handles syntax and
semantic issues of design notations, and a back-end that implements the analysis routines,
including a simulator, a model checker, and several refinement-checking procedures. As
the CWB-NC computes the must preorder, a natural approach for TRIM is to develop a
TMSC front end for the CWB-NC. This is what we did; Fig. Rl gives an overview. The
remainder of this section describes some of the issues involved in this program.
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CWB-NC front ends must contain: a parser, an unparser, and a routine for computing
the single-step transitions of system descriptions. The Process Algebra Compiler (PAC)
[7] is designed to simplify the task of implementing CWB-NC front ends. The PAC
generates front ends from design-language specifications describing the syntax of the
language in the form a YACC-like grammar and the semantics of the language given
as sets of Plotkin-style SOS rules [10]. The two specifications for a given language L
are stored in two different files: L. sSyn for the syntax and L. S0S for the semantics.
Our initial goal was to use the PAC to generate the TMSC front end, and to this end we
needed to devise two files: t m"8C. syn andt msc. sosS.

Implementing t msc. syn was straightforward. Devising SOS rules proved trick-
ier. The semantics in [[14] is essentially denotational; it defines the meaning of TMSC
expression operators as constructions mapping acceptance trees to acceptance trees.
It also allows for an arbitrary number of messages to be “pending”, i.e. sent but not
yet received. Both of these features pose problems for the CWB-NC, which requires
an operational rather than a denotational semantics and also needs semantic entities to
be finite-state. To cope with the former problem we gave SOS rules that are provably
equivalent to the original declarative semantics; the main subtlety involved handling the
interplay between nondeterminism and the conjunction operator. To help with the latter
we equipped the operational semantics with a parameter that can be used to bound the
number of messages in transit (i.e. the buffer size). This semantics thus approximates
the “true” semantics, although they coincide for TMSC expressions whose number of
pending messages never exceeds the parameter in the operational semantics.

We could not use the PAC to generate the semantic functions directly from our SOS
rules, owing to PAC restrictions. For example, PAC does not allow the definition of
mutually recursive auxiliary semantic relations; and yet our treatment of conjunction
required this. Hence, we wrote the transitions function by hand from the t msc. sos
file, producing around 2,500 lines of SML code, and integrated it with the PAC-generated
parser to build the TRIM interface for the TMSC language; see Fig.[2l

Using TRIM. TRIM is a research prototype; we did not pay close attention to per-
formance issues in implementing the front end. Nevertheless, we have used TRIM to
process several different TMSC-based specifications, including a simple protocol for
atomic reading and writing [[14]; the specification of an automated infusion pump used
in treating trauma patients [2/13]]; the well-known steam-boiler example in [4/13]]; and a
component of an air-traffic control system [1/15]]. The resulting transition systems ranged
in size from 1,744 to 26,183 states, with the corresponding acceptance trees contain-
ing from 196 to 2,495 nodes. In all cases, refinements were proposed in terms of more
deterministic TMSC expressions, and were verified using TRIM. The counter-example
generation feature of CWB was a major advantage, especially because TRIM currently
supports only a text-based interface and complex TMSC expressions typed in by a user
are subject to typographical errors such as unintentional mistakes in message names.
The analysis times ranged from several minutes to several hours, although performance
improvements of two orders of magnitude are achievable, in our view.

Related Work. Several tools have been developed to support the use of scenarios in
design requirements. MESA [6] allows certain properties, such as process divergence to
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be efficiently checked on MSCs. UBET ([5]]) detects potential race conditions and timing
violations in an MSC, and also provides automatic test case generation over HMSCs.
The play-in/play-out approach of [[L1] is based on LSCs and has been implemented via a
tool called the play engine. The tool LTSA-MSC [[16] supports the synthesis of behavior
models from MSC-based specifications and implied-scenario detection.

3 Conclusions and Future Work

We have presented TRIM, a tool that provides automated support for analyzing system
requirements given in the TMSC notation [14]. The tool provides a number of useful
routines, including a simulator and a refinement checker, that are inherited from the
CWB-NC verification tool on which it is based. Retargeting the CWB-NC to TMSCs
required us to adapt the semantic account of the notation given in [14] to (i) make it
operational and (ii) to bound pending messages. For future work, we plan to improve
the performance of the TRIM front end and to develop a graphical user interface.
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1 Introduction

In order to provide generic development tools for rational agents, a number
of agent programming languages are now being developed, often by extending
conventional programming languages with capabilities from the BDI (Belief-
Desire-Intention) theory of rational agency [719]. Such languages provide high-
level abstractions that aid the construction of dynamic, autonomous components,
together with the deliberation that goes on within them. One particularly in-
fluential example of such a language is AgentSpeak(L) [0], a logic programming
language with abstractions provided for key aspects of rational agency, such as
beliefs, goals and plans.

Model checking techniques have only recently begun to find a significant
audience in the multi-agent systems community. In particular, our approach is
the first whereby model checking can be applied to a logic programming language
aimed at reactive planning systems following the BDI architecture.

Our aim in this paper is to describe a toolkit we have developed to support the
use of model checking techniques for AgentSpeak(L). The toolkit, called CASP
(Checking AgentSpeak Programs), automatically translates AgentSpeak(L) code
into the input language of existing model checkers. In [I], we showed how to
translate from AgentSpeak(L) to PROMELA, the model specification language
for the SPIN LTL model checker [5]. More recently [2], we developed an alterna-
tive approach, based on the translation of AgentSpeak(L) agents into Java and
verification via JPF2, a general purpose Java model checker [g].

2 AgentSpeak(L)

The AgentSpeak(L) programming language was introduced in [6]. It is a natural
extension of logic programming for the BDI agent architecture, and provides an
elegant abstract framework for programming BDI agents. The BDI architecture
is, in turn, the predominant approach to implementing “intelligent” or “rational”
agents [9]. An AgentSpeak(L) agent is created by the specification of a set of
base beliefs and a set of plans. A belief atom is simply a first-order predicate in
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the usual notation, and belief atoms or their negations are termed belief literals.
An initial set of beliefs is just a collection of ground belief atoms.

AgentSpeak(L) distinguishes two types of goals: achievement goals and test
goals. Achievement and test goals are predicates (as for beliefs) prefixed with
operators ‘!’ and ‘?’ respectively. Achievement goals state that the agent wants
to achieve a state of the world where the associated predicate is true. (In practice,
these initiate the execution of subplans.) A test goal returns a unification for
the associated predicate with one of the agent’s beliefs; they fail otherwise. A
triggering event defines which events may initiate the execution of a plan. An
event can be internal, when a subgoal needs to be achieved, or external, when
generated from belief updates as a result of perceiving the environment. There
are two types of triggering events: those related to the addition (‘+’) and deletion
(‘=") of mental attitudes (beliefs or goals).

Plans refer to the basic actions that an agent is able to perform on its envi-
ronment. Such actions are also defined as first-order predicates, but with special

predicate symbols used to distinguish them. If e is a triggering event, by, ..., by,
are belief literals, and hq, ..., h, are goals or actions, then “e : by & ... & by,
<= hi; ...; hy.” isa plan. A plan is formed by a triggering event (denoting the

purpose for that plan), followed by a conjunction of belief literals representing a
context (they are separated by ‘:’). The context must be a logical consequence
of that agent’s current beliefs for the plan to be applicable. The remainder of the
plan (after ‘<=’) is a sequence of basic actions or (sub)goals that the agent has
to achieve (or test) when the plan, if applicable, is chosen for execution.
Figure[I shows some example AgentSpeak(L)

+concert (A,V) : likes(A) plans. They tell us that, when a concert is
< 1book_tickets (A,V). announced for artist A at venue V (so that,
from perception of the environment, a belief

+1book_tickets(A,V) concert (4,V) is added), then if this agent in fact
not (busy (phone) ) likes artist A, then it will have the new goal of

<- call(N); ...; booking tickets for that concert. The second plan
!choose_seats(A,V). | tells us that whenever this agent adopts the goal

of booking tickets for A’s performance at V, if it

Fig. 1. Examples of Plans is the case that the telephone is not busy, then it

can execute a plan consisting of performing the

basic action call(V) (assuming that making a phone call is an atomic action

that the agent can perform) followed by a certain protocol for booking tickets

(indicated by ‘..."), which in this case ends with the execution of a plan for
choosing the seats for such performance at that particular venue.

3 Property Specification Language

In the context of verifying multi-agent systems implemented in AgentSpeak(L),
the most appropriate way of specifying the properties that the system satisfies
(or does not satisfy) is expressing those properties within BDI logics [7/9]. In
our framework, we can express simple BDI logical properties that can be subse-
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quently translated into Linear Temporal Logic (LTL) formule (as used by SPIN
and JPF2) with associated predicates over AgentSpeak(L) data structures.
Our property specification language includes the standard BDI modal op-
erators Bel (Belief), Des (Desire), and Int (Intention); however, these can only
be applied to AgentSpeak(L) atomic formulse. The language also includes a
modality used to refer to an agent performing an action in the environment
(called Does). For example, for an agent ¢ as in Figure [I one can express
properties such as O((Des ¢ book_tickets(al,v1)) = (Bel ¢ likes(al))) and
O((Int ¢ book_tickets(al,v1)) = <(Does ¢ call(vl))). Note that an inten-
tion requires an applicable plan; in BDI theory, intentions are desired states of
affair which an agents has committed itself to achieve (in practice, through the
execution of a plan). Further details of the language can be found in [IJ.

4 Practical Model Checking

In [1], we defined a finite-state version of AgentSpeak(L), called AgentSpeak(F),
and we showed how to convert a set of AgentSpeak(F) programs into PROMELA,
as well as how to convert BDI properties into LTL formule (following the trans-
lation approach mentioned above). We can then use the SPIN model checker to
verify multi-agent systems written in AgentSpeak(F). Recently, we introduced
an alternative approach where AgentSpeak(F) programs are translated to Java
code, thus allowing the use of JPF2 for model checking [2]. Note that before
model checking can start, one also needs to encode the environment where the
agents are to be situated in the input notation of the model checker being used.

One of the case studies we carried out to assess our
approach was the analysis of a simplified auction sce-

Auctioning nario, illustrated in Figure 2l A simple environment
Environment announces 10 auctions and states which agent is the

. winner in each one (the one with the highest bid).

3 There are three agents, written in AgentSpeak(F),

6 4‘ - \3 participating in these auctions. Agent agl is a very

7; simple agent which bids 6 whenever the environment

@ @ announces a new auction. Agent ag2 bids 4, unless

= it has agreed on an alliance with ag3, in which case

it bids 0. Agent ag3 tries to win the first T auctions,

Fig. 2. Auction System  Where T is a threshold stored in its belief base. If it

does not win any auctions up to that point, it will

try to achieve an alliance with ag2 (by sending the appropriate message to it).

When ag2 confirms that it agrees to form an alliance, then ag3 starts bidding,
on behalf of them both, the sum of their usual bids (i.e., 7).

Initial results have indicated that, while Java provides a much more appro-
priate target language than PROMELA, JPF2 does not scale as well as SPIN.
Java is the language of choice in most practical implementations of mulit-agent
systems, and the Java model is much more clear and easily extensible; JPF2
also handles unbounded data structures, so we do not have to limit them during
translation time. We have used both model checkers for verifying that the system
described above satisfies the following specifications (among others):
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(i) O( —(Bel ag3 winner(ag3)) A (Des ag3 alliance(ag3, ag2)) =
<&(Int ag3 alliance(ag3,ag2)) );
(i) ©( (Bel ag2 alliance(ag3,ag2)) A (Bel ag3 alliance(ag3,ag2)) ); and

(iii) O( (Bel ag2 alliance(ag3,ag2)) A (Bel ag3 alliance(ag3,ag2)) =
OOwinner(ag3) ).

5 Ongoing and Future Work

We are currently attempting to improve the efficiency of the AgentSpeak(F)
models by optimisations on the PROMELA or Java code that is automatically
generated. We are also working on a deeper analysis of the advantages and dis-
advantages of those model checkers in the verification of AgentSpeak(F) systems.

As future work, we intend to examine symbolic model checking for
AgentSpeak(F), possibly by using NuSMV2 [3]. We also plan to combine our
present approach with deductive verification so that we can handle larger appli-
cations. Further, it would be interesting to add extra features to our approach to
agent verification (e.g., handling plan failure, allowing first order terms, allow-
ing variables in the specifications). Finally, we also plan as future work to verify
more ambitious applications, such as autonomous spacecraft control (along the
lines of [4]).

Acknowledgements: This work has been partially supported by a Marie Curie fel-
lowship of the EC, contract HPMF-CT-2001-00065 (“Model Checking for Mobility”).
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Abstract. Run-time monitoring of temporal properties and assertions is used
for testing and as a component of execution-based model checking techniques.
Traditional run-time monitoring however, is limited to observing sequences of
pure Boolean propositions. This paper describes tools, which observe temporal
properties over time series, namely, sequences of propositions with constraints
on data value changes over time. Using such temporal logic with time series
(LTLD) it is possible to monitor important properties such as stability, monoton-
icity, temporal average and sum values, and temporal min/max values. The
paper describes the Temporal Rover and the DBRover, which are in-process
and remote run-time monitoring tools, respectively, that support linear time
temporal logic (LTL) with real-time (MTL) and time series (LTLD) constraints.

1. Temporal Logic and Run-Time Monitoring Overview

Temporal Logic is a special branch of modal logic that investigates the notion of time
and order. In [6], Pnueli suggested using Linear-Time Propositional Temporal Logic
(LTL) for reasoning about concurrent programs. Since then, several researchers have used
LTL to state and prove correctness of concurrent programs, protocols, and hardware.
Linear-Time Temporal Logic (LTL) is an extension of propositional logic where,
in addition to the propositional logic operators there are four future-time operators and
four dual past time operators: always in the future (always in the past), eventually, or
sometime in the future (sometime in the past), until (Since), and next cycle (previous
cycle). Metric Temporal Logic (MTL) was suggested by Chang, Pnueli, and Manna
as a vehicle for the verification of real time systems [1]. MTL extends LTL by
supporting the specification of relative time and real time constraints. All four LTL
future time operators can be constrained by relative time and real time constraints
specifying the duration of the temporal operator. This paper described additional
extension to LTL and MTL suitable for the specification of time-series constraints.
Run time Execution Monitoring (REM) is a class of methods of tracking temporal
requirements for an underlying application. First applications of REM were verification
oriented where REM methods were used to track whether an executing system
conforms to formal specification requirements. Recent adaptations of REM methods
enable run time monitoring for non-verification purposes such as temporal business
rule checking and temporal security rule checking [5]. Unlike previously published
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methods [7], the newer methods are on-line, namely, temporal rules are evaluated
without storing an ever growing and potentially unbounded history trace. The
TemporalRover and DBRover tools described in this paper perform on-line REM using
executable alternating finite automata. The technique enables on-line monitoring
complex Kansas State Specification Pattern assertions at a rate of 6000 to 60,000 cycles
per second on a IGHz CPU [4], and is capable of monitoring past-time and future-
time temporal logic augmented with real-time constraints, time-series constraints, and
special counting operators described in [2]. High-speed on-line REM enables
demanding applications such as formal specification based exception handling [3].

2. Run TimeMonitoring Tools: The Temporal Rover and DBRover

The Temporal Rover [2] is a code generator whose input is a Java, C, C++, or HDL
source code program, where LTL/MTL assertions are embedded as source code
comments. The Temporal Rover parser converts this program file into a new file,
which is identical to the original file except for the assertions that are now
implemented in source code. The following example contains an embedded MTL
assertion for a Traffic Light Controller (TLC) written using the Temporal Rover
syntax asserting that for 100 milliseconds, whenever light is red, camera s.b. on:

void tlc(int Color Main, boolean CameraOn) {
. /* Traffic Light Controller functionality */
/* TRBegin
TRClock{Cl=getTimeInMillis ()} // get time from OS

TRAssert{ Always({Color Main == RED} Implies
Eventually C1<1000 {CameraOn == 1})
}o=>
// Customizable user actions
{printf ("SUCCESS") ;printf ("FAIL") ;printf ("DONE!") ;}
TREnd */

} /* end of tlc */

The TemporalRover generates code that replaces the embedded LTL/MTL assertion
with real C, C++, Java, or HDL code, which executes in-process, i.e., as part of the
underlying application. The DBRover is a remote monitor version of the
TemporalRover whereby assertions are monitored on a remote machine, using HTTP,
sockets, or serial communication with the underlying target application.

3. LTL and MTL with Time Series Constraints (LTLD)

While LTL and MTL assert about sequences of pure Boolean propositions, it is often
required to assert about sequences of propositions over time series, i.€., series of data
values with constraints on the change of those values over time. For example,
consider a requirement R, stating that for one minute as of eventd, the value of
variable x should be 10% stable. Such a requirement combines MTL with propositions
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based on temporal instances of a variable x. The need for such time series assertions
typically involves the validation of statistical and algebraic artifacts such as stability,
monotonicity, averaging and expectancy, sum and product values, time-series
properties, min/max values, etc. Specific examples of such time series assertions are
listed in the sequel.

Like LTL, LTL augmented with time series (LTLD) assertions are non-deterministic
and might have multiple overlapping instances active simultaneously. For example, in
requirement R above, the values of a same variable name x are referred to and
compared with one another in multiple points in time, for a plurality of eventA's, i.e.,
for a plurality of initial x values. One of many possible scenarios is where eventA
occurs first when x =100, and then occurs again 30 seconds later when x =110; hence,
in the overlapping 30 second time-segment, x values must range between 99 and 110.
Clearly, the number and timing of event4 occurrences is unknown in advance, and the
simple 1-minute end condition could, in general, be non-deterministic, rendering the
task of monitoring all possible scenarios non-trivial.

LTLD enables the specification of requirements in which propositions include
temporal instances of variables. Consider the following automotive cruise control
code with an embedded stability assertion requiring speed to be 5% stable while
cruise is set and not changed (uses TemporalRover syntax):

Void cruise (boolean cruiseSet, boolean cruiseChange,
boolean cruiseOff, boolean cruiselIncr, int speed) {
.. /* Cruise Controller functionality */
/* TRBegin
TRAssert{Always ({cruiseSet}Implies
{speed*0.95<speed’ && speed’<speed*1.05}
Until $speed$
{cruiseChange || cruiseOff}
) }=> {..} // user actions

TREnd */

In the this example speed is a temporal data variable, which is associated with the
Until temporal operator. This association implies that every time the Until operator
begins its evaluation, possibly in multiple instances (due to non-determinism), the
speed value is sampled and preserved in speed variable of this instance of the Until
operator; this value is referred to as the pivot value for this Until operator instance.
Future speed values used by this particular evaluation of the Until statement are
referred to using the prime notation, i.e., as speed’, and are referred to as primed
values. Hence, if speed is 100Kmh when cruiseSet is true, then the pivot value for
speed is 100, while every subsequent speed value is referred to as speed’ and must be
within 5% of the (pivot) speed.

Note how speed is declared using the $speed$ notation to be a temporal data variable
associated with the Until operator. This declaration indicates to the Temporal Rover
that it should be sampling a pivot value from the environment in the first cycle of the
Until operators lifecycle, and to refer to all subsequent samples of speed as speed’.

Similarly, the following example consists of a monotonicity requirement for the
cruise control system, where speed is monotonically increasing while Cruise Increase
(cruiselncr) command is active:
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TRAssert {Always ({cruiselIncr}Implies
{ (speed<=speed') && (speed=speed')>=0}
Until Sspeed$ {!cruiselIncr}

)}=> { => {..} // user actions

In this example the temporal data variable speed is sampled upon the cruiselncr
event, and is compared to the current value (speed’) every cycle. The latest speed
value is then saved in the pivot for next cycle’s comparison.

The following example consists of a temporal averaging and min/max requirement for
the cruise control system, requiring that while cruise is set and unchanged the difference
between average speed and minimum speed is always less than 1% of speed.

TRAssert{Always ({cruiseSet}Implies
{(n++ >=0)&& ((sumt+=speed’) >= 0) &&
((average=sum/n) >=0) &&
((min= (speed’<min?speed’ :min) >=0) &&
(average-min < speed’/100)

}
Until $speed,min=1000,n=0, average=0, sum=0$
{cruiseChange || cruiseOff}

) }=> {..} // user actions

In this example the only data value that is sampled from the environment (the cruise
method/function) is speed. All other pivots (i.e., for min, n, average, and sum) are
initialized upon the construction of the Until object. Likewise, the only prime value
that is sampled from the environment is speed’, whereas all other primed variables are
assigned as specified in the assignment statements (e.g. average’=sum’/n’). The
TemporalRover makes this distinction when is recognizes an assignment in the
declaration statement, such as sum=0 above.
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Abstract. FAST is a tool for the analysis of infinite systems. This paper
describes the underlying theory, the architecture choices that have been
made in the tool design. The user must provide a model to analyse, the
property to check and a computation policy. Several such policies are
proposed as a standard in the package, others can be added by the user.
FAST capabilities are compared with those of other tools. A range of case
studies from the literature has been investigated.

1 Introduction

Model-checking is a wide-spread technique in critical systems verification. Several
efficient model-checkers, such as SMv [SMV], SPIN [SPI] or DESIGN/CPN [CPN],
are available. However, these tools are restricted to finite systems whereas many
real systems are infinite, because of parameters or unbounded data structures.

FAST is a tool designed to allow automatic verification of systems modeled
by automata augmented with (unbounded) integer variables (extended counter
automata). The main issue addressed by FAST is the computation of the exact
(infinite) set of configurations reachable from a given set of initial configurations.
Let us recall that verification of safety properties can be reduced to reachability
of a given configuration from a set of initial configurations.

A lot of properties are in general undecidable, but there are two ways to deal
with undecidability. The first one is to consider decidable subclasses, thus re-
ducing the expressiveness of the model, while the second one is to accept only a
semi-algorithm, which does not terminate in the general case but is expected to
terminate in most practical cases. We follow the second approach. The techniques
used in FAST are based on acceleration [FL0O2]. It comes down to computing the
(exact) effect of iterating a control loop of an arbitrary length (cycle). These
cycles are automatically chosen. Both forward and backward reachability are
allowed. FAST works on linear systems, i.e. finite sets of linear functions whose
definition domains are defined by a Presburger formula over mon-negative in-
tegers. Most systems with integer variables can be described in such a way. In
[FLO2], it is proved that for linear systems whose associated square matrices
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generate a finite multiplicative monoid — namely finite linear systems, the ac-

celeration of a loop terminates. It turns out that most integer variables systems

appear to be finite linear systems. Even though termination is not guaranteed, in

practice, FAST deals with a large amount of examples of our extended counter au-

tomata model (see section 4). We believe that Presburger arithmetic is sufficient

to model these problems and that most systems are effectively computable.
FAST is freely available on Jérome Leroux home page [FAS].

2 Related Tools

Table 1 summarises a comparison of the main tools able to cope with integer
variables infinite systems. No performance comparison is provided, as these tools
do not require the same user implication, they take different input models, more
or less limited, and hence perform different computations.

Table 1. A comparison of different tools for reachability set computation
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g .
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— — .,
FAST N Presburger ¥ =A% + b | yes|yes|yes|yes|yes|] LNDD, MONA
—
L Z convex sets T =AT7T+ b | yes|no|yes|yes|yes NDD
ASH
R convex sets T =AZ+ b | no|- |yes|yes|yes RVA
T, =T;+c ,
Z i <zjt+c | A yes |yes|yes|yes|yes PDBM
T =c
TREX | |A{ 7 <c ‘
) T =T
R Tp2c AT yes |yes|yes|yes| no PDBM
— — ., 7 . .
BRAIN N| Az <z;+c ¥ =A%+ b | no |- |nolyes|yes| period basis
=
BABYLONIN| Az, <z;+c T =AT+ b | no|- |nolyes|ino CST
=
HYTECH |R convex sets T =AT+ b | no |- |yes|yes|no|convex polyhedra
ALV Z Presburger Presburger no | - |yes|yes|yes| OMEGA, BDD

3 Architecture

Figure 1 shows the inputs and outputs of FAST. FAST requires a model of the
system to analyze, a reachability property to check and a strategy to direct the
computation. If it terminates, the tool answers whether the property is satisfied
or not. Settings can also be optionally set by the user, such as the ordering of
variables and stop criteria.
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property —P> FAST | N

answer
(yes/no)

strategy for »
computation

Fig. 1. FAST inputs and outputs

Strategies allow the user to direct “by-hand” the computation. Strategies
make it possible to describe standard model-checking features such as forward
or backward reachability as well as more advanced constructs like a sequence
of incremental submodel analysis. This has been successfully used to verify the
TTP protocol (see section 4). Concretely, the user describes strategies through a
high-level language allowing to manipulate Presburger definable sets of integers,
linear functions, booleans and providing primitives for pre* and post* operations.

Presburger definable sets of integers are internally represented by Labeled
Number Decision Diagrams (LNDDs). LNDDs allow to represent any Presburger
formula and provides basic operations on sets (intersection, negation, inclusion
or emptiness test) as well as more advanced constructs like the acceleration of
a cycle described in [FL0O2]. Our implementation uses packages from MONA
[MON], providing automata operations. An extended version of FAST for integer
arithmetic has also been developed, built on LASH libraries. But there was a
drop in performances, integer variables being implicitly encoded as two non-
negative integer variables. Since all the case studies considered only deal with
non-negative integers, we decided to first limit FAST to non-negative integers.

4 Results

FAST has been applied to a large number of examples (about 40), ranging from
Petri nets to abstract multi-threaded JAVA programs, mainly taken from [Del].
About 80% of these case studies could effectively be verified. It proves that
choices made during FAST design, like having only a semi-algorithm or restricting
FAST to non-negative integers, are sound for practical infinite systems verifica-
tion. Moreover, most of these examples require only a basic predefined strategy
(a forward search), thus only little input from the user.

Figure 2 presents the performances obtained by FAST on ten of the most
representative examples. Dekker ME is a bounded Petri net, other examples
are infinite state systems because of parameters (lift controller) or unbounded
integer variables (FMS). Despite its number of variables and transitions, the
Swimming Pool protocol is a highly non-trivial protocol. The TTP protocol is a
complex group membership protocol, using elaborate guards. The tool computes
efficiently these examples. A forward search has been used for all examples. For
the particular case of TTP, a more elaborate strategy was also tested, leading
to considerable increase in computation time.
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Case Study >l E| B g g |d]g]| 4
Dekker ME 22(22| 21.72 | 548 | 5 (36122
CSM 13(13]| 45.57 |6.31| 6 |32|2(35
FMS 22(20| 157.48 | 8.02 | 21 (23|2 |46
Swimming Pool 96| 111 |(29.06| 30 (9|4 |47
Producer/Consumer with Java threads - N|18|14| 723.27 12.46| 58 |86|2 |75
Lift Controller - N 45| 456 (290| 14 [4(3]20
TTP 10|17(1186.24|73.24(1140|31| 1 |17
TTP (ad hoc strategy) 10|17 246.67 ‘72.87 1140|16|1 |17

Fig. 2. Results using an Intel Pentium 933 MHz with 512 Mbytes

Considering the case studies that could not be verified (9 out of 40), we
propose three reasons for FAST not to terminate. First of all, the input model can
be such that FAST cannot terminate, either some loops have infinite associated
monoids or the reachability set is not flatable, i.e. not computable using a finite
set of accelerations [FL02]. Second, the computation may lead to large automata
and saturate the memory. Finally, there may be too many cycles to consider, and
then the heuristic used by FAST to find cycles to be accelerated reaches its limits.

We currently develop an interface, for the user to set parameters, e.g. the
cycle length, which will allow us to cope with these drawbacks.
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Abstract. This paper gives a short overview of a model checking tool for real-time
systems. The modeling language are timed automata extended with concepts for
modular modeling. The tool provides reachability analysis and refinement check-
ing, both implemented using the data structure BDD. Good variable orderings for
the BDDs are computed from the modular structure of the model and an estimate
of the BDD size. This leads to a significant performance improvement compared
to the tool RED and the BDD-based version of Kronos.

1 Introduction

Timed automata are a common and theoretically well-founded formalism for real-time
systems [1]]. Reachability analysis of timed automata has been implemented in several
tools, the best-known being Kronos [11]] and Uppaal [2]. From our point of view, two
major problems are the lack of concepts for modeling large systems and the exploding
consumption of time and memory by the verification algorithms. We address these issues
with our tool Rabbit, which provides the following features:

— Modular Modeling. Our modular extension of timed automata is called Cottbus
Timed Automata (CTA). The automata are encapsulated by modules. Each module
has an explicit interface, which declares the variables and synchronization labels
used for the communication with other modules. The use of these variables and
synchronization labels can be restricted by specifying an explicit access mode (read
only, exclusive write, etc.). Replicated subsystems do not have to be multiply defined,
but can be instantiated from a common femplate module. Modules can contain other
modules to form hierarchical structures. Our formalism provides a compositional
semantics, i.e. we can define the semantics of a CTA module on the basis of the
semantics of its components [7].

— Reachability Analysis. The tool provides efficient reachability analysis for timed
automata. Sets of configurations are represented by the data structure binary deci-
sion diagram (BDD). The modular structure of the model is used to compute BDD
variable orderings for an efficient representation of the transition relation and the
set of reachable configurations.

— Refinement Checking. To make the verification of large systems tractable, detailed
modules can be replaced by more abstract modules. To prove the correctness of

W.A. Hunt, Jr. and F. Somenzi (Eds.): CAV 2003, LNCS 2725, pp. 122-125] 2003.
(© Springer-Verlag Berlin Heidelberg 2003
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such a replacement regarding safety properties, we have to check that two modules
have the same behavior with respect to external synchronization labels, i.e. the set
of traces of the abstract module has to be a superset of the set of traces of the
detailed module. To enable efficient modular proofs, we check the existence of a
simulation relation in our tool implementation. A simulation relation exists in many
practical cases of trace inclusion, especially when stepwise refinement is used in the
development process. Details about the implementation of this refinement check are
given in [4].

For a comprehensive and detailed explanation of all the concepts and the tool, we
refer to [S]. The tool Rabbit, example models and related papers are available from
http://ww. soft war e-systent echni k. de/ Rabbi t|

2 BDD-Based Reachability Analysis

Safety properties of timed automata can be verified by reachability analysis. The main
problem is the exploding consumption of time for the computation and memory for the
representation of the reachable configurations. Therefore the data structure for sets of
configurations is of vital importance. Sets of configurations of timed automata consist of
locations and associated sets of clock assignments. For the symbolic representation of
sets of locations binary decision diagrams (BDDs) are widely used. For a uniform repre-
sentation of locations and clock assignments as BDDs we defined an integer semantics
which only considers integer clock assignments. We proved that for timed automata
without strict clock constraints (i.e. without < and > in clock constraints), this integer
semantics is equivalent to the usual, continuous semantics with respect to the reachable
locations [3]]. The restriction to non-strict clock constraints is of technical nature, and
we did not find examples within our application area of production cell controllers and
real-time algorithms for which it is difficult to construct models without strict constraints.

Representing the transition relation as several BDDs and applying these partial
transition relations sequentially is more efficient than using a monolithic transition
relation [9]. Concerning the order of their application, always computing the fixed
point of the discrete transitions before applying time transitions is a successful strategy
to avoid large intermediate BDDs.

We use a heuristic to find good BDD variable orderings. This heuristic first com-
putes an initial variable ordering and than improves it by local search. The initial variable
ordering is a pre-order linearization of the module hierarchy (i.e. the modules are in the
order in which they are reached by a depth-first traversal of the hierarchy). This assigns
local components of a module to neighboring positions in the variable ordering, and
thus exploits the knowledge of the modeler who usually tries to create cohesive mod-
ules. Then local search is applied to improve the ordering with respect to a size estimate
for the BDD of the reachability set [3]. This estimate reflects the two most important
characteristics for good variable orderings: (1) Communicating components have neigh-
boring positions within the ordering. (2) Components which communicate with many
other components precede these other components.
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Table 1. Time for the computation of the reachability set of Fischer’s protocol

# proc. 4 5 6 7 8 10 12 14 16 32 64 128
Uppaal 0.06 1.44 181 32488

RED 1.64 6.78 21.7 60.7 168 1400

Rabbit 0.04 0.08 0.15 026 050 135 1.61 381 650 614 559 5200

Table 2. Time for the computation of the reachability set of the FDDI protocol

# senders 2 4 6 8 10 12 14 16
Uppaal 0.01 0.03 0.16 142 182 279 4530

RED 0.02 0.09 026 061 1.18 216 3.62 6.31
Rabbit 0.04 025 099 420 114 269 498 142

3 Performance Results

Performance results are given in seconds of CPU time on a Linux PC with an AMD
Athlon processor (1 GHz) for the publicly available tools RED [10] version 3.1, which
is based on a BDD-like data structure called CRD, Rabbit [4] version 2.1, which is
based on BDDs with automatic variable ordering, and Uppaal2k [2] version 3.2.4 (with-
out approximation), a popular and highly optimized DBM-based tool. An empty table
entry means that the analysis needs more than 400 MB memory or more than 7200 s
computation time.

Detailed analytical explanations of the experimental results can be found in [6]]. This
paper also discusses the sensitivity of the BDD representation to the size of constants in
the model, which is a major disadvantage of BDDs compared to CRDs and DBMs.

Fischer’s Protocol (Table[T)). Fischer’s timing-based protocol for mutual exclusion
is a protocol for accessing a shared resource. We computed the set of reachable config-
urations to verify the mutual exclusion property. For the BDD-based version of Kronos
(which is not publicly available) a maximum of 14 processes is reported in [8].

The example of Fischer’s protocol illustrates the dramatic influence of the variable
ordering: The set of all reachable configurations for 16 processes is represented by
2096957 BDD nodes using an ordering with the shared variable k at the last position.
This ordering violates the second characteristic for good orderings because variable k
is used by all processes. A good variable ordering with variable k at the first position
reduces the representation to 6 190 BDD nodes.

Token-Ring-FDDI Protocol (Table ). Fiber Distributed Data Interface (FDDI) is
a high speed protocol for local networks based on token ring technology. The automata
model was introduced by Yovine [[12]. Here RED outperforms Rabbit because the number
of reachable locations does not explode with growing number of senders.

CSMA/CD Protocol (Table ). CSMA/CD (Carrier Sense, Multiple Access with
Collision Detection) is a protocol for communication on a broadcast network with a
multiple access medium. The timed automata model is taken from [[11].

Production Cell. To validate the suitability of our tool for more realistic models,
we developed a CTA model of a production cell. This system consists of 20 machines
and belts with 44 sensors and 28 motors. We modeled the system as a modular composi-
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Table 3. Time for the computation of the reachability set of the CSMA/CD protocol

# senders 2 4 6 8 10 12 14 16 32 64 128 256

Uppaal 0.01 0.03 5.1
RED 0.05 0.28 1.15 588 414 516
Rabbit 0.02 0.08 023 049 0.82 128 1.83 2.69 126 629 367 2160

tion of several belts, turntables and machines, using 82 timed automata with 44 clocks,
17 discrete variables and 183 synchronization labels. For a model with a simple commu-
nication structure like Fischer’s protocol good variable orderings might be obvious (at
least for experts). The production cell shows the need for automatic variable ordering,
and the effectiveness of our automatic estimate-based heuristic: The pre-order lineariza-
tion of the module hierarchy results in a BDD for the reachability set with 378 229 nodes.
This is a good ordering, much better than the vast majority of other permutations, but ap-
plying our heuristic improves the representation to 14 895 nodes. Modular proofs using
refinement checking simplify the models used in reachability analysis and thus further
reduce the BDD size.
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Making Predicate Abstraction Efficient:
How to Eliminate Redundant Predicates*
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Abstract. In this paper we consider techniques to identify and remove redun-
dant predicates during predicate abstraction. We give three criteriafor identifying
redundancy. A predicate is redundant if any of the following three holds (i) the
predicate is equivalent to a propositional function of other predicates. (ii) remov-
ing the predicate preserves safety properties satisfied by the abstract model (iii)
removing it preserves bisimulation equivalence. We also show how to efficiently
remove the redundant predicates once they areidentified. Experimental resultsare
included to demonstrate the effectiveness of our methods.

Keywor ds: predicate abstraction, redundancy, smulation, bisimulation, safety properties

1 Introduction

Abstraction has been widely accepted as a viable way for reducing the com-
plexity of systems during temporal logic model checking [10]. Predicate abstrac-
tion [1,2,3/11/12/14//19/2122] has emerged as one of the most successful abstraction
techniques. It has been used in both software and hardware verification. In this paper,
we give a technique to improve predicate abstraction by eliminating redundant predi-
cates. Thistechnique can be applied in both software and hardware verification. We give
efficient verification algorithmsfor finite state systems (hardware) and outline how our
method can be used for infinite state systems (software).

In predicate abstraction, the number of predicates affects the overall performance.
Since each predicate corresponds to a boolean state variable in the abstract model, the
number of predicates directly determines the complexity of building and checking the
abstract model. Most predicate abstraction systems build an abstract model of the system
to be verified. While building the abstract model, the number of calls madeto atheorem
prover (or a SAT solver in our case) can be exponential in the number of predicates.
Consequently, itisdesirableto use asfew predicates as possible. Existing techniquesfor
choosing relevant predicates may use more predicates than necessary to verify a given

* Thisresearch is sponsored by the Semiconductor Research Corporation (SRC) under contract
no. 99-TJ-684, the Gigascal e Silicon Research Center (GSRC), the National Science Foundation
(NSF) under Grant No. CCR-9803774. Any opinions, findings and conclusions or recommen-
dations expressed in this material are those of the authors and do not necessarily reflect the
views of SRC, GSRC, NSF, or the United States Government.
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property. That is some of the predicates used can be redundant (the precise definition of
redundancy is given later).

Counterexample guided abstraction refinement (CEGAR) [7/16/20] is an example
of a commonly used abstraction technique. It works by introducing new predicates to
eliminate spurious counterexamples. The new predicates depend on certain abstract
states in the spurious abstract counterexample. Thus, different predicates are likely to
be closely related when similar abstract counterexamples occur and this might lead
to redundancy in the predicate set. These similarities may result in the following two
cases: (a) A predicate may belogically equivalent to apropositiona formulain terms of
other predicates. (b) For the predicate P under consideration, there exist two nontrivial
propositional formulas Ps,,; and P,,,, intermsof other predicatessuch that Ps,,;, implies
P and Pimplies P,,,,,. Itisobviousthat when case (a) happens, the predicateisredundant.
This predicate can be replaced by the equivalent formula and we thus obtain a new
abstract model. We call the original abstract model the current/original abstract model
and the new one the reduced abstract model. It is easy to show that the two models are
bisimilar. Inthe other case, apredicate P satisfying case (b) may not be redundant. More
conditions on the abstract model are needed to ensure that replacing P by Ps,,;, O Psy,p
will not affect the results of model checking the abstract model. We have identified
two redundancy conditions for case (b), one that preserves safety properties (that is
the original and the reduced abstract models both satisfy the same safety properties)
and one that preserves bisimulation equivalence (that is the origina and the reduced
abstract models are bisimulation equivalent). different situations and there are cases
where one works better than the other. Altogether there are three different redundancy
conditions. One useful feature of our redundancy conditionsis that they do not require
exact computation, we can use approximations and still identify redundancy.

Removing a predicate involves constructing the abstract model using the reduced
predicate set. We give asimple method to construct the reduced abstract model from the
original abstract mode! in Section[dl

1.1 Related Work

Thenotion of redundancy hasbeen exploredin resolution theorem proving [5], whereitis
called subsumption. Intuitively aclauseis considered redundant if it islogically implied
via substitution by other clauses. Our conditions for redundancy are more complicated.
Evenif apredicate isimplied by other predicates, we still need to consider the abstract
transition relation in order to decidewhether removing the predicate will affect theresults
of verifying a given property.

The work that is closest to ours is the notion of strengthening in [I]. To build the
abstract model, the weakest precondition is converted to an expression over the set of
predicates in the abstraction. Thus strengthening is somewhat similar to the replace-
ment function in this paper. However, in [1], theresult of the strengtheningisover al the
predicates, while the replacement function used hereis defined over asubset of the pred-
icates. Finally, the two transformations have different purposes. Strengthening is only
used to build an abstract model; while our transformation is used to remove redundant
predicates and thus reduce the complexity of the abstract model.
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This paper removes unnecessary predicates introduced by counterexample guided
refinement. Recently, abstraction refinement with more than one counterexamples has
been investigated in [18/13]. However, there is no guarantee for the elimination of re-
dundant predicates by considering multiple counterexamplesin computing predicates
alone. Thus, our techniques can also be applied in that context.

Exploiting functional dependencies between state variablesto reduce BDD size has
been investigated in [[15]. In that approach, if a variable can be shown to be a function
of other variables, it can be eliminated during BDD based verification. Our approachis
moregeneral inthat it is possibleto remove a predicate evenif it is not equivaent to any
function over other predicates.

1.2 Outlineof the Paper

In the next section we introduce predi cate abstraction and other relevant theory. In Sec-
tion[3we definethe replacement function and show how to computeit. In the next section
we show how to construct the new abstract model after removing aredundant predicate.
In Section[5, the simplest form of redundancy, called equivalence induced redundancy,
is presented. Section[d and Section [7] give redundancy conditions that preserve safety
properties and bisimulation equivalence respectively. The comparison between redun-
dancies in the last two sections is illustrated using examples in Section[8. We discuss
how our algorithms can be applied to software verification in Section[d. In Section[10,
we describe our experiments. Section [11 concludes the paper with some directions for
future research.

2 Prdiminaries

In this section we review the relevant theory of property preserving abstractions intro-
duced by Clarke, Grumberg and Long in [6] and Loiseaux et a. in [17]. Using this
theory we describe the predicate abstraction framework of Saidi and Shankar [22].

2.1 Notation

Let S; and S> be sets of states, and let f be a function mapping the powerset of S; to
the powerset of Sy, i.e., f : 251 — 22, The dual of the function f is defined to be

f(x)=f(X),

where the overbar indicates complementation in the appropriate set of states.
Let p be arelation from S; to S;, and let A be a subset of S5, then the function
pre[p](A) givesthe preimage of A under the relation p. Formally,

pre[p](A) = {s1 € S1 | Ts2 € A. p(s1,52)}.

Similarly, let B be a subset of .Sy, then the function post[p](B) gives the postimage of
B under therelation p. More formally,

post[p|(B) = {s2 € S2 | Is1 € B. p(s1,s2)}
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If relation p isatotal function on Sy, then pre|p] is the same as pre[p] [17].

We will be reasoning about a concrete state machine and an abstraction of that
machine. For establishing a relationship between the set of concrete states .S, and the
set of abstract states So we will use the concept of a Galois connection.

Definition 1. Let Idgs denotes the identity function on the powerset of S. A Galois
connection between 251 and 2°2 is a pair of monotonic functions («, ), where o :
251 _, 952 and~y : 252 _, 951 gquch that Ids, Cy o aanda o v C Idg,.

The functions o and v are often called the abstraction function and the concretization
function, respectively. The Galois connection that we will be using in this paper is
described in the following proposition.

Proposition 1. [[17] Givenarelationp C Sy x Sz, thepair (post[p|, pre[p]) isaGalois
connection between 25 and 2°2.

We denote this Galois connection by («,,,). Sometimes, we write («,y) when the
relation p is clear from the context.

2.2 Existential Abstraction

Wemodel circuitsand programsastransition systems. Given aset of atomic propositions,
A let M = (S, S, R, L) beatransition system (refer to [9] for details).

Definition 2. Giventwotransitionsystems M = (S, So, R, L)and M = (S, Sy, R, L),
with atomic propositions A and A respectively, a relation p C S x S, which is total
on S, isa simulation relation between M and M if and only if for all (s, 3) € p the
following conditions hold:

- L(s)NA = L(3)NA
— For each state s suchthat (s, s1) € R, thereexistsa state s; € S with the property
that (§,s1) € Rand (s1, $1) € p.

We say that M simulates M through the simulation relation p, denoted by M =, M, if
for every initial state so in M thereisan initial state s in M such that (so, so) € p. We
say that p is abisimulation relation between M and M if M =, M and M =,-1 M.
If there is a bisimulation relation between M and M then we say that M and M are

bisimilar, and we denotethisby M =;s M.

Theorem 1. (Preservation of ACTL* [9])

Let M = (S, S0, R, L) and M = (S, So, R, L) be two transition systems, with A and
A asthe respective sets of atomic propositionsand let pCSx S bearelation such that
M =, M. Then, for any ACTL* formula, & with atomic propositionsin A N A

M = & implies M |= &.
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In the above theorem, if p isabisimulation relation, then for any CTL* formula® with
atomic propositionsin AN A, M =& < M = .

Let M = (5, S0, R, L) beaconcretetransition system over a set of atomic proposi-
tionsA. Let S beaset of abstract statesand p C S x S beatotal functionon S. Further,
let p and L besuchthat forany § € S, all statesin prelp](8) have the same |abeling over
asubset A of A. Then an abstract transition system M = (S, Sy, R, L) over A which
simulates M/ can be constructed as follows:

) So = post[p](So) = Ts. So(s) A p(s, ) (N

R(3,8) =3s 5. p(s,8) A ( ,8)AR(s,s") @)

foreachs e S, L(s)= () (L(s)nA) ©)
s€pre[p](3)

Proposition 2. For M and M in the above construction M <, M

In the above construction R is defined in terms of the abstract current state § and the
abstract next state §’. Thisconstructionisfrom [6], and it isalso implicit in the paper by
Loiseaux et al. [17]. Thiskind of abstractioniscalled existential abstraction. The set of
initial statesin the abstract system arethose statesof S that arerelated to theinitial states
of M. Notethat for any two statessand 3 related under p the property L(s) N A = L(3)
holds.

2.3 Predicate Abstraction

Predicate abstraction can be viewed as a special case of existential abstraction. In pred-
icate abstraction a set of predicates { P, ..., Py}, including those in the property to be
verified, are identified from the concrete program. These predicates are defined on the
variables of the concrete system. They also serve as the atomic propositions that label
the statesin the concrete and abstract transition systems. That is, the set of atomic propo-
sitionsisA = { Py, P, .., P, }. A statein the concrete system will belabeled with al the
predicatesit satisfies. The abstract state space has a boolean variable B; corresponding
to each predicate P;. So each abstract state is a valuation of these & boolean variables.
An abstract state will be labeled with predicate P; if the corresponding bit B; is1in that
state. The predicates are also used to define atotal function p between the concrete and
abstract state spaces. A concrete state s will be related to an abstract state 5 through p if
and only if the truth value of each predicate on s equals the value of the corresponding
boolean variable in the abstract state s. Formally,

N Pi(s) & B;(3) 4

1<j<k

Note that p is a total function because each P; can have one and only one value on
a given concrete state and so the abstract state corresponding to the concrete state is
unique. Based on Section [2.] the pair of functions post[p] and pre[p] generated from
relation p forms a Galois connection. We will denote this Galois connection by («, 7).
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Note that since p isatotal function, pre[p] = pre[p]. Using this p and the construction
given in the previous subsection, we can build an abstract model which simulates the
concrete model. 1n [22] the abstract transition relation R is defined as

N = Y[ WV, V(R V) Ay (Y) = 7 (Y))} ©)

where Y is an arbitrary conjunction of the literals of the current state variables
{Bi,Bs,...,B;} and Y’ is an arbitrary dijunction of literals of the next state vari-
ables{B'y, By, ..., B’y }. It can be shown that (5) is equivalent to (2).

3 TheReplacement Function

Our goal is to eliminate B; from the abstract model M without sacrificing accuracy.
For this purpose, we define an under-approximation, Fy;(B;), for B; in terms of the
other variables. More precisely, let M be a concrete transition system, { Py, Ps, .., Py}
be a set of predicates defined on the states of M, and let p be a total function defined
by equation (@). Also, let M be the corresponding abstract transition system over V =
{Bi, B, .., By }. The support of an abstract set of states S includes B; if and only if

35 € 51.8[B; — 0] € S) 4 8[B; — 1] € S).

Consider the boolean variable B; andtheset U = V' \ {B;}. Let ¢ denote either B; or
—B;. Thereplacement function for @, denoted by i, (®), isdefined asthe largest set of
consistent abstract states (we call an abstract state consistent if its concretization is not
empty) whose support is included in U and whose concretization is a subset of ().
The implications v(Fy (B;)) — v(B;) and v(Fy (—=B;)) — ~(—B;) follow from this
definition. Figure[d shows the rel ationship between the concretization of a predicate B;,
fU(Bi), and _‘-7:U(_‘Bi)-

Fig. 1. Relationship between the concretization of B;, F(Bi), and = Fu (—B;)

We now show how to compute F/(B;). Consider the abstract state space S given
by tuples of the form (B, Bo, .., Br). Not al the abstract states have corresponding
concrete states. We consider only the set of consistent abstract states, g, that are related
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to some concrete states by the relation @) in Section[2.3 Formally, if Sis the set of
concrete states, { P;|1 < j < k} isthe set of predicatesand p is the simulation relation
asin Section[2.3] then

g = post[p](true) = {5 | Is € S. /\ P;(s) < B,(5)}.
1<5<k

For hardware verification, all the concrete state variables have finite domain. The set
g can be efficiently computed using OBDDs [4] through a series of conjunction and
quantification operations. However, ageneral theorem prover is needed for infinite state
systems. We define g| 5, to be the set of reduced abstract states obtained by taking all
the statesin ¢ that havethebit B; equal to 1 and droppingthebit B;. Similarly g|-p, is
obtained by taking all those statesin g with bit B; equal to 0 and dropping the bit B;.
Thefollowing theorem shows that the set (g5, A—g|-p,) isacandidate for Fy (B;).

Theorem 2. LetV = { B, Bs, ..., By} betheboolean variables. Let U = V' \ {B;},
and let f1 = g|B, Ag|-p, bea set of abstract states. Then v(f1) = ~v(B;) and f;
is the largest set of consistent abstract states that does not have bit B; in its support.
Likewise, if fo = g|-B, A—g|B,, then v(f2) = ~(—B;) and f5 is the largest set of
consistent abstract states that does not have bit B; in its support.

Replacement function isused extensively in thelater sections. The correctnessof our
algorithmsonly depend on the property that (F(B;)) — ~(B:). Thenice advantage of
thisiswecanuseany f that satisfies~(f) — ~(B;) instead of using Fy;(B;) = f1,which
is difficult to compute when there are many predicates. Instead we use the following
approximation: wefirst partition predicatesinto clustersasin Section[5 then computethe
set of consistent abstract states and replacement function for each cluster separately. We
use these easy to compute approximationsto identify and remove redundant predicates.
Thisdoes not affect the correctness (i.e., every identified predicateisindeed redundant),
but some redundant predicates may fail to be identified.

4 Removing Redundant Predicates

Removal of a predicate involves constructing a new abstract transition system from
the old abstract transition system. The state space of the new abstract transition sys-
tem is the set of all possible valuations of the boolean variables corresponding to
the new predicate set. The new predicate set has one less predicate than the old
predicate set. Let P; be the redundant predicate that is to be removed. If the old
state space is given by k-tuples (Bi, Bs, ..., Bi), then the new state space is given
by (k-1)-tuples (B, ...,B;—1, Bit1,...,By). Suppose the original abstract model
is M = (S,So, R, L). We now describe how to construct the new abstract model,
M, = (Sy, Sor, Ry, L) (r for “reduced”), from M if we decide to drop the predicate
P;. Therelation p,. between the concrete state space and the reduced state spaceis

pr(s,sr) = /\ Pj(s) & Bj(s).
1< <knj#i
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The construction of the new state space is straightforward: we just drop the boolean
variable B;. The labeling L, is as described in Section[2.3 a reduced abstract state s,
is labeled with a predicate P; if and only if the corresponding bit B; is 1 in that state.
The new transition relation R,. is obtained from the original abstract transition relation
R by the following equation

RT(ST‘7 3/7') = Elbh b/i~ R(<Sr, b1>v <S/7”v b/l>) (6)

where (s,., b;) standsfor the state (in the original abstract model) obtained by inserting b;
into s,- asthei-th bit. Thustwo reduced abstract states arerelated if there aretwo related
states in the original abstract model that are “extensions’ of these reduced abstract
states. The reduced initial set of states can be similarly constructed using existential
guantification as follows

SOT(ST) = Jb;. §0(<sr7 bz>) (7)

Lemma 1. The transition relation of the reduced abstract model defined by equation
(©) isthe same as the one built directly from the concrete model using equation () and
pr Over the reduced set of predicates.

Thus, R, constructed using equation (€) is equivalent to the one constructed directly
from the concrete model using equation (@).

5 Equivalence Induced Redundancy

In this section, we present the simplest form of redundancy, called equivalence induced
redundancy. More specifically, a predicate P; is redundant if there exist two proposi-
tional formulasin terms of other predicates that are logically equivalent to P; and —P;
respectively. The reduced abstract model can be built by replacing B; and —B; using
the eguivalent formulas. It is easy to see that the resulting reduced abstract model is
bisimilar to the original model. We present amethod, based on replacement function, to
determineif a predicate P; can be expressed in terms of the other predicates. The fol-
lowing theorem shows that under some conditionsthe concretization of the replacement
functionsfor B; and —B; arelogically equivalent to P; and - P;.

Theorem 3. For a predicate P, if g |, Ag |-5,= 0, then v(Fy(B;)) = P, and
I Fu(~B) = P,

Equivalenceinduced redundancy occurs often because of aheuristic we usein predicate
abstraction. For hardware verification, the predicates we consider are all propositional
formulas over concrete state variables with finite domains. It is well known that the
number of propositional formulasover n booleanvariablesis22”. Therefore, itispossible
that the abstract model is much bigger than the concrete model. So we use a heuristic
to avoid this problem. Given a predicate, which is a propositional formula, the concrete
state variables that this formula depends on are called the supporting variables of the
predicate. We partition the predicates into clusters. Two predicates go into the same
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cluster if they share many supporting variables. Let ¢ be a cluster. If the number of
predicatesin c isgreater than the number of supporting variables (non-boolean variables
are expanded to bits that are required to encode their domains) in ¢ then we will use
the supporting variablesinstead of the predicatesto build the abstract model. So, all the
original predicates in the cluster ¢ become redundant. In this way, the overall size of
the abstract model will be bounded by the size of the concrete model. Since software
system may have unbounded state variables, this technique can not be used in general
for software verification.

6 Redundant Predicatesfor Safety Properties

A predicate in a given set of predicates is redundant for a set of propertiesin L if the
abstract transition system constructed without using this predicate satisfies the same
set of properties as the origina abstract transition system (constructed using all the
predicates). In this section we deal with safety properties of the form A G p, where p
is a boolean formula without temporal operators. Note that any safety property can be
rewritten into the above form through tableau construction with no fairness constraints
[9].

Let S be aset of states defined by a set of boolean variables V' = {Bj, Bo, . ,Bk}
asbefore,and U = V' \ {B;}. Let S, = proj[U](S) denote the projection of the set S
onU. For any state s, € Sy, extend[B;](s,) isaset of states defined asfollows:

— If Fu(B;)(sr), then extend[B;](sr) = {(sr,1)}.
— If Fu(=B;)(sr), then extend[B;](s,) = {(sr,0)}.
— If =Fu(B;)(sr) A ~Fu(=B;)(s), extend[B;](sr) = {(sr,0), (s, 1)}.

We say that a set of consistent abstract states S is obliviousto B; if and only if

Vs e S. (=Fu(Bi)(5) A ~Fu(=B;)(3)) = (3[B; — 0] € SA3[B; — 1] € 5)
where §[B; — 0] isastatethat agreeswith s on all bits except possibly the bit B;, which
isfixedto 0. §[B; < 1] issimilar. Intuitively, if neither F;(B;)(8) nor Fy (—B;)(8))
holds, the values of variables By, . .., B;_1, Bit1, . . ., By, can not determine the value
of B;. Inorder for S to be oblivious, it must contain states with both possible values of
B;.

A transition relation 2 C S x S is called obliviousto B;, if for any state § € S,
post[R](8) isobliviousto B;. Moreformally, R isobliviousto B; if and only if

V8,8 ~Fu(Bi)(8") A ~Fu(=Bi)(8) =

(R(3,8[Bi — 1]) & R(5,5[B; — 0]))] )
In order to test whether a transition relation R is oblivious to B; or not, we take the
negation of (8) and formulateit asa SAT instance by converting it into a CNF formula
If the CNF formulais satisfiable then we conclude that R is not oblivious otherwise it

is. The negation of (8) isthe following

35,8’ ~Fu(Bi)(8') A =Fu(=Bi)(8) A

(R(3,8'[Bi < 1]) & (=R)(3,5'[B; < 0]))] )
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Theorem 4. Given an abstract transition system M = (S, S, R, L) which corre-
sponds to a set of predicates V, and a safety property f = AGp, where p is a
propositional formula without temporal operators. Also assume that predicate B; is
one of the predicatesin V but not one of the predicatesin f. If S, and 12 are oblivious
to B;, then the abstract transition system corresponding to the reduced set of predicates
U =V \ {B;} satisfies f if and only if M satisfiesit.

7 Redundant Predicates for Bisimulation Equivalence

In the previous section, the reduced abstract model M, was such that it satisfies a
safety property, if and only if M satisfiesit. We can strengthen this result so that M, is
bisimulation equivalent to 7 by imposing slightly different conditionson R.

Let 3 C S x S, bearelation defined such that two states § € S and s, € S, are
related under G if and only if § € extend|B;](s,), where extend[B;](s,) is as defined
previously. We intend to make 3 a bisimulation relation between M and M,.. From the
construction of M, it is easy to seethat M <3 M,.. In order for M to smulate M,.,
we must make sure that for any b; € {0, 1}, if (s,, b;) isaconsistent abstract state, then
(sr, b;) cansimulate s,.. If only one of (s,., 0) and (s,., 1) isaconsistent state, from (6),
it is easy to see that any successor state of s, corresponds to a successor of the single
consistent state. In order to handle the case when both (s, 0) and (s, 1) are consistent,
we have the following condition on R for any state § € S

~Fu(Bi)(8) A =Fu(—=B;)(8) = V& .(R(3[B; — 0],5) & R(é[B, —1],8)) (10

This condition says that if the value of B; cannot be determined by the values of the
other boolean variables, i.e., both §[B; — 0] and §[B; — 1] are consistent, then 2 does
not distinguish between different valuesof thebit B;. If i/ (B;)(§) istruethen we know
that $[B; < 0] isinconsistent. If F;(—B;)(8) is true then we know that §[B; — 1] is
inconsistent. In case that both of these are false (which is the condition on the left hand
side of (10)), then we require that the successors of the states §[B; < 0], §[B; « 1] be
the same. Similar to SectionB)} to test whether R satisfies condition (I0) or not, we test
the satisfiability of its negation.

E|§, g _‘-7:U(Bz)(§) N ﬁfU(—!Bl)(§) A
(R(3[B; — 0],8') & (=R)(3[B; — 1],8)) (11)

Theorem 5. If condition holds, then 3 is a bisimulation relation between M and
M,

It isinteresting to note that the conditions for preserving safety properties and bisimu-
lation equivalence are different and do not subsume each other.
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8 Differencein the Bismulation and AG p Conditions

We have seen two redundancy conditions, one for preserving AG p properties and the
other for preserving CT L* properties. In this section, we give examples of transition
relation which satisfy one of the conditions and violates the other. This demonstrates
that the conditions (8) and (10) are not comparable.

8.1 A Transition Relation That Satisfiesthe Bissimulation Condition

We first present an abstract transition relation that satisfies the Bisimulation condition,
(@0), but does not satisfy the obliviousness condition required for preserving AG p
properties. The abstract transition systemis:

(CL) B2 — Bll N B/4
(b) B3 — B’y A B’y
(C) B4 — B/4

Supposewearetrying to remove Bs. Assumethat Fi; (Bs) = —Bs and Fiy (—Bs) =
- By. The condition for bisimulation, (9), thenis

B3 N\ By = [((Bg — B'1 A B/Q) A (B4 — B/4)) ==
((B/l A\ B/4) A\ (B3 — B'1 A B/Q) A\ (B4 — B/4))}

If Bs A By isfalsethen the condition istrue. If B3 A By istrue then we need to check
the validity of

((Bg — B/l /\B/Q) N (B4 — B/4)) = (( /1 /\B/4) N (Bg — Bll /\B/z) N (B4 — B/4)) .

Now from (b) B’; istrue if Bs istrue and from (c) B’ istrue if B, is true. So the
problem now reducesto validity of

((B3 — Bll A\ B/Q) A\ (B4 — B/4)) =4 ((Bg — B/l N B/Q) N (B4 — B/4))

which is trivially true. So R satisfies the bisimulation condition. Now we show that it
does not satisfy the condition for AG p preservation. Condition for AG p preservation
in this case would be

B/3 A B/4 = [((BQ — Bll A B/4) A (Bg — Bll A 0) A (B4 — B/4)) =
((BQ — B/l A B/4) A (Bg — B/l A 1) A (B4 — B/4))}
which is equivalent to

B's ANB'y = [((BQ — B'1 A B/4) A (Bg — false) A (B4 — B/4)) =4
((BQ — B/l A B/4) A (Bg — B/l) N (B4 — B/4))}

This expression is not true for B’ :AB’4 =By =B3 =land B, = B; =0.
So we have shown a transition relation R that satisfies the bisimulation condition but
not the AG p preservation condition.
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8.2 A Transition Relation That Satisfiesthe AG p Condition

Thetransition relation is
B3 — —|B/4
By — B’y A B’
B3 — Bll N _\B/Q

We assume that Fy;(B2) = - Bs and Fy(—B2) = —By4. The AG p preservation con-
dition (after some simplification) is

Blg N B/4 = [((Bg — _\B/4) N (B2 — B/l A B/5) N (_\Bg)) =4
((Bg — _\B/4) A (B2 — Bll N B/5) A (Bg — Bi))}

If B3 A B’ isfalse then the above expressionistrue. In B3 A B’4 istrue, then we
can prove the following:

— ((B3 — —|B/4) A (Bg — B'1 A B/5) A (—\B3))
= ((Bs3 — =B'4) A (B2 — B'1 A B’5) A (B3 — Bf)). We only need to prove
- Bz implies (B; — B}), whichistrivialy true.

— ((B3 — —|B/4) A (Bg — B'1 A B/5) A (Bg — Bi))
= ((Bg — —\B/4) AN (Bg — B’y A B/5) A (‘!Bg)) We just need to show that if
B’s AB'yistrueand (Bs — —B’,) istruethen —Bs. Thisisclear since B, istrue
implies—B’, isnot true. And (B3 — false) can betrueonly if —Bs istrue.

Hencethe AG p preservation condition is satisfied. The bisimulation condition for this
example (after some simplification) is:

B3 A By = [((Bg — —\B/4) A (Bg — B'1 A —|B/2)) =2
((Bs — —B'4) A (B's A B's) A (B — B'y A —B'3))]

Thisexpressionisnot truefor B3 = By = B’y =1and B's = B’y = B’ = 0.

Hence we have shown two transition relations such that they satisfy only one of
the two preservation conditions. From this we can conclude that the two preservation
conditions are not related to each other.

9 Removing Redundancy for Software Verification

In this section, we will show how our redundancy removal algorithms can be applied
to software (or infinite state systems) verification. Performance of our redundancy re-
moval algorithmsdepend on efficient computation of the replacement functions 7y, ( B; )
(Fu (—By;)) isimportant. Recall that, wefirst cal culatethe set of consistent abstract states
g, andthenuse g| 5, and g|- 5, to define the replacement function. For software verifica-
tion, predicates may be formulas involving unbounded state variables. Instead of using
BDDs to compute g asin Section[3, we use a theorem prover to compute g = a(true)
asintraditional predicate abstraction [121/22]. Computing «(tr ue) could involve many
calls to atheorem prover [22]. However, the correctness of our overall algorithm does
not depend on the precise cal culation of the set of consistent abstract states. Any approx-
imation, f, of Fy(B;) satisfying v(f) = ~(B;) would be sufficient. So the existing
techniques for approximating «. can be applied [[1].
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Except for thereplacement function, all the other computations, requiredin our algo-
rithmsto identify and removeredundancy, are performed on the original abstract model.
It is usually the case that the abstract model is finite state. Therefore, the agorithms
in the previous sections can be easily applied. The boolean programs in the SLAM
project [1,2], which haveinfinite control, are an exception. Extending our algorithmsto
them isleft for future work.

10 Experimental Results

We have implemented our abstraction refinement framework on top of NuSMV model
checker and the zChaff SAT solver [[23]. The method to compute predicates for all the
experimentsis based on the deadend and bad states separation al gorithm presentedin [8].

We present theresultsfor hardware verificationin Tabl efll Wehave 6 safety properties
toverify for aprogrammableFI R filter (PFIR) which isacomponent of asystem-on-chip
design. For all the properties shown in the first column of Table[T], we have performed
cone-of-influence reduction before the verification. The resulting number of registers
and gates is shown in the second and third columns. Most properties are true, except
for scrl and prop5. The lengths of the counterexamplesare shown in the fourth column.
All these propertiesare difficult to verify for the state-of-art BDD-based model checker,
Cadence SMV. Except for the two fal se properties, Cadence SMV can not verify any of
them in 24 hours. The verification time for scrl is 834 seconds, and for prop5 is 8418
seconds, which are worse than our results.

We compare the systems we built with and without the redundancy removal tech-
niques described in this paper. In Table[d], the fifth to seventh columns are the results
obtained without our techniques; while the last four columns are the results obtained
with the techniques enabled. We compare the time (in seconds), the number of refine-
ment iterations, and the number of predicatesin the final abstraction. Thelast columnis
the number of redundant predicates our method is able to identify. In all cases, our new
method outperformsthe old onein the amount of time used, sometimes over an order of
magnitude improvement is achieved. With the new method, the number of refinement
iterationsis usualy smaller. We can usually identify a significant number of predicates
as redundant. As a result, the number of predicates in the final abstraction is usually
small.

Table 1. Comparison without and with redundancy removal

circuit ||# regs|# gates| ctrex QOld New
length|| time]iters|pred|| timeliters|pred]red]
scrl 243| 2295 16|l 637.5|103| 40|/386.4| 67| 34|23
prop5 250f 2342 17(|2262.0| 131| 48||756.2| 101| 44| 26
prop8 244| 2304| true|| 288.5| 68| 35||159.8| 40| 25|20
prop9 244| 2304| true||2448.7| 146| 46(|202.7) 43| 27|25
proplO|| 244| 2304| true||6229.3| 161| 55|{178.2| 50| 25| 23
propl2|| 247| 2317 true|| 707.0| 111 45||591.2| 80| 38| 26
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11 Conclusion and Future Work

We have presented new algorithmsfor the identification and removal of redundant pred-
icates. These algorithms enable us to identify three conditionsfor redundancy removal:
equivalence induced redundancy, redundancy that preserves safety properties and re-
dundancy that preserves bisimulation eguivalence. Once aredundant predicate has been
identified, areduced abstract model can be efficiently computed without referring to the
concrete model. Experimental results demonstrate the usefulness of our algorithms.

An interesting extension of the work presented in this paper isto identify redundant
setsof predicates. That s, instead of identifying redundant predicatesoneat atime, setsof
redundant predicates are identified together. In this setting the redundancy criteria may
have to be different. The presented algorithms work for both hardware and software
verification provided that the abstract model is finite state. The SLAM project uses
boolean programs as the abstract model, which might have infinite control. It will be
interesting to investigate how to extend our algorithm to handle boolean programs.
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Abstract. Predicate abstraction is a useful form of abstraction for the
verification of transition systems with large or infinite state spaces. One
of the main bottlenecks of this approach is the extremely large number
of decision procedures calls that are required to construct the abstract
state space. In this paper we propose the use of a symbolic decision pro-
cedure and its application for predicate abstraction. The advantage of
the approach is that it reduces the number of calls to the decision pro-
cedure exponentially and also provides for reducing the re-computations
inherent in the current approaches. We provide two implementations of
the symbolic decision procedure: one based on BDDs which leverages
the current advances in early quantification algorithms, and the other
based on SAT-solvers. We also demonstrate our approach with quan-
tified predicates for verifying parameterized systems. We illustrate the
effectiveness of this approach on benchmarks from the verification of
microprocessors, communication protocols, parameterized systems, and
Microsoft Windows device drivers.

1 Introduction

Abstraction is crucial in the verification of systems that have large data values,
memories, and parameterized processes. These systems include microprocessors
with large data values and memories, parameterized cache coherence protocols,
and software programs with arbitrarily large values. Predicate abstraction, first
proposed by Graf and Saidi [15] as a special case of the general framework of
abstract interpretation [10], has been used in the verification of protocols [15[22],
parameterized systems [TTJT2] and software programs [IJT3]. In predicate abstrac-
tion, a finite set of predicates is defined over the concrete set of states. These
predicates are used to construct a finite state abstraction of the concrete sys-
tem. The automation in generating the finite abstract model makes this scheme
attractive in combining deductive and algorithmic approaches for infinite state
verification.

One of the main problems in predicate abstraction is that it typically makes
a large number of theorem prover calls when computing the abstract transition
relation or the abstract state space. Most of the current methods, including
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Saidi and Shankar [22], Das, Dill and Park [I2], Ball et al. [I], Flanagan and
Qadeer [13] require a number of validity checks that can be exponential in the
number of predicates.

A number of tools [I[I5] address this problem by only approximating the
abstract state space — resulting in a weaker abstract transition relation. Das
and Dill [IT] have proposed refining the abstract transition relation based on
counterexamples, starting with an initial transition relation. This technique can
work well — particularly for systems with sparse abstract state graphs. However,
this technique may still require a potentially exponential number of calls to a
decision procedure. Namjoshi and Kurshan [20] have proposed an alternative
technique by syntactically transforming a concrete system to an abstract system.
Instead of using a theorem prover, they propose the use of syntactic strategies
to eliminate first-order quantifiers. However, the paper does not report empirical
results to demonstrate the effectiveness of the approach.

In this work, we present a technique to perform predicate abstraction that
reduces the number of calls to decision procedures exponentially. We formu-
late a symbolic representation of the predicate abstraction step, reduce it to a
quantified Boolean formula and then use Boolean techniques (based on Binary
Decision Diagrams (BDDs) [4] and Boolean Satisfiability solvers (SAT)) to gen-
erate a symbolic representation of the abstract transition relation or abstract
state space. Our work is motivated by the recent work in UCLID [6l24], which
transforms quantifier-free first-order formulas into Boolean formulas and uses
Boolean techniques to solve the resulting problems.

The advantage of our approach is three-fold: First, we can leverage efficient
Boolean quantification algorithms [14] based on BDDs and recent advances in
SAT-based techniques for quantification [/IR]. Second, the single call to the
symbolic decision procedure eliminates the overhead of multiple (potentially
exponential) calls to decision procedures (e.g., initializing data structures, li-
braries, system calls in certain cases). Third, in previous work, the decision
procedures cannot exploit the pruning across different calls and result in a lot of
re-computation. The learning and pruning mechanisms in modern SAT solvers
allow us to prevent the re-computations.

Our work considers both quantifier-free and quantified predicates. The quan-
tified predicates are used in the verification of parameterized systems and sys-
tems with unbounded resources. Experimental results indicate that our method
outperforms previous methods by orders of magnitude on a large set of exam-
ples drawn from the verification of microprocessors, communication protocols,
parameterized systems and Microsoft Windows device drivers.

The paper is organized as follows. In Section [2, we provide some background
on predicate abstraction. Section [3 describes how predicate abstraction can be
implemented using our symbolic decision procedure. We also describe several
ways of implementing the decision procedure. Section[4 describes the handling of
universally quantified predicates for verifying parameterized systems. Section [l
presents the results of our experiments.
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2 Background

Fig. M displays the syntax of the Logic of Counter Arithmetic with Lambda
Expressions and Uninterpreted Functions (CLU), a fragment of first-order logic
extended with equality, inequality, and counters. An expression in CLU can
evaluate to truth values (bool-expr), integers (int-expr), functions (function-expr)
or predicates (predicate-expr). The logic can be used to describe systems in the
tool UCLID [g].

bool-expr ::= true | false | bool-symbol
| ~bool-expr | (bool-expr A bool-expr)
| (int-expr=int-expr) | (int-expr < int-expr)
| predicate-expr(int-expr, . . ., int-expr)
int-expr = int-var | int-symbol
| ITE(bool-expr, int-expr, int-expr)

| int-expr 4 int-constant

| function-expr(int-expr, ..., int-expr)
predicate-expr ::= predicate-symbol | X int-var, . . ., int-var . bool-expr
function-expr ::= function-symbol | X int-var, . .., int-var . int-expr

Fig. 1. CLU Expression Syntax. Expressions can denote computations of Boolean
values, integers, or functions yielding Boolean values or integers.

A system description is a four-tupld] (S,K,6,q°) where:

— & is a set of symbols denoting the state elements.

— K is a set of symbols denoting the parameters of the system.

— 0 represents the transition function for each state element in S, as CLU
expressions over S U K.

— ¢° represents the set of initial state expressions for each state element in S,
as CLU expressions over K.

State variables can be integers, Booleans, functions over integers or predicates
over integers. The functions and predicates represent unbounded mutable arrays
of integers and Booleans, respectively. The symbols in I are the parameters for
the system, and can be used to denote the size of a buffer in the system, the
functionality of an ALU in a processor, or the number of processes in a protocol.
They can also specify a set of initial states of the system. The logic has been
used to model and verify out-of-order processors with unbounded resources and
parameterized cache-coherence protocols [6/17].

For a set of symbols U, an interpretation o, assigns type-consistent values
to each of the symbols in the set . For any expression ¥ over U, (¥),,, denotes
the evaluation of the expression under oy,.

1 We can encode inputs to the system at each step by a generator of arbitrary values
as described in previous work by Velev and Bryant [25].
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If ¢ denotes a set of expressions (one for each state element), then (g),.
applies ox point-wise to each expression of g. If ¥ represents an expression,
then ¥ [Y /U] substitutes the expressions in Y point-wise for the symbols in U.

A state s of the concrete system is an interpretation to the symbols in S.
Given an interpretation ox to the symbols in I, the initial state of the concrete
system is given as <q°>g,c, and an ezxecution sequence of the concrete system is
given by (%) oxcs - - -, (@)orc, (@ Hogs - - ., where ¢ = & [¢/S]. A concrete state
s is reachable if it appears in an execution sequence for any interpretation ox.

For the rest of the paper, we will represent a set of states as either a set or
by a Boolean expression over S U K.

2.1 Predicate Abstraction

The predicate abstraction algorithm generates a finite state abstraction from a
large or infinite state system. The finite model can then be used in the place
of the original system when performing model checking or deriving invariants.
Let & = {¢1,...,¢r} be the set of predicates which are used for inducing the
abstract state space. Each of these predicates is a Boolean expression over the
set of symbols in SUK. Let B = {b1, ..., bx} denote the Boolean variables in the
abstract system such that value of b; denotes the evaluation of the predicate ¢;
over the concrete state. An abstract state s, is an interpretation to the variables
in B. The abstraction and the concretization functions a and « are defined over
sets of concrete and abstract states respectively.
If ¥, describes a set of concrete states (as an expression over S U K), then:

a(We) = {sq | Isc € W Jox s.t. N\ (i), © (Di)s.toc }
i€l,.. .k

If ¥, represents a set of abstract states, then

Y(Wa) = {sc | a({sc}) € ¥a}

In fact, the concretization function ~ is implemented as the substitution,
~v(¥,) = ¥, [®/B]. For each predicate ¢;, let ¢} represent the result of substituting
the next-state expression for each symbol in §. That is, ¢} = ¢; [6(S)/S]. Let
&=, 0},

Let us now define a cube over B, cg, to be a clause l;; A...Al;, , where each
l;; is a literal (either b; or —by, where b; € B). A cube over B is complete if
all the symbols in B are present as literals in the cube. A complete cube over BB
corresponds to an abstract state.

Now, we define the computation of the abstract state space using the current
methods [12|22]. To obtain the set of abstract initial states, ¥3, the cubes over
B are enumerated and a complete cube ¢ is included in ¥J iff the expression
v(c) [¢°/S)] is satisfiable. The set of reachable abstract states are computed by
performing a fixpoint computation, starting from y'/g and computing !P}j,7 LY,
the states reachable within 1,..., 7 steps from y'/g until y'/,’;“ = Wg. The main
operation in this process is the computation of the set of abstract successor states
Uy, for a set of states ¥p.
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Current methods compute ¥y iteratively by enumerating cubes over B and
including a complete cube c¢p in ¥y, iff the expression v(¥g) A ¢g [9'/B] is satis-
fiable. The satisfiability is checked using decision procedures for (quantifier-free)
first-order logic. Since an exponential number of cubes over B have to be enu-
merated in the worst case, a very large number of decision procedure calls are
involved in the computation of the abstract state space.

In the next section, we demonstrate how to avoid the possibly exponentially
number of calls to decision procedure by providing a symbolic method to obtain
the set of initial states ¥ and the set of successor states ¥y, given ¥g.

3 Symbolic Predicate Abstraction

Decision procedures for CLU [6124] translate a CLU formula F,y, to a proposi-
tional formula Fczu, such that F,;, is satisfiable iff Fclu is satisfiable. Different
methods have been proposed for translating a CLU formula to the propositional
formula. These methods differ in ways to enforce the constraints for various the-
ories (uninterpreted functions, inequality, equality etc.) to construct the final
propositional formula. We will give intuitive description of the different meth-
ods as required in the different parts of the paper. Details of the procedures are
outside the scope of this paper, and interested readers are referred to previous
work on this subject [5l6]24].

Now, for every Boolean subexpression E of Fp,, let E denote the corre-
sponding Boolean subexpression in the final propositional formula (if it exists).
The final formula is denoted as FZ;E Let X' be the set of symbols in the CLU
formula Fij, (can include Boolean, integer and function symbols) and X' be the

set of (Boolean) symbols in the final formula m, where the set of Boolean sym-

bols in ¥ include all the Boolean symbols in Y. The different Boolean encoding
methods preserve the valuation of the Boolean symbols in the original formula:

Proposition 1. There exists an mterpretatzon o over X, such that (Feu)o is

true, iff there exists an interpretation o’ over Z such that (Fep,)o is true and
for every Boolean symbol b in Fep,, (b), < <b>g/.

Now consider a CLU formula F' over the symbols X U A, where A contains
Boolean symbols only and ¥'N.A = {}. The Boolean formula F is a formula over
b5) U.A, where Y are the Boolean symbols in the final propositional formula other
than symbols in A. Using proposition [, we can show the following:

Pr0p051t10n 2. For any interpretation o 4 over the symbols in A, (3X : F),, <
(35 P

Now let us get back to the problem of obtaining the initial set of abstract states
¥2 and obtaining the expression for the successors, ¥y for the set of abstract

2 There can be a Boolean Asybe)ggllession Eq in F., which may not have a corresponding
Boolean subexpression Ej in F,,. This can arise because of optimizations like (truev
E; — true).
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states in Wg. The set of initial states for the abstract system is given by the
expression
vg=3K: N\ b ei[¢°/S] (1)
i€{l,...,k}

Similarly, given Wp, one can obtain the set of successors using the following
equation:
Up=3S:3K:v@) A N\ bied (2)
i€{l,....k}

The correctness of the encodings follows from the following proposition:

Proposition 3. For any complete cube cg over B, cg = W3 iff the expression
v(cB) [qO/S] is satisfiable. Similarly, for any complete cube cg over B, cg = Vg
iff the expression v(¥p) A cp [P /B] is satisfiable.

Notice that in Equations [ and [2 the only free variables are the set of Boolean
symbols B. Hence one can use Proposition 2] to reduce these second-order for-
mulas (there can be function symbols in S U K) to an existentially quantified
Boolean formula. For example, the result of propositional encoding of the for-
mula in Equation 2] (with X' = S U K) yields the following structurd:

3T CAvs) A N b e d (3)
i€{l,....k}

where C' denotes a set of propositional constraints over the symbols in Y to
enforce the semantics of different first-order theories (uninterpreted functions,
equality, inequality etc.).

This formulation is also applicable to predicate abstraction techniques which
derive the Weakest Boolean Precondition (WBP) [I] over the set of predicates @,
given the weakest precondition WP(8,¥s) of a CLU expression ¥s with respect to
the transition function 4. In this case, a cube cg is included in WBPif ¢ [/B] =
WP(8,¥s) is valid. The set of cubes which are not included in WBP is given as:

WBP =38 :3K: ~WP(,s) A N\ b & ¢ (4)
i€{l,....k}

and WBP = - WBP.
Similarly, one can obtain a symbolic expression for the abstract transition
relation as:

§B,B)=35:3K: N\ bhiesun N b ed (5)
i€{l,...,k} i€{l,...,k}
3 The translation needs to ensure that (—Amqﬁ/;) is syntactically same as ﬂ@?). This
requirement is violated for certain optimizations that push — to the leaves of the
formula [23]. Hence we have to disable such transformations in the Boolean transla-
tion.
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Ezxample 1. Consider a concrete system with two integer state variables, z and
y. Thus S = {x,y}. The initial state ¢° is given as ¢ = ¢y and ¢ = ¢p. The
transition function ¢ is given as 0, = f(y) and §, = f(z). The only parameters
which appear in this system are K = {¢g, f}. Consider the predicate ¢y =z =y
over the system.

The initial abstract state is given as W9 = Jcg : by & (co =co) = b

For the first iteration, U5 = ¥%. Now v(by) = 2 = y and ¢} = (f(y) = f(z)).
The set of successor states ¥5 is denoted as

Ge:dy:3fia=yab e (fly) = f(2)

We eliminate the function symbols in the formula by the method of Bryant
et al. [3]. f(y) is replaced by a fresh symbolic constant vf;. f(z) is replaced by
the expression ITE(z = y, vfi1, vf2) to preserve functional consistency. After
eliminating the I'TFE, the equation becomes

dz:Fy:Ffi: ufa:x=yAbi e (x=yAvfi=vfiV-(z=y)ANvfi =vfa)

For this example, we use the encoding of inequalities using separation predi-
cates (SEP) method [24]. Each inequality is encoded with a fresh Boolean variable
and transitivity constraints are imposed. We use the Boolean variables e , to
encode r = y and Boolean variable ey to encode vf; = vfs. In this case, no tran-
sitivity constraints are required. The quantified Boolean formula for ¥}, becomes

Uy =3esy,ef i €uy ANby < (e5,y V —€sy Aer)

The solution to this equation is simply b;. The set of successor states after
the first iteration, ¥} = Wg. The reachability analysis terminates since g < W3
and the set of reachable abstract state is given as b;.

We have thus reduced the problem of computing the set of initial abstract states
!l/g and the set of successors ¥ to the problem of computing the set of solutions
to an existentially quantified Boolean formula. In the next few sections, we shall
exploit the structure of the formula to efficiently compute the set of solutions.
For the rest of the discussion, we assume that we want to solve the existentially
quantified Boolean formula 3y F.

3.1 Using BDD-Based Approaches

We can obtain the set of solutions to the quantified Boolean formula Iy F by
constructing the BDD for F'and then existentially quantifying out the variables
in X' using BDD quantification operators. The resultant BDD is a symbolic
representation of the formula 33 : F. _

The naive method of constructing the BDD for F' and then quantifying out
the symbols in X' is very inefficient, since the size of the intermediate BDD
representing F' could be very large. We show that we can exploit the syntactic
formula structure to leverage most the efficient quantification techniques (e.g.
early quantification [14]) from image computation in symbolic model checking.

Equation [3 resembles the equation for post-image computation in symbolic

model checking where C' /\’y@) represents the set of current states and the tran-
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sition relation for the state variable b; is given as ¢’ We can treat all the symbols

in ¥ as present state variables. In fact, the next state for the variables in X are
left unconstrained and can also be mterpreted as inputs. We use NuSMV’s [§]

INIT expression to specify C A 7@) as the set of initial states and for each

state variable b;, specify the next-state transition as ¢}. We then perform one
step of post image computation to obtain the set of successor states.

3.2 Using SAT-Based Approaches

The main difference between the image computation step in traditional model
checking and the quantified equation in Equation Blis that the number of bound
variables (in X) often exceeds the number of variables in B. These variables
arise because of the boolean encoding of integers in the CLU formula. In many
cases, the number of variables in B is only 5% of the variables in X' (for instance
400 Boolean symbols in Y for just 3 predicates). In these cases, the cost of
constructing the BDD and quantifying the variables in Y is expensive. Instead
we can use SAT-based methods to compute the set of solutions to Equation [

SAT-based quantification engines [18l0] enumerate solutions over X' U B for
the expression F. Since we are only interested in the interpretations of symbols
in B, the part of the assignment which corresponds to symbols in X' is projected
out. To prevent the SAT checker from computing the same assignment to the
symbols in B again, a blocking clause over the variables in B is added to the set
of conflict clauses to block this assignment. The most challenging part in the
entire procedure is to find a minimal blocking clause, which assigns values to
a minimal subset of literals over B. We have integrated one such tool, SATMC
developed by Daniel Kroening [9], as the SAT-based quantification engine. It
uses heuristics to efficiently add blocking clauses for the variables in B using
the data structures and algorithms of ZChaff [I9]. We omit the details of the
procedure from this paper.

Although SAT-based quantification uses an enumeration technique, there
are several advantages over current approaches which use a decision procedure
repeatedly to obtain the set of cubes. First, we can take advantage of the learning
from the SAT solvers, since the same data structure is maintained throughout
the computation. Secondly, the ability to perform non-chronological backtracking
provides more flexibility to obtain better cubes than the approach in Das, Dill
and Park [12], where the order of variables involved in splitting the cubes is
fixed. Lastly, we can remove the overhead of invoking the decision procedure
repeatedly to obtain the set of solutions.

4 Universally Quantified Predicates

To verify systems with function or predicate state elements, we need the ability
to specify quantified predicates. The function and predicate state elements allow
us to model unbounded arrays of integers, truth values or enumerated types.
These unbounded arrays can be used to model memories, queues or network of
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identical processes. For example, if pc is a state element which maps an integer to
an enumerated set of states, then pc(i) denotes the state of the i*® process in the
system. Properties for such parameterized systems are expressed as quantified
formulas. To state the property of mutual exclusion, one has to state Vi, j : i #
J = —(pc(i) = CS A pe(j) = CS), where CS is the state of a process in the critical
section.

However, introducing universally quantified predicates (predicates of the form
Vi : ¢(i), where ¢(i) is a quantifier-free CLU expression and i is a vector of
integer variables) adds two dimensions to the problem:

1. For quantifier-free predicates, concretization of the reachable abstract state
space yields the strongest expression involving the predicates (Boolean com-
bination of the predicates) that approximates the concrete reachable states.
This expression serves as an invariant for the system. For parameterized
systems, we have found that the inductive invariant can often be expressed
as Vi : P(i), where P is a quantifier-free CLU expression [I721]. However,
given quantified predicates Vi : ¢ (4),...,Vi : ¢x(i), a Boolean combination
of the predicates does not always yield the strongest expression of the form
Vi : P(7), where P (i) is a Boolean combination of ¢1 (%), . . ., ¢x(%). For exam-
ple, one cannot obtain the expression Vi : ¢1(4) V ¢2(i) using a combination
of the predicates Vi : ¢1(7) and Vi : ¢2(1).

2. Introducing universally quantified predicates requires us to check satisfia-
bility of first-order formulas with both universal and existential quantifiers,
which is an undecidable task. Hence we need sound quantifier instantiation
strategies to eliminate the universal quantifiers.

To address the first problem, the user provides the set of predicates & =
{¢1(4),...,¢r(1)} with an implicit quantifier over 7 (similar to the work by
Flanagan and Qadeer [13]). As before, we associate a Boolean variable b; with
¢i(i). If U5 be an expression over the symbols in B, then Equation Bl can be
written as:

Wp =38 3K (Vi W [0(0)/B) AT N\ b &(0) (6)
i€{l,...,k}

Now we need to address the second problem. First, the existential quantifiers
over j are pulled outside. The universal quantifiers over i are instantiated using
sound instantiation techniques present in UCLID [17]. The resulting formula
has the same existentially quantified structure as that of Equation 2 and thus
can be solved using BDD or SAT-based quantification as before.

Finally, if ¥} is the set of reachable states over B, then the invariant of the
concrete system is Vi : Wj; [0(%)/B].

5 Results

We have built a prototype of the methods discussed into the tool UCLID [6].
To compare the effectiveness of the approach, we compare against an implemen-
tation of a recursive case-splitting based approach suggested by Das, Dill and
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Park [I2]. The approach is based on checking satisfiability of individual cubes as
mentioned in Section[2] The Stanford Validity Checkerf] (SVC) [2] is used as the
decision procedure for checking first order formulas. Various optimizations (such
as considering cubes in the increasing order of lengths) are performed to reduce
the number of calls to the decision procedure from the exponential worst case.

We have analyzed the different ways to encode the first order formula as a
Boolean formula. In the rest of the discussion, we use the function elimination
strategy by Bryant et al. [5]. Integers are encoded using two methods:

— FI: The domain of each integer is restricted to a finite but large enough set
of values that preserve satisfiability [6].

— SEP : Each separation predicate = <1 y + ¢ is encoded as a Boolean variable
and transitivity constraints are imposed [24].

NuSMV is used as the BDD-based model checker. We use dynamic variable or-
dering with the sifting heuristics and IWLS95 heuristics for quantifier scheduling.
SATMUC is the SAT-based model checker and is used to solve the quantification
step. All the experiments were performed on a 2.2 GHz Pentium 4 machine with
900MB of memory.

Hardware Benchmarks We have used the predicate abstraction engine in the
context of verification of pipelined DLX processor, an unbounded out-of-order
processor (O00), communication protocols and mutual exclusion protocols. Be-
low we describe some of them.

Predicate abstraction was used to approximate the reachable set of states
for the DLX pipelined processor. This is used to restrict the set of initial states
for the Burch and Dill commutative diagram approach [7]. Current processor
verification methods that employ Burch and Dill’s technique [5T6] requires the
user to manually provide invariants to restrict the most general state of the
system. The approximate state space was also used to verify the absence of
data-hazards and correctness of stalling logic for the processor.

Quantified predicates are used to derive candidate invariants for the deduc-
tive verification of an out-of-order processor with unbounded resources [17].
Various infinite-state protocols have also been chosen to demonstrate the ef-
fectiveness of the approach. We have chosen the two process Bakery algorithm
(Bakery-2) and a parameterized semaphore protocol [21I]. We also chose a com-
munication protocol called the Bounded Retransmission Protocol (BRP) which
was described by Graf and Saidi [I5] for demonstrating the use of predicate
abstraction.

Fig [2 illustrates the performance of the different approaches on a set of
benchmarks. For DLXb, the number of calls to SVC reported are even before
the first iteration for the explicit version completes.

* We have experimented with other decision procedures (e.g. CVC [3],UCLID [6])
but have not found any significant improvement for this application.
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Example [Preds|[Iter] Explicit Method Symbolic Time (sec)

SATMC-based | NuSMV-based

SVC Time|# of Calls FI | SEP FI | SEP

Semaphore| 8 5 37.0 513 16.3 9.7 5.1 2.6

DLXa 5 3 24.5 199 5.3 4.0 2.5 2.3
DLXb 23 5 > 1600 > 16800 |> 1000 |> 1000|> 1000] 535.0

Bakery-2 10 | 4 59.0 383 9.1 7.1 2.9 2.7
BRP 22 9 561.2 5040 190.2 221.0 25.4 39.9
000 8 2 * * 33.0 - > 1000{> 1000

Fig. 2. Hardware example results. “Iter” is the number of iteration for abstract
reachability analysis, “SVC Time” is the time spent inside SVC decision procedure, ” #
of Calls” denote the number of calls to SVC, “FI” and “SEP” denote the Boolean En-
coding using finite-instantiation and separation predicates respectively. A “*” indicates
that SVC produces spurious answer due to rational interpretation. A “-” indicates an
unexpected core dump with separation predicate encoding.

Example|# of Predicates Explicit SATMC
Calls | Time SEP FI
# Prop-vars|Time (sec)|# Prop-vars|Time (sec)
sl.0 12 955 | 129.5 64 3.8 60 2.6
s1.20 10 631 81.5 77 4.9 74 3.0
sl.56 11 821 |110.2 65 5.4 54 2.6
sl.65 10 469 57.2 50 3.0 46 1.7
dr.10 19 >7576|>1000 162 9.2 115 9.9
dr.13 20 >7351|>1000 234 44.7 161 35.3
dr.14 20 >7189|>1000 232 103.5 157 25.6
dr.15 23 >7237|>1000 336 68.2 198 700.4
dr.16 13 2023 | 172.2 96 10.8 129 30.6
dr.17 15 3041 507 82 5.4 105 6.1
dr.18 18 >7099|>1000 153 130.6 180 49.7
dr.3 13 2023 | 355 100 9.0 125 7.0
dr.6 13 3355 | 596 96 8.1 129 7.8

Fig. 3. Results over SLAM formulas. “Calls” denotes the number of calls to the
decision procedure SVC, “Prop-vars” denotes the number of propositional variables in
the final propositional encoding. “SEP” denotes the method of encoding using sep-
aration predicates, and “FI” denotes the encoding using finite-instantiation. For the
explicit version, the process was stopped after 1000s spent in the decision procedure.

Software Benchmarks For software benchmarks, we generated several prob-
lem instances from the SLAM [1] toolkit for Microsoft Windows device-driver
verification. For each of these examples, the expression for the weakest precondi-
tion (WP) and the set of predicates are supplied. The tool computes the Weakest
Boolean Precondition (WPB) (as described in Section[3). We have run more than
100 such examples. In Fig[3] we report the results on some of the benchmarks
with greater than 10 predicates. The symbolic method also outperforms the ex-
plicit method on smaller set of predicates. On all these examples, the SATMC
based solver outperformed the NuSMV based method. SATMC solver took at
most a few seconds to solve most examples, whereas NuSMV took several min-
utes to solve the bigger examples. This is primarily due to the large number of
Boolean variables in the final encoding.
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5.1 Discussion

We have found that the BDD-based approach is more sensitive to the number
of variables in the final encoding rather than the number of predicates. This is
because the size of the intermediate BDD depends on the sum of the number of
quantified and unquantified variables. This makes it useful for applications where
the number of predicates are large, but the Boolean encoding has a smaller num-
ber of Boolean variables. This is evident in the example with Semaphore, DLXa,
DLXDb, Bakery-2 etc. where the NuSMV method outperforms the SATMC-based
method. The SATMC based approach is more robust in the presence of large
number of bound variables. This is evident in the case of the software verification
benchmarks, where the number of Boolean variables is in excess of 100.

The large number of calls to the decision procedure for the DLXb example can
be explained as follows. For this model, the set of reachable states is extremely
dense and results in a dense abstract state space too. Therefore, the number of
cubes to enumerate is very large. This is one reason why even the SATMC based
approach takes a long time to solve the example.

For parameterized systems like the out-of-order processor or cache-coherence
protocols, we have found the SATMC based method to outperform the NuSMV-
based methods on most examples. This is because, even though the number of
predicates is small (typically 10-15), the instantiation of quantifiers produces
a lot of terms in the first-order formula, which translates to a large number of
Boolean variables (almost 500) in the final formula.
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